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1.SYSTEM DESCRIPTION

EuroLink remote banking system for individuals (hereinafter the “System”) is a modern electronic
service that provides access to banking services via the Internet. The System consists of the web version
and mobile version and is a complex of hardware and software operated by the Client and Bank to provide
Client with the services of remote managing and operating their accounts. The System service is developed
with the use of up-to-date means of information protection and encryption: the data transfer is made
through a secure SSL connection, the login is carried out by login and password, one-time SMS passwords
are used to confirm the operations.

Functions of the System:

» Ruble and foreign currency transfers

= Online shopping payment

» Operations with bank cards

= Purchase and sale of foreign currency

» Tax and penalty payments

= Access to information about accounts, cards, deposits and loans
« Service payments (cellular service, TV, Internet, utilities, etc.)

1.1 Terms and Definitions

PUSH-notification is a message used to transfer information to mobile phones under the iOS and Android OS
(using Apple Push Notification Service and Google Cloud Messaging technologies). To receive PUSH-
notifications, the Client needs to have the mobile version of the System installed on a mobile device.

Temporary password is a digital code sent via SMS to the Client’s mobile phone on the first login and when
unlocking the login. The length of the Temporary password is 8 characters, the validity period is 14 days.

Client is an individual registered in the System. This Manual is personally addressed to the Client with the use
of You, Your, etc.

Password is a secret string of characters used to verify that the relevant Login really belongs to the Client.
When registering with the System, a Temporary password is sent to the Client’s mobile phone via SMS which is
used for the first login, and then the password changing procedure is launched. The further sequence of
characters for the new password is determined by the Client independently taking into account the password
creation tips and can be used repeatedly. The password length should be at least 6 characters. To create a
Password, we advise to read the password creating tips (Security Measures).

One-time password is a digital code sent via SMS/PUSH-notification to the Client’s mobile device. It is used
once at a point in time when logging in, as well as when performing financial and other operations through the
System. It allows to certify the authorship of the Client, being a handwritten signature analogue. It can be used
only for the operation for which it was received. The length of the One-time password is 6 characters, the
validity period is 9 minutes.

1.2 Technical requirements for the System

To work with the System, it is enough to have a personal computer (laptop, tablet) with Internet access and a
mobile phone for receiving SMS messages containing one-time passwords on the Registered number specified
in the Bank Agreement.

The System can work in Internet Explorer, Mozilla Firefox, Google Chrome, Opera, Safari supporting TLS and
JavaScript. We recommend to use the latest versions of browsers for fast System operation.



1.3 Login
System access is provided to Clients who concluded a Remote Banking Service Agreement and were registered
in the System by the Bank.

To log in, follow the link “EuroLink” on the homepage of the Bank or specify the following address in the address
bar of the web browser: hitps://elf.fakiura.ru/?site=evrofinance

On the Login Page there are fields for entering the Login and Password, as well as a link to the Bank's contact
information, the information about the System Security Measures and the news are additionally posted.
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Login to enter the System is given by the Bank upon the Client’s registration in the System. The Temporary
Password is sent to the Client by the Bank via SMS to the phone number registered when concluding the
Agreement. On the first login, you need to change a Temporary Password for a Permanent Password which will
be used later each time when you log in, while a Temporary Password will be cancelled. Then enter your One-
time password and press “Continue”.

Please note: if the Login/ Password is incorrectly entered 3 consecutive times, the System temporarily blocks
the account for 3 minutes. In such a case, the relevant message will be displayed indicating the time remaining
until unlock.

After 9 unsuccessful attempts to enter the Login/Password, the account is locked, the screen displays the
message “Login is locked. Please contact the Bank to unlock”. In this case, as well as in the case of loss or
compromise of the Login, the Client may refer to the Bank office in person for getting a new Login with a
corresponding written application.

In such a case, the Client is blocked from entering the System until the new Temporary Password is received
from the Bank.


https://elf.faktura.ru/?site=evrofinance

1.4 Homepage navigation

After successful authorization, the System Homepage is opened wherein the Client gets access to the main
features of the System. All products and services are managed from the Homepage, which consists of three main
function blocks and the top panel containing the Menu.
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Payments and transfers

e New payment or transfer @ Create template group |
? .

Internet \
Communication

CARDS & ACCOUNTS 88 43769 P

All operations in | October ~
3001,00 $
300000 €
—
Expenses 2855994 p
DEPOSITS 60 000,00 P
= ® Cash operations 15 500,00
Supermarkets 519297
® Transfers 359200
Operations in October
® Beauty, sport 1 600,00
® Taxes, fines, fees 151905
Telecommunications 105598
® Books, music, video 100,00
~
e MENU

The User Menu contains the History of correspondence with the Bank, Client Profile, Security Settings and
System Settings. The Client Profile is available in the Menu and by clicking on the Client Name in the upper
right corner of the screen. When you click on the “Exit” button, you log out in a safe way.

e “PAYMENTS AND TRANSFERS” block
- “New payment or transfer” button is used for a quick transition to creating a transfer or service payment;
- “Create Template Group” button is used for creating payment templates, including scheduled payments.

e “CARDS AND ACCOUNTS” block
- Cards and accounts. In a collapsed view, it contains summary information on the number of card products
and current accounts. The amounts of all accounts balances and Payment limits for all card products of the
Client in terms of currencies are also displayed.
- Loans. The number of Client's loan agreements, the amount and date of the next payment are displayed.
- Deposits. In a collapsed view, the number of active Client Deposits and total balance of Deposits are
displayed.

e “OPERATIONS HISTORY” block
In the Homepage workspace, the Expense Chart by expense category and the Financial Operations Feed of the
Client are displayed.
Under the functional blocks, there is a dashboard displaying current exchange rates set by the Bank, technical
support phone numbers and brief information on the functional blocks composition.
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2.MENU

When you click on the Menu button, an active area appears with the following sections:

- Applications, messages: for correspondence with the bank

- Security: for viewing the history of logins

- Settings: for setting up the display of closed services (inactive cards, closed deposits, etc.)
- Profile: for Client information displaying

Evrofinance
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Applications, messages Security

Profile Settings
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[+ Exit

The Menu will be highlighted if you have unread messages from the Bank.

> Menu

Applications, messages » Security

Settings

2.1 Applications and messages

This section contains the history of the correspondence with the Bank. Letters can be found by searching or by
viewing the “Incoming” and “Outgoing” sections.

X

E APPLICATIONS, MESSAGES

| Advanced search

Incoming QOutgoing MNew application

@ 1610  COOBLWEHME U3 BAHKA

L)
-~

@ 1010  COOBLLUEHWE U3 BAHKA

By clicking the “New application” link, you can send to the Bank a letter on general issues, as well as a letter
with the “Message to the bank” subject to recall a document having “Processed” status or the letter with
information for currency control. Attachment size may be up to 2 MB.



£] MUCbMO
Subject For bank
Content massage
File Ci\fakepath\Instruction_EFM_RUS_1800.docx

Sending messages to the Bank is confirmed by one-time SMS password.
2.2 Settings

In the settings, you can optionally set up the closed services displaying.

r\?/-‘l ONLINE BANKING SETTINGS

Display in Online banking

Inactive cards
Closed accounts
Closed deposits

Closed credits

2.3 Profile
The Client information is available by clicking the “Profile” link. Personal data and contact information are

partially hidden for security reasons.

E; } Applications, messages Security

Profile Settings




2.3.1 Subscriptions

The service of “Notification about fines and taxes payable” enables to receive prompt notifications on traffic
police (GIBDD) fines payable, taxes payable and debt to the bailiffs.

*Note: You can set up the notification service not only for your own fines and debts but also for fines and debts
of your relatives by adding their details in the tab.

N
AN

AL PROFILE

Personal information Subscriptions Change password Notification settings

Enable notifications on traffic police fines and taxes payable

Just add the number of your driving licence/certificate of vehicle registrationto receive SMS on traffic
police (GIBDD) fines payable.
To receive information on taxes INN (TIN) required.

2.3.2 Changing password

To change login password, click the “Change password” link. On the page that opens, fill out the form:
enter the old password and enter the new password twice. Click “Change”. When creating a new
password, you should follow the password creation tips available on the password change page in the
System, as well as in the “Security Measures” section of this Manual.

N
— AN\
)
~ & PROFILE
Personal information Subscriptions Change password Notification settings
Enter the current password
Enter a new password Password creating tips
Re-enter a new password The password should contain from 8 to 25

characters in upper and lower case.

2.3.3 Notifications

We offer our Clients a comprehensive solution combining different ways of delivering messages via electronic
devices: SMS-messages, PUSH-notifications.
PUSH-notifications are short notifications that pop up on the screen of the mobile device on top of other

launched programs windows. Such notifications are supported by all popular operating systems of mobile
devices. PUSH-notifications can be enabled only by installing the mobile application.



;Lj PROFILE

Personal infermation Subscriptions Change password Notification settings

Push-notifications

Currently you're receiving SMS.

To enhance security enable Push notifications, which are sent through the ciphered Internet channel and
can provide more security compared to SMS.

Enable notifications via mobile app.

3.CARDS AND ACCOUNTS

3.1 Card and account information

The System allows to promptly and at any time receive information on the status of the Client's accounts, bank
cards balance, accounts and cards operations history. To do this, use the “CARDS AND ACCOUNTS” block.

By clicking on a line with a specific Card number, its hidden number, card status and amount on the card are
displayed. Short list of Card operations over the last 30 days (operations mini log) is displayed below, but you
can specify another period for displaying the operations log. Contextual search by operations is also available.

CARDS & ACCOUNTS 88 437,69 P XXXXXXXXXXXX5673 X
5] 3001,00 $
300000 € Card info Security  Account details
1. Payroll card
Evigfinance Amount on card 32035,18 P
¢ visa **3673 32035,18P: Card status Active
2. Account card
visa %9388 054P:
3. Account 5640197P : Card operations 18.09.2017-18.10.2017 X Search X
13 October
R SO0L00 ¥ i KOMUS\MOSCOW\RU
-100,00
Books;musiciyidey
- R EROE: EFMNBATM213194\29.NOVY ARBAT\MOSCOW\RU
' -7500,00
Cash operations
NEW CARD
EVROLINK EFMN\-\-\RU +7 000,00

It is also possible to set up the security mode of the card. This service allows Clients to set the prohibition
on/permission for ATM cash withdrawal, transfer to the other bank card, card operations in the Internet
and card servicing abroad.
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Security modes

Cash withdrawal frem card through ATMs O Bkn

Transfer to card with another bank () Bkn

Operations using card online () Bkn
Card servicing abroad () Bkn

By clicking on the line with the Card or account title, a detailed list of operations on card and other accounts
opened with the Bank is displayed for the last 30 days. Here you can also specify another period for displaying
the operations log. A detailed operations log can be exported to PDF and EXCEL.

—= = _
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CARDS & ACCOUNTS 8843759 P PAYROLL CARD j X
3001,00%
300000 € On account Account details
E> 1. Payroll card Ne 40817810900009025361
Funds on the account 32035/128P
visa 5673 3203518P:
2. Account card
visa| **9388 054p: Account operations | 18.09.2017 - 18.10.2017 X Search X
16 October
3. Account 5640197 P :
AQ AKB "EBPO®VHAHC MOCHAPEBAHK"//3a4ncnerme 3apabor... +32 000,00
A TR 3001008 : 13 October
KOMUSA\MOSCOW\RU
@ -100,00
Books, music, video
5. EUR 3 000,00 € :
EFMNBATM213194\29. NOVY ARBATA\MOSCOW\RU
-7 500,00

Cash operations
NEWCARD T et

By clicking on the “Account details” link, the account details and information for replenishment thereof are
displayed. You can send via email all account details displaying on the dashboard to yourself or to another
person; to do it you should specify the e-mail address in the appropriate field at the bottom of the page and
click “Send”:



ACCO@ 7 X

On account Account details

Account details

Number 42301810300009025190
Currency PoccriAcknia pybnes (810)
Owner MNonos Butanuiia BnagyMcnasosd
Opened 25.06.2010
Bank AO AKB "EBPO®KMHAHC MOCHAPBAHK", T.MOCKBA
BIC 044525204

Corresponding
acc.

30101810900000000204

Bank's TIN (INN) 7703115760
Bank's KPP 770407001
E-mail info send

Please, have regard to the following: You can change your account titles on your own!

To do this, click on the icon J near the account number. After that, the account title will be available for
editing and saving.

Account ><

On account Account details

Account details

3.2 Deposit and loan information

The “Deposits” section contains all necessary information on the Client's deposits opened with the bank.
The display structure includes the account number, account balance (opening field), deposit interest rate and
contract terms. Contract terms contain a set of fields and details of the Term Deposit Contract which can be
sent to email. Below is the deposit operations log for a default period of 30 days. You can specify another
period for displaying the operations:



JEMO3MTbI 31-90 AHEW 4 X

CARDS & ACCOUNTS 8843769 P
3001,00$
300000 € Depositdetails  Terms of deposit
Account in RUB 60 000,00 P
MNe 42303810900009025080 n % 07.11.2017 363,29 P
E> pEPOSITS (ED 60 000,00 P e .
1. [lenozunTel 31-90 aHei 6000000FP ¢ i A
et 11 oo Operations on 04.10.2017-18.10.2017 X Searc X

deposit

In this section you can view detailed information on the deposit opening conditions.

AEMO3MThI 31-90 AHEA &

— Deposit terms
Contract with number 02025080 from 04.10.2017
Last modified 04.10.2017
Deposit contract type Fixed time
Deposit pericd 34ad
Interest rate 65,5%
Amount of the interest paid 0,00
Account for payment of interest 423018170300009025190
Adding funds MNo
Partial withdrawal No
Amount available for withdrawing 0,00
Deposit amount at the beginning of the contract 50 000,00
Number of future prolongations (o]
End date of the deposit 07.11.2017

— Deposit details

E-mail info Send

The “Loans” section has similar display structure. In this section you can find out the information on the actual
debt, monthly payment amount and loan interest rate. The main details of the loan agreement or deposit can
be sent to e-mail.

Please, have regard to the following: You can change the deposits and loans titles similarly to changing the
accounts titles.



4. PAYMENTS AND TRANSFERS

The System offers Clients not only a range of information services, but also a possibility of fast service payment
and money transfers. To do this, use the “PAYMENTS AND TRANSFERS” block. Functionally it can be divided
into two main sections: payments from the Federal System "City" — centralized system of automated collection
and processing of payments (hereinafter the “FSC”) — the groups of these operations are marked in blue, and
standard banking operations of funds transfer (marked in green).

Payments and transfers

a New payment or transfer

"% Services on N . ~— Landline, TV, <> Preschoal, A, Popular
L¢ address g Cellphone [ Utilities - nternet T__'_':_ll education N services

/‘;f\‘ Loan
v} repayment

Traffic palice S i
e ¢ Ej_() State services Others

)

@ Transfer to 0 Transfer to /= Transfersto Transfer to —— Transferin N
A5 me ©»  person wallet ¢ E’ company 5 currency p  Card-to-card

FSC

When paying for any operation from FSC, the funds are debited from the plastic card and the operation is
conducted through the Processing Center and is not subject to recall. All operations from FSC section are
conducted with a commission payment to FSC which is called Information and Technology Services (ITS). An
exception is a set of operations from “State services” section - “Payments to the treasury according to payment
details”, such transfer is carried out by the Bank according to the established tariffs.

If you cannot find a provider whom you want to pay among the FSC clients, or if you don’t want to pay for ITS,
payment can be made according to bank details using the operation from green section. Let's consider in more
detail the set of main bank transfers according to payment details.

4.1 Own funds transfer

) Transfer to 0 Transfer to > Transferstoe- Transfer to ——y, Transferin
— ard-to-card
S me > person wallet E company currency tard-to-carc

1)

“Transfer to me” form contains the tabs “Within Bank” and “To account with another Bank” and can be used
for:
1) transferring funds between own cards and accounts within bank and different options are also
available: card-to-card\account-to-card\account-to-account

From viIsA Account card ~
Fkkk FkEE *XEE 0388, available 0,54 P
To wvisa Payroll card ~

#okk Hkkx £h5% 5673, available 32 035,18 P

2) foreign exchange transactions by transferring to yourself with a conversion (purchase, sale). The
amount of purchased currency is calculated automatically in accordance with current bank rate



Transfer to

Within bank to acc. with another bank

From viIsa Payroll card ~

*HEE *EER XREX 5673, available 32 035,18 P

To ¢ usD —

42301840900009025191 , available 3 001,00 $

Amount 20000.00 [ b 345.42

Mo kypcy 57,90 P 3a 1,00

3) own funds transfer to one’s own account opened with another bank

From Account ~
423018103200009025190, available 56 401,57 P

To 40601810245253000002

Bank ¢ BMIK 044525502: "BAHK "MBA-MOCKBA" 000, I MOCKBA

Payment purpose Enter purpose of the transfer

Amount 1000.00

Expenditure category

Please, have regard to the following: The form for entering BIC/Bank name contains Bank Directory. The
Directory is updated on a daily basis and contains current BIC codes of the Banks. For convenience, when
entering the BIC or Bank name, the directory is automatically searched.

4.2 Internal ruble transfer by phone number

It is possible to make transfers within the bank not only by account number, but also by mobile phone number

of the Russian mobile communication operators. The operation is available if the Payer and Payee are connected
to the EuroLink System.

Transfer to Q Transfer to Transfers to e- Transfer to ——y, Transferin -
2(‘& me ©* person wallet company currency Card-to-card

Similarly to the “Transfer by card number", the client chooses the account to be debited and instead of the payee
account number indicates the payee mobile number. The System verifies the phone numbers in the files of clients

who are individuals. After the number is found, the form will display the name of the payee in the format of “lvan
Ivanovich I.”



Transfer to

within bank to acc. with another bank

®) On mobile number On account number

From Account card ~

40817810300009025356 , available 0,54 P

Payee cellphone +7(917)530-11-22 v
Payee Aerwnc Amutpresny C.

Message to Payee Maximum 20 characters

Amount 1000.00

Expenditure category Transfers

If the same phone number is specified in the files of different clients, a message will be
displayed indicating that it is impossible to transfer by this number.

Please, have regard to the following: for security purposes, data entry in the “Phone number” field is blocked
after 20 failed entry attempts. The function is then locked for 3 hours.

An SMS message with the result of the operation performed will be sent to the payee. After completing the transfer,
this operation will have the option of viewing the Payment order, in which the payee account is specified and the
purpose of payment is the following: “Transfer by phone number. Tax free (VAT)".

4.3 External ruble transfer

It can be used for most bank transfers based on known payment details, such as invoice payment, service
payment, tax and customs payments. Commission for such type of payment is charged according to the bank
tariffs: http://www.evrofinance.ru/eng/individuals/pagee/page679/

5"‘\ Transfer to (
I
, me (

)] N -
| Transferto = Transferstoe- Transfer to —&— Transferin =N o
~  person - wallet company currency EI Card-to-card

An external ruble transfer or transfer to the company according to payment details additionally contains the
Taxpayer Identification Number (INN) and Tax Registration Reason Code (KPP) fields to be filled in case of
transfers to legal entities or a set of “tax fields” in the case of transfer to the treasury of the Russian
Federation.

Here is an example of filling such a transfer based on the payment for parking services:


http://www.evrofinance.ru/eng/individuals/pagee/page679/

Transfer to

To legal entity to the Budget Customs payments

Choose the account to be debited and specify main payment details of the beneficiary:
- account to be credited

- BIC of Beneficiary Bank

- beneficiary name

- purpose of payment

From Account ~

42301810300009025190, available 56 401,57 P

To 4070281020000000000000190

Name E> Test Company

INN (TIN) 21313131321

Bank BWMK 044525502: "BAHK "MBA-MOCKBA" OO0, 'MOCKBA

KPP |:> 312312312

The form for entering BIC/Bank name contains Bank Directory.

Transfer for payment of Yes (@ Mo
utilities

Please enter UIP (Unigue payment indentifier) of 25 characters. If data is
unavailable, please leave the field empity

VAT Indicate: tax-free (WAT) ~

Purpose of payment Payment for test operation

Then specify the amount to be transferred.

Amount 1000.00

Expenditure category Transfers

15



If similar payments are made by you on a regular basis, we recommend you to save it as a template and
include it in the individual templates group for quick access.

Save the payment in "My payments and transfers” () on
Save the template for a quick payment in the

future.

Title of transfer transfer

Choose a group for the

template E> Avto \ Parking ~

Payment templates are always in the Main Menu:

13

Internet \ Money transfer Avto \ Parking

Communication “

All operations are confirmed with one-time SMS passwords, before receiving such a password the System
displays information on the amount of transfer and commission.

Commission will be charged for the transfer.

Transfer amount 1 000-00 p. | Commission 50-00 p.
Total 1 050-00 p.

You cannot change the transfer details and amount, if there is a notice of the commission. If you need to
correct the transfer data, click “Back”.

4.4 Repeating payment

When performing certain operations in the System, you can set up the Schedule thereof (recurring payment).
The schedule is set up at the time of payment/transfer creation or when editing an existing operation
template. You can set up a payment frequency on a daily, weekly, monthly basis:

PerynspHbIiA nnartex

MEepEsS0inTe JEHEM M ONS3UKMEaRTE Yoy
ABTOMETHMYECK TOr43, KOrga 310 Hy®HO.

Delete template Edit settings n




The schedule set by the Client is stored in the System and the System will automatically generate a payment
document and send it to the bank on the fixed date (at the preset time - 12-00 MSK).

Repeating payment () On
Transfer your money and pay for services
automatically when Y¥ou need It
Month ~
Day of month Start
_ 13.11.17
repeating
112 3 4|5 & 7 8
9 10 11 ‘2E‘i 15 16 E
nd
7 18 19 20|21 22 23| 24 : 13121?
o it Mt Ml il M repeating
25 26 27 28 29 30 31
Next payment
13 November 2017 13 December 2017

SMS confirmation is not required to generate payment on the scheduled date, since the Client has previously
confirmed a template creation and recurring payment setting by SMS password.

In order to cancel a Scheduled Payment, you should open the schedule template in edit mode and put it into
the Off position.

Repeating payment () Off
Transfer your money and pay for services
automatically vhen you need it

Saving the schedule template settings shall be confirmed with one-time SMS password.
If a Scheduled Payment has not been executed by the Bank for any reason (e.g., on the scheduled date for the
payment, the Client did not have sufficient funds on the account from which the recurring payment is made),

the Client will receive an SMS-message about the rejected transfer. Subsequent payments will be sent by the
System to the Bank according to the schedule.

4.5 Foreign currency transfer

The form is intended for the transfer of funds in foreign currency to an individual or a legal entity on the basis
of known payment details.




) Transfer to 9] Transfer to > Transferstoe- Transfer to ——y, Transferin . .
cS ) person wallet E company ;J currency — tard-to-card

me =

In the “Payer” section it is enough to choose your foreign currency account. You can choose only your current

foreign currency accounts.
The account currency must match the transfer currency. You will not be able to specify USD as the transfer

currency and a card account in EUR as the account to be debited. The “Bank Name” field is automatically filled
with the name of the Sending Bank and the “Address” field - with the Client’s registered address.

Payer 50

Full name Monos Butanwmii Bnagmonasosd

Account ¢ EUR —
423019786000090251932 , available 3 000,00

Bank name EVROFINAMCE MOSMNARBAMNEK, RUSSIAMN FEDERATION,
121099 MOSCOW, SWIFT EVRFRUMDBMN

Address RUSSIA MOSCOW

Street Cheluskina 10

In the “Payee” section it is necessary to fill in the fields “Name”, “Account”, “Payee address”, “SWIFT” (the
system verifies the correctness of filling the Bank international code and automatically fills in the Bank name
and address), “Clearing code” (optional - this code is used in national payment systems of the United States,
Great Britain, Germany when making transfers in the national currencies of these countries to banks located
on the territory of these countries) and “Correspondent account”. Bank’s SWIFT/BIC entry field contains the
directory of SWIFT codes of Banks, when entering the code, the System will automatically offer options from
the directory.

Payee 59
MName CITIZEN C.2.
Account CZ602700000000217105673121
Address CZECHIA PRAGUE
street 2/2
Bank's SWIFT/BIC ¢ BACKCZPP
Bank UNICREDIT BANK CZECH REPUBLIC AND SLOVAKIA, A

Clearing code
Correspondent acc.
Address CZECHIA PRAGUE

CZECHIA, 14092 PRAGUE

“Intermediary bank” section is only filled in if the Payer Bank does not have direct correspondent relations
with the Payee Bank. You just enter the SWIFT code, the other fields are filled in automatically.



~| Transfer will be processed via Intermediary bank

Intermediary bank 56

Bank's SWIFT/BIC NARNRUMM

SMK 407 nepesodos BHyTRK G3Hka, SWIFT An8 nepescdos 8
Apyron B3aHK

Bank JSC NATIONAL RESERVE BANK

Clearing code

Correspondent acc.

Address POCCKA MOSCOW

RUSSIAN FEDERATION, 117036 MOSCOW

Fill in the transfer details without fail! In some cases, at the request of Foreign Exchange Control, you will have

to attach a copy of the supporting documents to the transfer.
You can enter data into the form both in Latin and Russian letters. In the latter case, such transfer details will be

automatically transliterated.

Transfer details 70

Purpose of payment Purpose of payment text

Purpose of payment text

File C:\fakepath\nstruction_EFM_RUS_OLD.docx

$ ~ Transliterate transfer details

In the “Any transfer expenses bears” field, the “Payer” is always displayed by default.
The account from which the expenses are to be debited may differ from the transfer currency. Transfer
commission will be charged off this account.

Any transfer expenses Payer —
bears 71A
Account to be debited Account —

42301810300009025190, available 56 401,57 P

If similar payments are made by you on a regular basis, we recommend you to save a payment as a template
and include it in the individual templates group for quick access.



Amount of transfer 100,00 EUR

Expenditure category Set a category of expenses

Save the payment in "My payments and transfers" () Oon

Save the template for a quick payment in the
future.

Title of transfer EURO Payment
Choose a group for the
template Money transfer ~

Foreign currency transfer is generally confirmed by one-time SMS password.

Commission will be charged off the account
42301810300009025190
Transfer amount 100-00 EUR | Commission 600-00 p.

Please, have regard to the following: under the currency legislation, the Bank reserves the right to additionally
request documents for transfer confirmation. For example, you may be requested to send via the System a
scan of the contract under which you pay for services or scan of an education invoice.

4.6 Card-to-Card transfer

When choosing a “Card-to-Card” transfer

me person

Transfer to Transfer to Transfers to e- Transfer to ——=, Transferin
& % ‘ wallet company ‘ ‘ currency % Card-to-card

a window is opened with a form for transfer between plastic Cards issued by Russian issuing banks. In this
section, you can make transfers between the Cards both within the Bank and between the Cards of other banks:

‘ = ‘ CARD-TO-CARD
MR HFHRK A DI BB
From wxx®x QIR
- Beegunre CWW2/CWVC2
MNonocares i f
L= kAR DZAT

Amount



By clicking on the arrow, you can choose the Cards issued by the Bank; by clicking on the “Plus” button, you
can add a Card issued by another Bank. To do this, you should enter and save the name of the Card issued by
another Bank, its number and CVV.

Then you should enter the amount and click the “Transfer” button. By clicking this button, the Client agrees

with the Terms and Conditions of the operator company that provides this service. The card-to-card-transfer
operation is generally confirmed by one-time SMS password.

5. OPERATIONS FEED

On the Homepage, the Client Financial Operations Feed is displayed. You can go to the Homepage from any
menu by clicking on the Bank’s logo.

Evrofinance — {l, Butanwii Monos
Mosnarbank = -

Payments and transfers

e New payment or transfer @l Create template group ‘

G

Internet \ Avto \ Parking

Communication

5.1 Operations history

In the Operations Feed, all Client's financial operations performed by the Client through the System and
Mobile application, the lines of statements of Client’s accounts and cards, operations of replenishment and
withdrawal of deposits, etc. are displayed for the selected period. The operations performed are of
expenditure category (for example, Education, Food Stores, Entertainment, Telecommunications, Utilities,
Transfers, etc.). In accordance with these categories, the Expense Chart is built:



All operations in | October ~

Expenses 47 657,18 P
® Cash operations 30 500,00
Supermarkets 6 860,91
® Transfers 3592,00
Operations in October
® Car 169624
® Beauty, sport 1600,00
® Taxes, fines, fees 1519,05
Others 188858
—
Search >
Yesterday
LUKOIL.AZS 329 71H\DEDILOVO\RU
@ -169624
car
21 October
IP POMOGALOV PVWORONEZH\RU
@ - 43300
Cafes, restaurants
MAGAZIN ALKOBRENDWORONEZH\RU
-1451,00

Supermarkets

By clicking on the operation, you can view the history of its statuses, date and time of processing by the Bank,
the debited account. For completed payments, you can print a supporting document, for example, when you
pay for services in the FSC section, a receipt is displayed:

BunaimH moi
Telecommunications

21.10.07 0442 (Moscow

Sent to bank = P ed g
time) =ENLLo bank = Frocessed
Operating account: MNe 23,107 !
Card KA KA KKK XK DET S

Onnata byvnaiin #508#% 1en 9032011740, gok 11633264516 bes nanora
Payment purpose (HAC)

Fede ke Rede de feode e e R A e e A

Aata onepauywn : 21/10/2017 08:42:37 (HCK)
KemTtaHuwma : 11633264516

Ycnyra : 508-CoTtosblii - Brnakid (6/H)

JWC 2 +7 (9XX) XXH-XK-40

Aapec :

Homep TenedonHa +7 (9XX) XKX-XX-40

MNe B ccTeme BeePayxXP 9092015884
Call-uenTp 88002005575

Cymma nnatexa : 300.00

Cymma kommccumi: 0.00

Cymma neHw : 0.00

OBwan cymma : 300.00

FhERFEEFAEEATIRH

Bnarogapum, 4To BoOCNONb3oBanuce yonyramm Cucrtembsl Nlopog,
www. kvartplata.ru, 8-800-200-12-24

WMud. yenTp Bunaliy: 8 800 700 0611



For bank payments, you can form a copy of payment document marked by the Bank as processed:

Transfer to my account D
09.10.17 11:35 (Moscow
time)
Operating account: Ne 09.10.17
Account Account - 42301810300009025150
Operation amount 3 500,00
To card OO KK 56T 3
Kog asTopusaywmu: 666321
MepeBof coBcTBeHHLIX cpeAcTB. Bes Hanora (HAC). -3500,00 [F

09.10.2017 0401060

IlocTym. B DAaHK [UTAT.

CrmHcaHo CO C1. IIIAT.

IUTATEARHOE IMOPYYEHHE N 7 09.10.2017
Iata B mnarexa

Cyama TpE TEICATH NATECOT pybneR 00 Komeex
TIPOMHCEED
MHH [xrm Cya |3 500-00
Tlomoe BeTanui BraguciaBoERT

Ca N 42301810300009025190
IlnaTe s OTHK
AO AKEB "EBPOSHHAHC MOCHAPEAHK" BHEK 044525204
T MOCEBA

Ca. N 30101810900000000204
DaHK IIATeIRIIHEA
AO AXS "EBPOSHHAHC MOCHAPEAHK" BHK 044525204
T MOCEBA

Ca N 30101810900000000204
DaHk momygarens
HHH |KDH Ca N 40817810900009025361
Tlomor BeTammi BiaguciagoEET

Brmon |01 Cpok miat.

Haz. mn Omep. mwuar. |5
TomyHatens Kog Pex. mome
Ileperos coDCTBEHHEIX CPEACTE.
Bez mamora (HIC).
HasgageHHe IaTesa

TMoamicu OTMeTEH DaHEa
AO AKE "EBPOSHHAHC
MOCHAPEAHK"
BHEK 044525204
MIL
09 oxT 2017
HCIIOJIHEHO




5.2 Recalling a document

This action is not available if the document in the System has the “Processed” status as well as for documents
created via the “Service Payment” section through the FSC.

~i,  NCb-nepesog 1000 E>") .

Transfers

241017 1036 (Moscow

Sent to bank
time) - T
Account Account - 42301810300009025190
Operation amount 1 000,00

You can specify the reason for recalling the document. For recalling, the standard procedure of confirming the
operation by one-time SMS password will be required.

Today

N MNCB-nepesog ~ 100000 (0 o\
<0 Transfers o S

MprHvHa OT3bIBS )
Wrong payment

Account Account - 42301810300008025190

Operation amount 1 000,00

Payee MNonoe Butanwii Bhagucnasosuy

Payee's account 40817810240000000596, in bank NAQC "MPOMCBA3bLBAHK"

Hekommepyeckwii nepesog geHexHeix cpeacts, HAC He obnaraeTca bes

Payment purpose
Hanora (HAC).

Recall

5.3 Repeating a document

By clicking the button, a filled form of previous payment/transfer is opened. The Client needs to make sure that
the fields are filled accurately, if necessary, correct the amount/debited account/ purpose of payment and
confirm the sending with a one-time SMS password.



BuvnaiiH moii
_——— )
-_— Telecommunications

21.10.17 04:42 (Moscow

timey  TTTTTTTTTTTTTOS

Operating account: Na 23.10.17

6. SECURITY MEASURES

6.1 Security Measures during system operation

We offer our users not only a wide range of remote banking services, but also guarantee the confidentiality
and security of data transfer when working in the System.
The main security measures are available on the Login Page:

Use only trusted computers with a licensed
software. Regularly do the fullvirus scan of your
computer and mobile phone...

If you find out that your Password or one-time password or mobile device number are compromised or if you
suspect a compromise upon detection of fraudulent transactions in the System, immediately notify the Bank,
act in accordance with the Terms and Conditions of remote banking service for individuals using the EuroLink
system.

The security of the System is ensured by the following protection components:

v Cryptographic protocol for encryption of information when exchanging data between the client and the
System;

v' Temporarily blocking after three times entering the wrong login/password;

v In case of entering the wrong Permanent Password nine times, the login can be unlocked only if you
personally contact the Bank;

v' Restriction on the idle time in the system set at 15 minutes in order to avoid the use of the System by
third parties;

v' The need to confirm any operations in the System with a one-time password.

Also you can regularly check your last entries to the System.
6.2 Password creating tips

Correctly created password for entering the System is one of the most important obstacles to intruders.
Create password taking into account the following tips:

- the password length should be at least 8 characters;



- the password must contain uppercase and lowercase letters, numbers and special characters
( @I #I sl %I <I AI &I *)

What is a weak password?

A weak password is a password that can be guessed or detected by dictionary/dictionaries search method
for the time acceptable for intruders.

The weak passwords include the following passwords:

- passwords containing the entry name (login) in one form or another;

- passwords containing personal information, for example, dates of birth, phone numbers, names of pets,
names of children, etc.

- computer terminology words, for example, operating system commands, names of equipment, programs,
etc.;

- double words: stopstop, passpass and others;

- passwords based on common keyboard sequences:

gwerty, 12345, qaz;

any of the above, typed in transliteration;

any of the above, supplemented by the numbers;

any of the above, typed in reverse order;

any of the above, typed in uppercase.

Moreover, it is not recommended to use passwords based on known numerical combinations: 911, 314159,
2718.

6.3 Password management

In addition to using strong Passwords, we also strongly recommend:
v/ Change your Passwords at least once every three months;
v" Do not use the same Passwords.

For Windows users: do not place a check mark in the “Remember password” field. Do this only if you are

absolutely sure that no one will use your personal electronic device without you. It is better to type a username
and Password each time you log in.
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