YCJIOBUA JTMCTAHIIMOHHOI'O
BAHKOBCKOI'O OBCJIY KUBAHUA
OU3NYECKHUX JIMI TOCPEACTBOM
CUCTEMbI EUROLINK
B AO AKb «<EBPO®PHUHAHC
MOCHAPBAHK»

1. TEPMUHbI N OTPELQENIEHUA

Ecmm B Tekcte VYciaoBuil  SBHO
HEOTOBOPEHO MHOE, UCIOJIb3yeMble TEPMUHbI
Y OTIPEACIICHUSI UMEIOT CJICTYIONTNE 3HAUCHMS:

AyreHTudUKAUA —  TpOUEAYpA
noATBepxkaeHuss  Knamentom  Toro,  4to
WNnentuduxarop, Ilapons, Komooe cioBo
NEUCTBUTENBHO  NpuHamiexar  KuueHry.
[TonoxurenpHbIi pe3yibTar
AyTteHTuduxanyuu MOATBEPIKIAET, 4TO
dbopMupoBanne u mepemada B baHk
DNEKTPOHHBIX JIOKYMEHTOB IPOU3BOJUTCS
camum Kinentom.

Bank - AKIIMOHEPHBI
KOMMEPYECKUIA BAHK
«EBPO®UHAHC MOCHAPBAHK»
(axmoHepHoe 0011eCTBO). Mecto

HaxoxneHus: 121099, Poccus, r. Mockaa, yi1.
Hoseiit Apbar, 1.29. ['enepanbHas JHULEH3US
banka Poccum Ne 2402,

BasioTHble omepamuMM — pacyeThl
MEXIy pe3uJeHTaMu B MHOCTPAHHOM BaJlIOTE,
Memny pC3I/IJleHTaMI/I u H€p€31/II[€HTaMI/I B
WHOCTPAaHHOW BaJllOT€ U B POCCHUHCKHUX
pyOIIsIX, MEXIy HEpE3UACHTAMHU B POCCUMCKIX
pyOIsIX ¥ B MHOCTPAHHOM BAaNIOTE, a TaKXKe
HHBIC OHCpaHI/II/I, SABJIIAKOIINUECCA BaJIFOTHBIMHAU
ONepalns MU B COOTBETCTBUU C ACHCTBYIOIIUM
3aKOHOJIaTeNbcTBOM Poccuiickoi denepanuu.

JAucTaHuoHHOE 0aHKOBCKOE
o0ciy:KuBaHue — TpefocTaBieHHe baHkoMm
Knuenty ¢ wucnonszoBanuem  Kananos
JOCTyNa BO3MOXKHOCTH Tmepenaun  baHky
ONEKTPOHHBIX JOKYMEHTOB,
MIPEIOCTABIAIOIINX MpaBo baHKy cOCTaBIATH
oT umeHu KimeHTa pacnopspkeHus B LIETSX
npoBeneHuss  Omepanuii, npegocTaBIeHUE
bankom Kinenty uHpopMaIuu 0
MOJTyYEHHBIX B banke KpeIuTax,
pa3MeLIeHHBIX CPOYHBIX BKJIaJax,
BBINYILEHHBIX Ha nMs KineHra 0aHKOBCKUX
KapTax, ocrarkax M Omnepanusax no Cueram,
O0aHKOBCKUM KapTraM KiHMeHTOB, a Takxke
IIPEI0CTABIIEHNE BO3MO>XHOCTH

TERMS AND CONDITIONS OF
REMOTE BANKING SERVICES
RENDERED TO PHYSICAL ENTITIES
BY MEANS OF EUROLINK SYSTEM
IN EVROFINANCE MOSNARBANK

1. TERMS AND DEFINITIONS

The terms and definitions, used in the
present document, mean the following, unless
otherwise explicitly stipulated in the text of
Conditions:

Authentication - a procedure of
verification by the Client of the fact that the
Identifier, Password, Memorable Word really
belong to the Client. The positive outcome of
Authentication verifies that the creation and
submittal of electronic documents to the Bank
is carried out by the Client.

Bank - Evrofinance Mosnarbank.
Location: 29 Noviy Arbat, Moscow, Russia,
121099 General license No. 2402 of the Bank
of Russia.

Currency transactions - settlements
between residents in foreign currency,
between residents and non-residents in foreign
currency and Russian Ruble, between non-

residents in Russian Ruble and foreign
currency, as well as other operations
considered to be currency transactions

according to the legislation of the Russian
Federation in force.

Remote banking services - Rendering
by the Bank to the Client, using the Access
Channels, possibility to transfer to the Bank
Electronic documents, entitling the Bank to
generate orders on behalf of the Client for the
purposes of transactions conduction, submittal
of information by the Bank to the Client on the
credits obtained in the Bank, opened term
deposits, bank cards issued out in the name of
the Client, balances and Transactions of the
Accounts, Bank Cards of the Clients, as well
as  providing  possibility to  hold
correspondence between the Bank and Client.




OCYILIECTBJIEHUS TIEPENUCKA MexXy bankoMm u
Knnenrom.

Horosop MUCTAHIITHOHHOIO
0aHKOBCKOro oocayxuBanus (Jorosop) —
noropop Mexay Kaumentom wu  bankowm,
3aKJIIOYCHHBIN nyTemM MIPUCOCTUHEHUS
Kinenra x Ycnosusm.

HUnentuduxarop (mmm Jlorun) -
KOMOUHaIus CHUMBOJIOB, OJIHO3HA4YHO
uaentupunmpyromias B Cucreme Kimenta
cpeau apyrux Kinenros banka.

HpenTuduxkanusa —  ONpeacsicHue
bankom nmuunoctu Knuenra no cooGieHHOMy
uM Hpentudukaropy Wi Ha OCHOBAHHH
JAHHBIX  JTOKYMEHTa,  yJOCTOBEPSIOLIErO
JIMYHOCTD.

Kanan pocryma — xaHan mnepenadu
DNEKTPOHHBIX JOKYMEHTOB, O0OCIy>KHBaHUE
1o KOTOpOMY IIPOU3BOJUTCS C
UCIOJIb30BaHUEM CHeLUATU3UPOBAHHBIX
texuuueckux  cpencts  (Murtepuer) 06e3
y4acTus pabOTHUKOB banka,
obecrieunBaromuii  KiimeHTaM BO3MOXHOCTB
CaMOCTOSITENIbHO ()OPMHUPOBATH U NEepeaBaTh
B baHk DnekTpoHHBIE JOKYMEHTBHI.

Kauenr —  ¢Qusuueckoe  nuIo,
pPE3UIAEHT WIH Hepe3uaeHT Poccuiickoi
®enepaunn, umeroniee Cyera B banke.

Koxosoe CJ10BO -
MIOCJIEZI0BATEIBHOCTE CHUMBOJIOB, H3BECTHAs
tonbko KimmeHnty n banky, ncnonszyemas s
Ayrentuduxanun Knuenra npu
oOciyxuBaHun uepe3 CiayxOy KIMEHTCKOU
noajepkku. KogoBoe MOXET HCIIOJIB30BATHCS
MHOTOKPAaTHO.

Komnpomerauusa — yrpara bankom
win KJMeHTOM yBepEeHHOCTH B TOM, 4YTO
koH(puaeHmansHas uHpopMmarus (Tabnuma
ceaHCOBBIX Kitouel, [lapons, KogoBoe ciioBo)
HE MOXET OBITh HCIONb30BaHA TPETHUMHU
JIAIIAMH.

Onepanusi — HE NIpOTHUBOpEYALAs
JNENUCTBYIOLIEMY 3aKOHO/IaTEIbCTBY
Poccuiickoit  ®exepauuu  omepanus 10
PaCHOpPSDKEHHUIO  JICHEKHBIMU  CPEACTBAMU
Knuenta, ucnonnsgemas  bankom  Ha
OCHOBaHHH Pacnopsokenuii Knuenra,
[IepEAABAEMBIX B COOTBETCTBUU C Y CIIOBUSMH.

MMapoar —
CHMBOJIOB, HU3BECTHAA

110CJIEI0BATEILHOCTh
Tosibko  KimeHry,

Remote banking services agreement
(Agreement) - an agreement between the
Client and the Bank, concluded by means of
affiliation of the Client to the Terms and
Conditions.

Identifier (or Login) - a combination
of symbols definitely identifying the Client in
the System among other Clients of the Bank.

Identification - determination of the
Client by means of the Identifier informed by
the Client or based on data mentioned in the
personal identification document.

Access  Channel - electronic
documents transfer channel, which is serviced
by means of special technical tools (Internet)
without engagement of the employees of the
Bank, providing the Clients with an
opportunity to generate and transfer to the
Bank electronic documents on their own.

Client - a physical entity, resident or
non-resident of the Russian Federation,
holding Accounts in the Bank.

Memorable word - a sequence of
symbols, known only by the Client and the
Bank, used for Authentication of the Client
when dealing with the Client Support Service.
The Memorable word can be multiply used.

Compromise - loss of confidence by
the Bank or the Client with regards to the fact
that the confidential information (Session
Keys Table, Password, Memorable Word)
cannot be used by the third parties.

Transaction - the Client’s cash assets
disposition operations not contradicting the
applicable legislation of the Russian
Federation, implemented by the Bank based on
the Client’s Order transferred according to the
Terms and Conditions.

Password - a sequence of symbols,
known only by the Client, used for
Authentication of the Client when serviced via
the Access Channels. The Password can be




UCIOJIb3yeMast JUIS AyreHTuduKanun
Knunenra npu oOcmyxuBanuu no Kanamam
nocryna. Ilaposs MoOeT HCIIONB30BaTHCA
MHOrokparso. Ilaposs  mpenocrasisercs
bankom KimmeHTy mnoOCpenCcTBOM — BbIIAYH
MaTepUalIbHOIO HOCUTENSA, KOTOPBIM HMeEET
COOCTBEHHBIH HIEHTU(DUKALMOHHBIA HOMEp
(ID).

IHoaTBep:kaeHue Pacnopsixenus
u/niau coodueHusi cBodoaHoro gopmara —
Ipoleaypa  yYCTaHOBJIEHHS  IOJUIMHHOCTH,
HEM3MEHHOCTH u LEJIOCTHOCTH
Pacniopspkenusi, cooOmieHuss  cBOOOAHOTrO
¢dopmara, a TakKe MOATBEPKIACHUS aBTOPCTBA
Knuenta B orHomenuun Pacnopspkenus,

cooOmienuss  cBoOomHoro  ¢Gopmata ¢
UCIIONIb30BaHUEM  TaOnuIpl  CEaHCOBBIX
KIJIFOUEH.

Pacnopsiskenue — ykazanue Knuenra
baHKy coCTaBUTBH pPacHOpsKEHUE OT MMEHH
Kimmenra Ha coBepumieHMe OJHOM WM
HECKOJIbKUX Onepanui, [EepPEIaHHOE
Kimentom banky ¢ ucnonszoannem Kananos
JOCTyTa.

Perucrpanus Pacnopsixenuii u/mian
cooO0menuit  csodoaHoro d¢opmara —
aBTOMATUYECKOE BHECEHHE B AJIEKTPOHHOMU
dopme 3amucu O TOIy4eHHH baHKOM
Pacniopsixenust W/ COOOIICHUS
cBobogHoro ¢opmara Kimenra B peectp
JIOKYMEHTOB Cucremsl, KOTOPBIi
aBTOMaTH4Yecku (opmupyercs U BeaeTcs B
Cucreme.

CeaHCOBBIN KJIH0OY — YHHKaJIbHAs
NOCJIEI0BATENBHOCTh LIU(p, HUCHONB3yeMast
ISt MOATBEPKICHUS MOIJIMHHOCTH,

HEU3MCHHOCTH U IICJIOCTHOCTHU PacnopaneHm[
u/unn coobieHust cBodogHoro Qopmara, a
TaKke aBTOPCTBA IMepelaBacMbIX baHKY
Pacnopspkenuif, cooOmieHudt  cBOOOAHOTO
dbopmara.

Cucrema EuroLink (Cucrema) -
IIPOrPaMMHO-TEXHUUYECKHUI KOMIUIEKC
(kopriopaTuBHas aBTOMAaTH3UPOBAHHAS
OaHKOBCKasi cHCTeMa), O00OecTeunBarONIui
(dbopMupoBaHUe, YIOCTOBEpEHUE, Tepeaady u
perucTpanuio  DJIEKTPOHHBIX JIOKYMEHTOB
KnuenToB, a  Takke  MpeAOCTaBICHHE
Knmuenram wHboOpManmu O TOJTYYCHHBIX B
banke kpemurax, pasMEILIEHHBIX CPOYHBIX
BKJIQ/IaX, BBINMYIIEHHBIX Ha wuMs KimeHTa

multiply used. The Password is provided to the
Client by the Bank in a form of a tangible
medium, which has personal identification
number (ID).

Order and/or free format message
Confirmation - Order, free format message
authenticity, immutability and coherency
identification procedure, as well as Client’s
authorship confirmation with regards to the
Order, free format message by means of using
the Table of Session Keys.

Order - the Client’s instruction given
to the Bank to generate an order on behalf of
the Client for conduction of one or several
Transactions, transferred to the Bank by the
Client by means of Access Channels.

Order and/or free format message
registration - automatic electronic entry
acknowledging the receipt of the Client’s
Order and/or free format message by the Bank
in the System’s documents register, which is
automatically created and maintained in the
System.

Session Key - a unique sequence of
digits used for the Order and/or free format
message authenticity, immutability and
coherency identification, as well as the
authorship of the Orders, free format messages
transferred to the Bank.

EuroLink System (System) - a
software and hardware complex (corporate
automated banking system), enabling creation,
identification, transfer and registration of the
Electronic documents of the Clients, as well as
providing the Clients with information on the
credits obtained in the Bank, opened term
deposits, bank cards issued out in the name of
the Client, balances and Transactions of the
Accounts, Bank Cards of the Clients.

Scratch Card - a plastic card




0aHKOBCKUX KapTax, octaTkax u Omnepauusx
1o CueraM, 0aHKOBCKMM KapTaM KiueHToB.

CxkpeTty-KapTa - IUIACTUKOBAs KapTa ¢
HaHeCEHHOM Ha Hell (oA  3allUTHBIM
HENpPO3payHbIM U CTUPAIOIIUMCSA  CIIOEM)
CeKpeTHON MH(pOopMaLuei.

Ciayxk0a KIMEHTCKOH TOMIEPKKH —
noApaszieinieHne baHka, OCYIIECTBISIOIIEE
nHpopManuoHHyr0 TnoauepxkKky KineHToB
npu oOpamienuu B bank no tenedony.

CoequHeHHe — TIOCIIENOBATCIBHOCTD
nericreuii  Kimenra, HeEOOXOIUMBIX IS
nonyyeHus: pocryna k Cucreme no Kanamy
JIOCTyNa B IpeJenaax OAHOTO HENPEPBIBHOTO

WHTEpBaja BPEMEHHU. Jost Ka)XJ10TO
CoenuHenus AyteHTuduxanus
MPOU3BOAUTCA OJMH pa3 U  CUHUTACTCS
JNIEUCTBUTEIILHOU B TEUCHUEC BCETO
CoeauHeHus.

Croponbl — bank u Knuenr.

Cuer — cuer Kimenrta, OTKpBITHIH B
banke Ha OCHOBaHHMM JOTOBOpa 0AHKOBCKOI'O
cyera (3a UCKIIFOUEHHEM CUeTa JIJIsl PacueTOB C
UCIONIb30BaHUEM OaHKOBCKHUX KapT) JH0O
noropopa 0aHKOBCKOI'O BKJIaJa.

Tabnunma ceaHCOBBIX KJIWYEeH —
COBOKYITHOCTh HMH(OpMAIMK O HECKOJIBKUX
npoHyMepoBaHHbIX ~ CeaHCOBBIX  KIIOYaX.
VYkazanHast wHGOpMANHS TPEAOCTABISAETCS
bankom KimeHnty mnocpeacTtBoM  BbLIauM
CkpeTu-KapThl, KOTOpasi UMEEeT COOCTBEHHBIH
uaeHtTupukanronHsiii Homep (ID) u moxer

ObITh  NpENOoCTaBlI€Ha  TOJIBKO  OJHOMY
Knuenry.
Tapudni banka - pasmep

BO3HarpaxjaeHuss banka 3a mpemocraBieHue
Knuenty ycnyr no ucnosnb3oBanuto CHCTEMBI,
B TOM  4YHClI€ 3a  HpeloCTaBlIE€HUE
BO3MOXHOCTH TpoBefeHus Omneparuii 1o
Cuery ¢ wucnons3oBanuem  CHCTEMBL.
Nudopmanus o Tapudax banka nyonukyercs
bankom B mopsake, NOPeIyCMOTPEHHOM
paszoenom 10 YcnoBuid.

YciaoBusi — HacToAIHME Y CIOBUA
IUCTAHIIMOHHOI'O OaHKOBCKOTO
o0CITyKHBaHUS buznuecKux JINIT

nmocpenctBoM cucremsl EuroLink B8 AO AKB
«EBPO®UHAHC MOCHAPBAHKY.

DJIeKTPOHHBII AOKYMEHT
JOKYMEHT, uHpopmanus B KOTOpPOM

containing confidential information (under the
non-transparent and removable protection
layer).

Clients Support Service - a Bank unit,
rendering information support to the Clients
upon referring to the Bank by telephone.

Connection - a sequence of Client’s
actions required for getting access to the
System via the Access Channel within the
frameworks of one continuous interval of time.
For each Connection the Authentication is
performed once and considered valid for the
entire period of Connection.

Parties - the Bank and the Client.

Account - the Client’s account, opened
in the Bank based on the bank account
agreement (excluding accounts for settlements
using bank cards) or bank deposit agreement.

Table of Session Keys - collection of
information on several enumerated Session
keys. The mentioned information is delivered
to the Client by the Bank in a form of a Scratch
Card, which has its own identification number
(ID) and can be given to only one Client.

Bank Rates - the size of Bank fees for
the System usage services rendered to the
Client, including for providing with an
opportunity to conduct Account transactions
by means of the System. Information of the
Rates of the Bank is published by the Bank
according to the procedure stipulated in
Section 10 of the Terms and Conditions.

Terms and conditions - the present
terms and conditions on remote banking
services rendered to physical entities via
EuroLink system in Evrofinance Mosnarbank.

Electronic document - a document,
where the information is presented in
electronic form, immutability and authorship
of which is verified by means of Session Key




Mpe/cTaBieHa B JJIEKTPOHHON ¢opme, a ee
HEU3MEHHOCTh U aBTOPCTBO YJOCTOBEPEHBI C
ucnonb3zoBanueM (CeaHCOBOro Kiaw4a U
MMEIOIIAN PABHYI0 HOPUIUYECKYIO CHIIy C

JOKYMEHTOM Ha OyMaXHOM  HOCHUTEJE,
ITOAITMCAHHBIM COOCTBEHHOPYYHOM
IIOIIIUCHIO.
1. OBLUYUE T1OJIOXKEHWUA

1.1. Hacrosmue VYceinoBus
YCTaHABIUBAIOT  MOPSIOK  OOCITY>KWBAaHUS

(U3NYECKUX JIUIL C UCTIONb30BaHuEM CUCTEMBI
U ONpPENEISIIOT BO3HUKAMOIINE B ATOU CBS3U
npaBa, OOS3aHHOCTH W OTBETCTBEHHOCTH
CropoH.

1.2. VYcnoBus SBASIOTCS THUIOBBIM
dbopmynsipom banka ¥ MOTYT OBITH MPUHSTHI
KimentoMm  He  MHaue  Kak  IyTeM
MPUCOCIUHEHU K YCIOBHSM B LEIOM B
MOPSJIKE, YCTAHOBJIICHHOM YcioBusimMu. B
clly4ya€ NIPOTUBOPEYUMH MEXIY PYCCKHUM U
AQHIVIMACKUM ~ TEKCTOM, PYCCKMM  TEKCT
YcnoBuii OyaeT UMeTh TPUOPUTET.

1.3. 3akiroueHue Jorosopa
ocymectBisiercs: KiimeHToM B COOTBETCTBUU
co crarbeii 428 ['paxaaHckoro Kojaekca
Poccuiickoit denepannu yTeM
npencrasieHuss B bank  3asenenusa o
npucoedounenuu K Ycnosuam Ha OyMaxHOM
HOCUTENIE,  COCTaBJIEHHOro 1o  ¢opme
[Ipunoxenns 1 x YcnoBusm.

1.4. Jlna mnonrBepxkaeHus ¢akra
3akmoueHus  JloroBopa bank  mepenaer
Knuenry Yeeoomnenue o pecucmpayuu
Knuenma ¢ Cucmeme, conepxaiiee, B TOM
yucine, Jlorun Knwuenta, ID Ilapons u ID
Tabmuibl CEaHCOBBIX KITFOUEH.

1.5. baHk ¢ 1eabl0 03HAKOMIICHUS
Knuenrta ¢ YcnoBusamu pazMemaer Y cloBus
yTeM OITyOJIMKOBAHHUS B MOpsIZIKE,
MIPeTyCMOTPEHHOM pa3zdenom 10 YciaoBwuid.

1.6. JlucraHumoHHOe OaHKOBCKOE
obciyxuBanue KimeHTa ¢ MCMOIb30BaHUEM
CucrtemMbl TIPOU3BOAMUTCS B COOTBETCTBUU C
3aKkoHOJaTenbcTBOM Poccuiickoit denepanuu
u Y CIIOBHSIMH.

1.7. bank B COOTBETCTBHUH C
JoroBopom u Ha OCHOBaHHH
COOTBETCTBYIOIINX DNEKTPOHHBIX

and having legal force equal to the hard copy
with holographic signature.

1. GENERAL PROVISIONS

1.1. The present terms and conditions
stipulate hereby the physical entities service
procedure in connection with the System and
identify  the rights, obligations and
responsibilities of the Parties arisen in this
regard.

1.2. The Terms and Conditions are
considered to be a typical form of the Bank and
shall be accepted by the Client only by means
of affiliation to the Terms and Conditions in
general according to the procedure stipulated
by the Terms and Conditions. In case of
conflict between the Russian and English texts,
the Russian version of the Terms and
Conditions shall prevail.

1.3. The Agreement conclusion is
carried out by the Client in line with the
Article 428 of the Civil Code of the Russian
Federation by presentation to the Bank an
Application on affiliation to the Terms and
conditions in hard copy according to the form
presented in Appendix 1 to the present Terms
and Conditions.

1.4. For confirmation of the fact of
Agreement conclusion the Bank transfers the
Client a Notification on the Customer’s
Registration in the System, containing,
including, the Clients Login, Password ID and
Session Keys Table ID.

1.5. The Bank published the Terms and
Conditions according to the procedure,
stipulated by Section 10 of the Terms and
Conditions, for the purposes of familiarizing
the Client with the Terms and Conditions.

1.6. Remote banking service by means
of the System is rendered to the Client in
accordance with the legislation of the Russian
Federation and the present Terms and
Conditions.

1.7. The Bank, according to the
Agreement and based on the applicable
Electronic documents, renders the Clients
services, providing with opportunity to




JIOKYMEHTOB OKa3bIBaeT KimeHnTtam yciayru mo
IIPEIOCTABIIEHUIO BO3MOKHOCTH MPOBEACHUS
¢ wucnoib3oBaHueM CHCTEMBI CIEIYIOIINX
onepauuid:

— TMepeBOJl IEHEKHBIX CPEJICTB B
pyonsx P® wmexny cBoumu
Cueramu B banke u Ha cBomM
cuera B JPYTrUX KPEIUTHBIX
OpraHu3aLusx;

— TMepeBOJl IEHEKHBIX CPEJICTB B
pyonsx P® Ha cuera HHBIX
noJjiyyaTesield (IOpUANYECKUX U
(UBUYECKUX JINIT);

— TMEepPEeBOJI JIEHEKHBIX CPENCTB B
WHOCTPAHHOW BAJIFOTE HA CBOM
cyera, Ha  CYeTa  HHBIX
noJsiyyatesield (IOpUaANYECKUX U
¢usnueckux nui) B banke, a
TaKK€ Ha CBOM CYE€Ta, CcueTa
HHBIX noJryyaTenen
(ropuAMYecKuX u (HU3NIECKUX
JUI) B JPYTUX KPEIUTHBIX
OpraHu3aLusx;

— MOKYNKHU-TIPOAAKU
WHOCTPAaHHOW  BajJIOTBl  3a
pyomm;

— TIONOJIHEHUE cueta TUTS
pacyeToB € MCIOJIb30BaHHEM
0aHKOBCKMX KapT CO CBOHUX
CuetoB (MO0 BKJIaJaM 10
BOCTPEOOBAHUS» U TEKYIIHX),
OTKPBITBIX B BaJIIOTE
MOMOJHIEMOr0  cyera  Juid
pacueToB € MCHOJIb30BAHUEM
0aHKOBCKHUX KapT;

— TOJy4YeHHWE  BBIIUCKH IO
Cyeram (B pyOmix u
WHOCTPaHHOW  BaJlOTe) W

0aHKOBCKUM KapTaM1 3a
MIPOU3BOJILHBIN 150)2 (i}
BPEMEHU;

— moiydyeHue uHpopManuu O
CPOYHBIX BKJIaJIax;

— TMoJy4eHue HHPOpMAIUU O
KpEINTaX;

— TMOoJy4eHue HHPOpMAIUU O
0OaHKOBCKHUX KapTax;

— moJydyeHue wuHpopManmuu o0
sramax o0paboTku B banke
OTIPABICHHOTO Knuentom

conduct the following transactions by means of
the System:

— money transfer in RF Rubles
between own Accounts opened
in the Bank and to own
accounts in  other credit
organizations;

— money transfer in RF Rubles to
other recipients’ accounts (legal
and physical entities);

— money transfer in foreign
currency to own accounts, to
other recipients’ accounts (legal
and physical entities) opened in
the Bank, as well as to own
accounts and to accounts of
other recipients (legal and
physical entities) in other credit
organizations;

— foreign currency exchange for
Rubles;

— replenishment of account for
settlements from own Accounts
by using bank cards (for
demand deposits and operating
accounts), replenishable
account opened in foreign
currency for settlements by
using bank cards;

— Acquisition of accounts (in
Rubles and in foreign currency)
and bank cards statements! for
certain period of time;

— retrieval of information on term

deposits;

— retrieval of information on
credits;

— retrieval of information on bank
cards;

— retrieval of information on the
Electronic document

processing phases in the Bank;

1 HpCﬂOCTaBHCHI/Ie BBIIIMCKH 00 onepanusax, COBCPUICHHBIX C IIOMOLIBIO GaHKOBCKUX KapT, BBINYIICHHBIX Ha HUMA Knuenra BaHKOM,
OCYLIECTBIISICTCS IPH HAJIMYKMK TeXHHIeCcKol BoamoxkHocT B Cucteme EuroLink./Acquisition of statement of transactions conducted by means of
bank cards, issued out in the name of the Client of the Bank, is carried out upon availability of technical possibilities in EuroLink System.



DJIEKTPOHHOTO IOKYMEHTA;

— nepenava banky
Pacnopsokennss Ha  OT3BIB
DJIEKTPOHHOTO JIOKYMEHTa J0
MOMEHTa €ro  HCIIOJHEHUs
bankom?;

— CaMOCTOsTEIbHAs CMEHa
[Tapous;

— CaMOCTOsITEIbHAS PErUCTPALIHS
TabnuIbl CEaHCOBBIX KITIOUEH;

— (dopmupoBanue cBoelr  06azbl
11a0JIOHOB IIJIATEXKEH;

— obmMeH c Bankom
COOOLIEHUSIMU CcBOOOHOTO
dbopmara, B TOM 4uCIie O CMEHE
KoznoBoro ciosa.

Jns paborer B Cucreme Kiment
CaMOCTOSTENLHO onpenenseT Jlorun,
KOTOpBIH coobmaer banky nyrem ykasaHus B
3aaenenuu 0 npucoedunenuu K Ycuoeuam.
Knuent BmpaBe U3MEHWUTHh AEHCTBYIHOUIUUI
JloruH myTeM JIUYHOTrO oOpaieHusi B oduc
banka ¢ COOTBETCTBYIOIIMM MHUCHMEHHBIM
3asBJICHUEM.

baHk, B COOTBETCTBHHM C TMOPSAKOM,
YCTAaHOBJICHHBIM HACTOSLIUMU Y CJIOBUSIMH,
MPENOCTABIISIET Knuenty [Tapons,
HEOOXOAUMBIH JUIS MIPOBEACHUS
WNnentudukanum u AyTeHTuuKanuu
Kauenta B Cucreme, a Takke TaOauIisl
CEaHCOBBIX KIIOYEH, HEOOXOIUMBIE ISt
noaTBepxkaeHus KimeHtoM nepenaBaemMbiX B

bank Pacmopsokenuit  w/unum - cooOuieHuM
cBoOOHOTO (hopMmara.
1.8. VYcnoBusiMM ycTaHaBIMBAETCS

CHEAYIOLIMN MOPSAIOK B3auMOJencTBUs baHka
n Kinenra:

1.8.1. bank ocymectBisger Onepanuu
no Cuery KiwmeHta Ha  OCHOBaHUHU
pacnopsbkeHM o npoBeneHun Omnepanuwy,
COCTaBJICHHBIX Ha OCHOBAHMHM IOJIYYEHHBIX U
NPUHATBIX K MCHOJIHEHHIO PacnopspkeHui
Kimenra. VYka3aHHbIE Pacniopsoxenus
IepeatoTCs Knuentom banky c
HCIOJIb30BAHUEM ONPEEIIEHHBIX Y CIOBUSIMH
Kananos nocryma.

1.8.2. Omnepanun, mepedncieHHbIe B
1.1.7 HacToAmuMX Y CIIOBUH, OCYIIECTBISAIOTCS
bankoM B COOTBETCTBUM C ACHCTBYIOIIUM

— transferring to the Bank an
Order on Electronic document
revocation till the moment of its
execution by the Bank?;

— independent
Password;

— independent registration of the
Table of Session Keys;

— creation of own base of
payments templates;

— exchange of free format
messages with the Bank,
including messages on
Memorable Word change.

The Client independently creates a
Login for working in the System, which
transfers to the Bank by mentioning it in the
Application on Affiliation to the Terms and
conditions. The Client reserves the right to
change the acting Login by means of visiting
the Bank’s office personally  with
corresponding written application.

change of

The Bank, according to the procedure,
stipulated by the present Terms and
Conditions, provides the Client with the
Password, required for carrying out
Identification and Authentication of the Client
in the System, as well as the Table of Session
Keys, required for confirmation of Orders
and/or free format messages transferred to the
bank by the Client.

1.8. The Terms and Conditions
stipulate herein the following procedure on
cooperation between the Bank and the Client:

1.8.1. The Bank conducts Transactions
on the Account of the Client based on orders
on Transactions conduction, created on the
base of received and accepted for execution
Orders of the Client. The mentioned Orders are
transferred to the bank by the Client by means
of Access Channels identified by the Terms
and Conditions.

1.8.2. Transactions listed above in
point 1.7 of the present Terms and Conditions
are conducted by the Bank in accordance with
the effective legislation of the Russian

2 B03MOXXHOCTE OT3BIBATh NepeaaHHbIC BaHKy 3H€KTp0HHLIe JOKYMEHTBI ITIOCPEACTBOM CI/ICTGMBI IpeaOCTaBIISIETCA K.TII/IBHTy IIpyU HaJIN4IUHn
TexHUYecKoi BosmoxkHocTh B Cucteme EuroLink/ Possibility to revoke the Electronic Documents transferred to the Bank by means of the System
is provided to the Client upon availability of technical possibilities in EuroLink System.



3aKOHOJaTeNbcTBOM Poccuiickoit denepanuu,
HOpMaTuBHbBIMU akTamu banka Poccun,
HaCTOSILIMMU ~ YCIOBUSIMU M YCJIOBHSIMH
JIOTOBOPOB 0aHKOBCKOTO CYETa, JOTOBOPOB
0aHKOBCKOT0 BKJaJia, IOTOBOPOB BBIIIYCKa U
00CITy’)KUBaHUS 0aHKOBCKHUX KapT,
3aKioyaeMbIX Mexay bankom n Kiimenrom.

1.8.3. Ucnonp3zoBanue CucreMsl It
nepenaun PacnopsbkeHudd u/mim cooOeHui
cBobOomHOTO (popmara baHky HE OrpaHUYMBAET
npaBa Knuenra mo mpenocraBienuto B bank
COOTBETCTBYIOIINX pacrnopspKeHui Ha
MPOBEJICHUE Onepanuit, u/unu
COOTBETCTBYIOIINX JIOKYMEHTOB Ha
ocymectBieHne  baHkoM  ompeseneHHbIX
JEHUCTBUNM B OYMa)KHOM BHJE, COCTaBICHHBIX
nmo ¢opme baHka, B COOTBETCTBUU C
JIOTOBOPOM  OaHKOBCKOTO cuera (BKJIajaa),
3aKJII0YeHHBIM Mexay CTopoHamu.

IIpu sTom CTOpOHBI corjamaroTcs C
TEM, 4YTO B Clly4ae IOCTyIuieHus B bank
DNEeKTpOHHOTO JoKyMeHTa 10 Kananam
JIOCTylla M COOTBETCTBYIOLIETO JIOKYMEHTA
WJIM paciopsbKeHUs Ha npoBenenue Onepanuu
Ha OyMaXHOM HOCHUTEJNE, COJEp Kallux
WJICHTUYHBIE YCIOBUS NpoBeaeHus: Onepannu,
nub0 TOCTyIJieHus B bBaHK HIEHTUYHBIX
DNEeKTPOHHBIX JTOKYyMEHTOB, bank Oymer
paccMaTpuBaTh KaXIbld W3  YKa3aHHBIX
JIOKYMEHTOB Kak CaMOCTOSITEIbHBIN
JIOKYMEHT, W OCYIIECTBUT BCE JEHUCTBUS,
HeoOxonuMmble uisi mpoBeaeHus Ornepanuu
(ocymiecTBieHNE COOTBETCTBYIOILIUX
JIEHCTBHUI) o KaXIOMY u3
MpeACTaBICHHBIX/TIEPEIaHHBIX Kmmenrom
JIOKYMEHTOB.

1.9. Eciu B Tekcre YCIOBUU SIBHO HE
OTOBOPEHO MHOE:

1.9.1. MomeHTOM Perucrparun
Pacniopsixenus u/vunu COOO0IIeHUs
cBobomHOTO (popMara B CHUCTEME CUMTAETCS
MOMEHT BHECCHHS BPEMEHHM W JaThl 3allUCH
Pacniopsioxenus W/unm COO0IIeHUS
cBOOOHOTO (hopMaTa B peecTp JOKYMEHTOB
CucreMsl.

1.9.2. JlokyMeHTBI, HampaBisieMble
bankom KnuenTty no moure, HanpaBiIsiFOTCS Ha
IIOYTOBBIA ajpec, yKazaHHbI KiueHToM B
3ase1eHuu 0 npucoeOuHeHuu K Ycuosusam.

1.10. CtopoHbI IPU3HAIOT B KAYECTBE
€IMHOW IIKaldbl BpeMEHH npu pabore ¢

Federation, regulatory acts of the Bank of
Russia, the present Terms and Conditions and
terms and conditions of the agreements on
bank account, bank deposits, issuing out and
maintenance of bank cards, signed between the
Bank and the Client.

1.8.3. The applied systems for
transferring Orders and/or free format
messages to the Bank do not limit the rights of
the Client on submitting to the Bank
corresponding orders on conduction of
Transactions, and/or corresponding documents
on conduction of specified actions by the Bank
in hard copy, created in the form of the Bank,
according to the agreement on bank account
(deposit) signed between the Parties.

Thereat, the Parties agree that in case
the Bank receives an Electronic document via
the Access Channels and corresponding
document or order on transaction conduction
in hard copy, containing identical conditions
on Transaction conduction, either in case the
Bank receives identical Electronic documents,
the Bank will process each of the mentioned
documents as independent document and will
execute all actions required for the conduction
of Transaction (execution of corresponding
actions) for each document submitted /
transferred by the Client.

1.9. Unless otherwise
stipulated in the text of Conditions:

explicitly

1.9.1. The moment of registration of
the Order and/or the free format message in the
System is considered to be moment of fixing
the time and date of the note on the Order
and/or free format message in the System’s
documents register.

1.9.2. The documents, subject to
sending to the Client by the Bank, are directed
to the postal address, mentioned by the Client
in the Application on affiliation to the Terms
and conditions.

1.10. The Parties acknowledge the
Moscow local standard time as unified time-




Cucrtemoii MOCKOBCKOE TMOSCHOE BpeMs.
KOHTpOJIBHbIM ABJCTCA BpPECMs CHCTCMHBIX
4acoB anmnapaTHbIX cpeacTB banka.

1.11. CtopoHsl IpU3HAIOT, YTO:

1.11.1. Ces3p Kimmenra co Ciyx00ii
KJIIMEHTCKOH MOJJIEPIKKU banka
yCTaHABIIMBAETCS MO padouuM AHsIM baHka ¢
09.30 mo 18.304., B matuuny — ¢ 09.30 no

17.154.,, B mnOpeanpa3gHUYHBIE JHU B
COOTBETCTBUM C TIpHKazoM 10 baHky,
OITyOJIMKOBaHHBIM B MOPsIIIKE,

PEAYCMOTPEHHOM pa3zoenom 10 Y cnoBuil.

1.11.2. HWcnonuenne PacmnopspxeHwit
Ha IMepeBOJ] JCHEKHBIX CPEJCTB B pyOssix U
nHoctpanHoi Bamore Ha Cuer Kiumenra,
OTKpBITHIN B baHke, ocyIiecTBiseTcs:

— TEKYIIMM pabOUYuM JTHEM - €CITU
Pacniopsixenue ObLIO
3aperucTpupoBaHo B Cucreme
no 17.30 (B maTHUIy — 10

16.15, B mnpennpa3gHUYHBIC
aHd - 3a 1 (oamH) bac J0
OKOHYaHUs pabodero  JHI,

YCTAHOBJICHHOTO TPUKA30M IO
banky, omyOnMKOBaHHOM B
NopsiIke,  TPEAYCMOTPEHHOM
pazoenrom 10  Ycnoswii)
TEKyIIero pabouero JaHs;

— creayroumMm pabodyuM JTHEM -
ecnu  Pacnopsbkenue  ObLTO
3apeructpupoBano B Cucreme
nocie 17.30 (B maATHUIY - €
16.15, B mnpeampa3aHUYHEIE
JTHU — MeHee 4eM 3a | (oauH)
yac /10 OKOHYaHusi pabodero
TS, YCTaHOBJICHHOTO
MIPUKA30M o banky,
OMMyOJIMKOBAaHHOM B TIOPSJKE,
NPEIYCMOTPEHHOM  pa3oeiom
10 YcnoBuit) TEKYLIEro
pabouero mHsS WU B JH00OE
BpeMs BBIXOJHOTO WIH
MPa3AHAYHOTO JTHS.

1.11.3. Hcnonuenue PacnopspkeHuit
Ha TIePEeBOJ] JIEHE)KHBIX CPENCTB B PyONIsAX H
MHOCTPAHHOW BaJIOTe Ha CYeT MoJyyarels,
OTKpHITHIN B baHke, ocyliecTBIsieTcs:

— TEeKYLIUM pabO4YHM JHEM - €CIIU
Pacniopsixenune ObLIO
3aperucTpupoBano B Cucreme
no 17.30 (B msatHUIly — 10

scale when working in the System. Check time
is considered to be the RTC of the Bank
hardware.

1.11. The Parties hereby acknowledge
the following:

1.11.1. The connection between the
Client and the Client Support Center of the
Bank is established on working days of the
bank from 09:30 till 18.30, on Friday from
09.30 till 17.15, on holidays according to the
order of the Bank published in compliance
with the procedure, stipulated by Section 10 of
the present Terms and Conditions.

1.11.2. Orders on money transfer in
Rubles and foreign currency to the account of
the Client opened in the Bank are implemented
as follows:

— on the current working day - if
the Order was registered in the
System till 17:30 (on Friday —
till 16.15, on holidays - 1 (one)
hour prior to the end of the
working day, stipulated by the
order of the Bank, published
according to the procedure,
stipulated by the Section 10 of

the present Terms and
Conditions) of the current
working day;

— on the next working day - if the
Order was registered in the
System after 17:30 (on Friday —
after 16.15, on holidays - less
than 1 (one) hour prior to the
end of the working day,
stipulated by the order of the
Bank, published according to
the procedure, stipulated by the
Section 10 of the present Terms
and Conditions) of the current
working day or at any time on
weekends and holidays.

1.11.3. Orders on money transfer in
Rubles and foreign currency to the account of
the recipient, opened in the Bank are
implemented as follows:

— on the current working day - if
the Order was registered in the
System till 17:30 (on Friday —
till 16.15, on holidays - 1 (one)




16.15, B mnpennpa3gHUYHBIE
aad - 3a 1 (oamH) wac 70
OKOHYaHUs pabodero  JHS,

YCTaHOBJICHHOTO TIPHUKA30M IIO
banky, onyOiMKOBaHHOM B
MOpsIIKe,  TPETYCMOTPEHHOM
pazoenom 10  YcnoBwi)
TEKyIIero pabovero JHs;

— CIEIYIOUMM pa0O4YhM JHEM -
ecnmu  Pacnopspkenue  ObUTO
3apeructpupoBano B Cucreme
nocie 17.30 (B maATHUIYY - C
16.15, B mnpeampa3gHUYHbIC
JTHU — MeHee 4eM 3a | (oauH)
yac /10 OKOHYaHus pabodero
THS, YCTaHOBJICHHOTO
[IPUKa30M 1o banky,
OIyOJIMKOBAaHHOM B TIOPSIIIKE,
PEIYCMOTPEHHOM  pazoeiom
10 YcnoBuit) TEKYILIEero
pabodero AHS WiIH B JH000C
BpeMs BBIXOJTHOTO 17001
MPa3AHAYHOTO JTHS.

1.11.4. Hcnonnenue PacmopspkeHuit
Ha IEPEBOJ] JIEHEKHBIX CPEACTB B pyOIsix U
MHOCTPAaHHOW BAJIOTE€ HAa CUET IOJy4aTels,
OTKPBITBI B MHOW KPEIUTHOW OpraHM3aluy,
OCYILIECTBIISAETCS:

— TEKyIIHUM paboduM JTHEM - €CITH
Pacniopsxenue ObLI0
3aperucTpupoBaHo B Cucreme
no 15.00 Tekymiero pabouero
HHA,

— CIEOYIOIIMM pabodyuM JTHEM -
ectn  Pacnopspkenuwe  ObLTO
3aperucTpupoBaHo B Cucreme
ocJe 15:00 TEKYLIEro
pabouero naHs WiM B JtoOoe
BpeMs BBIXOJHOT'O WIH
Pa3AHUYHOTO JTHS.

1.11.5. Hcnonuenue Pacnopsoxenuit
Ha TOKYIKY-TIPO/IaXy WHOCTPAHHOUW BaIOTHI
3a pyOJI OCYIIECTBISETCS:

— TEKYIIMM pabOYuM JTHEM - €CTTU
Pacniopsoxenue OBLIIO
3apeructpupoBaHo B Cucreme
no 17.30 (B maTHUIy — 10

16.15, B mnpeanpa3gHUYHbBIE
aHu - 3a 1 (omuMH) 4Yac 1o
OKOHYaHUs pabodero  mHS,

YCTaHOBJIEHHOI'O IIPUKAa30M II0
banky, onyOiuKoBaHHOM B
NOpSJKE, TNPEIYCMOTPEHHOM

hour prior to the end of the
working day, stipulated by the
order of the Bank, published
according to the procedure,
stipulated by the Section 10 of

the present Terms and
Conditions) of the current
working day;

— on the next working day - if the
Order was registered in the
System after 17:30 (on Friday —
after 16.15, on holidays - less
than 1 (one) hour prior to the
end of the working day,
stipulated by the order of the
Bank, published according to
the procedure, stipulated by the
Section 10 of the present Terms
and Conditions) of the current
working day or at any time on
weekends and holidays.

1.11.4. Orders on money transfer in
Rubles and foreign currency to the account of
the recipient, opened in other credit
organizations are implemented as follows:

— on the current day - if the Order
was registered in the System till
15:00 of the current working
day;

— on the next working day - if the
Order was registered in the
System after 15:00 of the
current working day or at any
time of a weekend or a holiday.

1.11.5. Orders on foreign currency
exchange with Ruble are implemented as
follows:

— on the current working day - if
the Order was registered in the
System till 17:30 (on Friday —
till 16.15, on holidays - 1 (one)
hour prior to the end of the
working day, stipulated by the
order of the Bank, published
according to the procedure,
stipulated by the Section 10 of
the present Terms and




pazoenom 10  VYcnoswin)
TEKyIIero pabo4ero JHs;

— creayloumM pabodyuM JTHEM -
ecniu  Pacnopsbkenue  ObLIO
3apeructpupoano B Cucreme
nocie 17.30 (B maATHUIY - C
16.15, B mnpeampa3gHUYHBIC
JTHA — MeHee 4eM 3a | (oauH)
4yac /10 OKOHYaHus pabodero
TTHS, YCTaHOBJIEHHOT'O
[IPUKA30M 1o banky,
OMyOJIMKOBAaHHOM B TOpSJKE,
IIPELyCMOTPEHHOM  pa30enom
10 YcnoBuit) TEKYILEro
pabodero AHS WiIH B JH000C
BpeMs BBIXOJHOTO WIH
MPa3AHAYHOTO JTHS.

1.11.6. Hcnonnenue PacropspkeHuit
Ha TIOMOJHEHHWE CYeTa IS pPacyeToB C
WCTIOJIb30BaHUEM OaHKOBCKHUX KapT
(OaHKOBCKOM KapThl) OCYILIECTBIISETCS:

-  TEKylUM paboyuM JIHEM - €CIU
Pacniopsixenue ObLIO
3apeructpupoBaHo B Cucreme 10
17.30 (B mataumy — 10 16.15, B
npeanpa3gHUYHble JHU - 32 1

(omuH) dYac 0 OKOHYAHUS
pabouero IHs, YCTaHOBJIEHHOTO
[IPUKa30M o banky,

OMyOJIMKOBAaHHOM B  TIOPSIKE,
peayCMOTpEHHOM pa3zdenom 10
YcnoBuii) Tekymero pabouyero

AHA;
- CIEeIyIOIUM paboynuM JHEM -
ectn  Pacmnopsbkenue  ObLIO

3apeructpupoBaHo B Cucreme
nocie 17.30 (B mATHHULY - C
16.15, B mpeanpa3qHUYHBIC JTHH
— MeHee yeM 3a 1 (oauH) yac 10
OKOHYaHusi  pabodero  JHA,
YCTaHOBJICHHOTO MPHUKAa30M 10

banky, omyOJIMKOBaHHOM B
HOpSIIIKE, NpeyCMOTPEHHOM
pazoenom 10 YcmoBwif)

TEKyIIero pabouyero JHS WIH B
m000€ BpeMs BBIXOJHOTO WJIH
Mpa3IHUYHOTO JIHS.

1.12. BamoTHbIE OIeparyy Mo cueTaM
KmnentoB ¢ wucnoab3oBanueM CHCTEMBI
OCYIIECTBISIOTCSI C  Y4eTOM TpeOoBaHUM
BaJIIOTHOTO 3aKOHOJATEIbCTBA Poccuiickoi
denepanuu.

Conditions) of the current
working day;

— on the next working day - if the
Order was registered in the
System after 17:30 (on Friday —
after 16.15, on holidays - less
than 1 (one) hour prior to the
end of the working day,
stipulated by the order of the
Bank, published according to
the procedure, stipulated by the
Section 10 of the present Terms
and Conditions) of the current
working day or at any time on
weekends and holidays.

1.11.6. Orders on account
replenishment by using bank cards (bank card)
are implemented as follows:

— on the current working day - if
the Order was registered in the
System till 17:30 (on Friday —
till 16.15, on holidays - 1 (one)
hour prior to the end of the
working day, stipulated by the
order for the Bank, published
according to the procedure,
stipulated by the Section 10 of

the present Terms and
Conditions) of the current
working day;

— on the next working day - if the
Order was registered in the
System after 17:30 (on Friday
—after 16.15, on holidays - less
than 1 (one) hour prior to the
end of the working day,
stipulated by the order of the
Bank, published according to
the procedure, stipulated by the
Section 10 of the present Terms
and Conditions) of the current
working day or at any time on
weekends and holidays.

1.12. Currency transactions of the
Clients’ accounts by means of the System
conducted with consideration of the currency
legislation of the Russian Federation.




1.13. TlompoGHble mpoueaypbl U
MIOPSAIOK HCIIOJIb30BaHUS Kiuentamu
Cucremsl 17151 JIMCTaHIMOHHOTO 0AHKOBCKOTO
oOCTyXKMBaHUS B CIydasx, KoOrja YCIOBUs
MpeyCMaTpUBaIOT, YTO TaKUE MPOLETYphl U
MOPSIZIOK  yCTaHaBiIuBalOTCS  bankom B
OJTHOCTOPOHHEM TMOpsiAKE, B TOM YHCIE
dopma, coxepkaHue Hu crnocold mepenayu
Knuentom B bank Pacnopspxenuid,
MyOIUKYFOTCS bankom B MOPsIZIKE,
peaycMOTpeHHOM pazdenom 10 Ycnosuid.

1.14. Bank BupaBe ONPENENATh MEpbl
6e3omacHOCTH 1pH padbote B Cucreme, a Takxe
Clly4ay IOBBIILIEHHOTO PUCKA U OTpaHUYEHUs
Croco0OB U MecCT UcInob30BaHus CHcTeMbl, U
JIOBOAUTH 3Ty mHpopmanuto 1o Knmenra, B
TOM 4uciae JA0 3akiarodeHus [lorosopa,
MO0OBIMH  HE  3alpelieHHbIMH  CIIOCO0aMH,
BKJIIOYast, yKa3aHHbIE B pazdene 10 Y cioBuii.

1.15. CtopoHBI MpPU3HAIOT, YTO
nepeganneie  KimeHToMm, mpomenmmM B
KOKJIOM ClIy4ae HaJUIe)aluM o0pa3oM
MPOIIEeTyPHI Wnentudukanmm "
Ayrentudukanuu, PacnopspkeHus —u/uiam
CO0O01IeHus CBOOOJHOTO ¢dopmara,

MOATBCPIKACHHBIC C IMOMOIIBIO CeaHCOBOTO

KIIF0Ya, HAXOJAIIETOCS B  PaCHOPSHKCHHH
KnuenTa, coOoTBeTCTBEHHO:
- YIOBIETBOPSIOT ~ TpeOOBaHUIO

3aKJIFOUYEHUS CIEIKU B IPOCTOMN
NUCbMEHHOU (opMe M BIEKYT

IOpUINYECKHe MOCTIE/ICTBUS,
AQHAJIOTUYHBIE  TOCJIEIICTBUSM,
HOPOXKAaEMBIM ClIeNKaMH,
3aKITFIOYCHHBIMA myTeM
HOJNHMCAaHUS JIOKYMEHTOB MpHU
buznyeckom (B3aMHOM)
HPUCYTCTBUH JINIL,
COBEPIIAIOIINX CIEIKY;

—  paBHO3HAyHBl, B TOM YHCIIE
UMEIOT PaBHYIO IOPUIMYECKYIO U
JI0Ka3aTeIbCTBEHHYIO CHITy
AQHAJIOTUYHBIM TI0 CO/ICPIKAHUIO U
CMBICITY JTOKyMEHTaM Ha
OyMaxxHOM HOCUTEE,
COCTaBJIEHHBIM B COOTBETCTBHUHU C
TpeOOBAHUSIMHU,

MPEIbSIBISIEMBIMU K JOKYMEHTaM
TaKoro poja, W TOIIMUCAHHBIM
COOCTBEHHOPYYHOW  MOAMHUCHIO
Knunenra, i SIBIISTFOTCS

1.13. Detailed procedures and the order
on utilizing the Remote Banking Service
System by the Clients in such cases when the
Terms and Conditions stipulate that such
procedures and order are established by the
Bank unilaterally, including the form, content
and method of transferring to the Bank by the
Client, are published by the Bank, according to
the procedure, stipulated in Section 10 of the
present Terms and Conditions.

1.14. The Bank reserves the rights to
identify the safety measures when working in
the System, as well as cases of increased risk
and limitations on System usages ways and
locations, and inform the Client of it, including
before signing the Agreement, by any
permissible means, including those, mentioned
in limitations Section 10 of the present Terms
and Conditions.

1.15. The Parties acknowledge that
Orders and/or free format messages,
transferred by the Client, every time properly
passing the procedures of Identification and
Authentication, confirmed by means of the
Session Keys under the Client’s disposal,
correspondingly:

— meet the requirements of
requirements of the transaction
conclusion requirements and
bring to legal implications,
originated by the transactions,
concluded by means of
ratification of documents in
physical (mutual) presence of

individuals concluding the
transaction;

- are  equivalent, including
having equal legal and

evidential force, to identical
documents in hard copies in
terms of content and meaning,
created in line with
requirements to such type of
documents with holographic
signature of the Client, and are
considered as foundation for
transactions conduction by the
Bank on behalf of the Client,




1.16.

NCPCAaHHbIC

OCHOBaHHMEM Ui IPOBEACHUS
bankom Onmnepauuii OT HMEHH

Knuenra, OCYILIECTBIICHUS
bankom COOTBETCTBYIOLIUX
JIEHCTBHI;

HE MOTYT OBITh OCIOPEHBI WU
OTPULATHCS Croponamu  u
TPETPUMHU JIMIIAMH WU OBITh
MPU3HAHBl HEJICUCTBUTEIbHBIMHU
TOJIBKO Ha TOM OCHOBAHMH, YTO
OHM TepegaHbl B baHk ¢
ncnonb3oBanueM CHCTEMBI H
Kananos gocryna;
MOTYT OBITb TPEJCTABICHBI B
KayecTBE JIOKa3aTeJIbCTB,
PaBHOCHIIBHBIX MMMCHbMEHHBIM
JIOKa3aTelIbCTBaM, B IOPSJKE,
MPEAYCMOTPEHHOM
3aKOHOAATEeILCTBOM Poccuiickoit
®enepanuu.

CTOpoHBI  IPU3HAIOT, YTO
BbankoM  cooOIeHus

cBoOOIHOTO (hopmarTa:

pPaBHO3HAYHBI, B TOM YHUCJE
UMEIOT PaBHYIO IOPUINYECKYIO U
JI0Ka3aTebCTBEHHYIO CHILY
AQHAJIOTMYHBIM IO COJIEP’KAHUIO U
CMBICITY JOKyMEHTaM Ha
OyMaxHOM HOCHTEIIE,
COCTaBJIEHHBIM B COOTBETCTBHUH C
TpeOOBAHUSIMHU,

IPEIbABIAEMBIMU K JOKYMEHTaM
TaKOro poja, M MOJIMUCAHHBIM

CO6CTB€HHOpy‘IHOI>i HOAIIKUCBIO
YIIOJIHOMOUYCHHOTO
npeacTaBuTEIA BaHKa,

3aBEpPEHHOM nevaTbio baHka;

HE MOTYT OBIThb OCIIOPEHBI WU
OTPULATHCS Croponamu Hu
TPETbUMH JIMLAMH WJIH  OBITH
NpU3HaHbl HENEeHCTBUTEIbHBIMU
TOJIBKO Ha TOM OCHOBAaHHH, 4TO
OHM ImepedaHsl baHkoM ¢
ucnoap3oBaHueM CHCTEMBI U
Kananos gocrymna;

MOTYT OBITh TIPEACTaBICHHl B

KayecTBe JI0KA3aTEILCTB,
PaBHOCUIJIBHBIX NMTUCbMEHHBIM
JIOKa3aTeIbCTBAM, B TOPSIKE,
MpEeayCMOTPEHHOM

3aKOHOJIATEIbCTBOM Poccuiicko
®denepanuy, npu 3TOM
JIONTYCTUMOCTD TaKUX

J0Ka3aTCIbCTB HC MOXCET

for making corresponding
actions by the Bank;

cannot be contested or denied
by the Parties and third entities
or be acknowledged void only
based on the fact that they have
been transferred to the Bank by
means of the System and
Access Channels;

can be presented as testimonies,
equal to written evidences,
according to the procedure
stipulated by the legislation of
the Russian Federation.

1.16. The Parties hereby acknowledge
that the free format messages,
transferred by the Bank:

are  equivalent, including
having equal legal and
evidential force, to identical
documents in hard copies in
terms of content and meaning,
created in line  with
requirements to such type of
documents with holographic
signature of the authorized
representative of the Bank and
verified by the stamp of the
Bank;

cannot be contested or denied
by the Parties and third entities
or be acknowledged void only
based on the fact that they have
been transferred by the Bank by
means of the System and
Access Channels;

can be presented as testimonies,
equal to written evidences,
according to the procedure,
foreseen by the legislation of
the Russian Federation, thereat
the admissibility of such
testimonies cannot be denied
only due to the fact that they




OTpULAThECA TOJBKO Ha TOM

OCHOBaHHH, 9TO OHH
IPEICTABIICHBI B BUJIC
DJEKTPOHHBIX TOKYMEHTOB.

2. CUCTEMA BE3OINACHOCTH

2.1. H/IEHTH®UKAITHA "

AYTEHTUHO®UKALIUA

2.1.1. Unentudukanus Knuenra
MIPOU3BOANTCSL:

- npu  ucnosb3oBaHun Kananos
JocTyna - Ha  OCHOBAaHUU
Wnentudukaropa, yKa3aHHOTO
Knnentom B Cucreme;

- mpu  ucnoib3zoBaHuM CiayxObl
KJIMEHTCKOW MoAAepX KU banka —
MyTeM YCTAHOBJICHHS (aMWIHH,
MMEHH, OTYECTBA (ITPU HAJTUIHMH)
KnueHnra U JaHHBIX JOKYMEHTA,
YIOCTOBEPSIOLIETO ero
JUYHOCTH;

- B Cllyyae JUYHOTO BHU3HTA
Knuenta B oduc banka — mytem
MIPOBEPKU JIOKyMEHTA,
YAOCTOBEPSIONIETO JINYHOCTD.

2.1.2. Ayrentuduxanus Kinnenra
MIPOU3BOJAUTCS:

— §Opu wucnoip3oBaHuu Kanasios
Joctyna — ¢ noMouero Ilaposns
Knunenra;

- npu  HUCHOIb30BaHUM  CyxObI
KJIMEHTCKOW MOIepKKU banka —
¢ tomo1ro Konosoro ciosa.

2.1.3. bank npenocrasiser Knuenty
noctyn B CucreMy 118 COBEpIICHHUSA
OIlepaLnii, IIEPEYUCIIEHHBIX B m.1.7
HACTOSIIMX Y CIOBUM, TOJBKO IPU YCIOBUHU
MIPOXOXKJICHUS Wnentudukanuu U
AyTteHTuduKanmu.

2.2. HCIIOJIB30BAHHUE ITAPOJIA

2.2.1. Tlaponp ucmons3yercs bankom

s Ayrentuduxanmum  Knuenta  mpu
ucnonb3oanuu Kananos gocryna.
22.2. Ilpu mnomayue Kimentom

3asae1eHus 0 npucoeOuHeHuu K Ycioeuam
[Taposs renepupyercst bankom.

2.2.3. Tlaponr  mpemocTaBisieTCs
bankom Knumenty B mopsiike U crocobowm,

have been presented in the form
of Electronic documents.

2. SECURITY SYSTEM

2.1. IDENTIFICATION

AUTHENTICATION

AND

2.1.1. The Client’s Identification is
performed by means of:

- Access Channels - based on the
Identifier, mentioned by the
Client in the System;

—  referring to the Clients Support
Center of the Bank - by justifying
of  surname, name and
patronymic name (if available) of
the Client and data mentioned in
personal identification document;

— visit of the Client to the office of
the Bank in person - by checking
the  personal identification
document.

2.1.2. The Client’s Authentication is
performed by means of:
—  Access Channel -
Password of the Client;

by the

—  referring to the Clients Support
Center of the Bank - by using the
Memorable Word.

2.1.3. The Bank provides the Client
with access to the System for conduction of
transactions listed in point 1.7 of the present
terms and Conditions only upon passing
Identification and Authentication.

2.2. USAGE OF THE PASSWORD

2.2.1. The password is used by the
Bank for Authentication of the Client upon
using the Access Channels.

2.2.2. The Password is generated by the
Bank when the Client submits an Application
on affiliation to the Terms and conditions.




UCKJIIOYAIONIMM  JIOCTYH TPETBHX JIMI[ K
uHpopmanuu o Ilapone.

2.2.4. KiiueHT BIIpaBe caMOCTOSTEIHHO
U3MEHUTH JEUCTBYIOIUI [Tapous,
oOparusiuck B bank no Kananam nocryma.

2.2.5. B ciydae
yrparbl/Kommpomeranuu Ilapons  Kiment
BIIpaBe 00paTUThCs JTUYHO B opuc banka s

MIOJIyYEHUS HOBOT'O [Tapous c
COOTBETCTBYIOIIUM MMUCHbMEHHBIM
3as1BJICHUCM.

2.2.6. B cmysae Kommpomeranuu
[Taposa Knuent Bupase:

- coobmuts banky o daxre

Kommnpomeramnuu yepez CiayxOy
KIIMEHTCKOM  MONJIEPKKH  C
y4€TOM TOJOXKEHUH MyHKTa
1.11.1 nacrosmux YcaoBuil niu
nyTeM IpenocTaBieHus B baHk
3asBiieHUss O  OJOKUPOBAaHUU
napoJisi sl He3aMeUIUTeNIbHOTO
6soxkuposanus [lapons bankowm;

— B ciaysae  Kommpomeranun
[Taponst BO Bpems, OTIIMYHOE OT
BpeMeHH  paboThl  CiryxObl
NONJEPKKH,  YKa3aHHOTO B
MYHKTE 1.11.1 HACTOSIIIHNX
YcnoBui,

—  HEe3aMeUIMTEIbHO
CaMOCTOSITENILHO U3MEHUTH
JENCTBYIOLIUN ITapous,

obpatuBmuch B bank

Kananam nocrymna.

Io

2.2.7. Bce peiictBus ¢ Ilapomem
(u3MeHeHue, OJIOKUPOBAHHME) MPOU3BOIATCS
npu YCIIOBUH 00s13aTeNbHOM
Ayrentuduxanuu Knuenra.

2.2.8. KnmeHT 00s3yercsi 00ecreunTh
XpaHeHHe HWHPOpPMALMM O MOJYYEHHOM
[Tapone cmocobom, pgemarorum  [laposb
HEIOCTYIHBIM TPETbUM JIMLIAM, B TOM YHCIIE,
He coobmath Ilapons paborHukam banka, a
TaKXKe He3aMeJUIMTENbHO yBeloMIIsTh baHk o
Komnpomeranun [Tapous.

2.2.9. bank o00s3yeTcsi NMPHUHATH BCe
HEOOXOMMBIE M 3aBHCAIINE OT baHka Mepbl
OpTraHU3aIMOHHOTO u TEXHUYECKOTO
XapakTepa Juis 00ecriedeHus] HeBO3MOKHOCTH
JOCTYIa MOCTOPOHHMX JIMI] K MH()OPMAIUH O
[Tapone, Haxondmeicss B PpacHoOpPsHKEHUU

2.2.3. The Password is provided to the
Client by the Bank in accordance with a
procedure and method, excluding the access of
third parties to the Password information.

2.2.4. The Client reserves the right to
change the effective Password independently
by referring to the bank via the Access
Channels.

2.2.5. In case of loss / compromise of
the Password the Client reserves the right to
refer to the Bank office in person for getting a
new Password with a corresponding written
application.

2.2.6. In case of Password compromise,

the Client reserves the right:

— inform the Bank on the fact of
Compromise via the Clients
Support Center considering the
provisions of point 1.11.1 of the
present Terms and Conditions or
via submitting to the Bank an
Application on Password
blocking for immediate blocking
of the Password by the Bank;

— in case of Password Compromise
beyond the working hours of the
Clients Support Center,
mentioned in point 1.11.1 of the
present Terms and Conditions;

— it is required to change the
password immediately
independently applying to the
Bank via the Access Channels.

2.2.7. All actions related to the
Password (change, blocking) are carried out
only upon mandatory authentication of the
Client.

2.2.8. The Client is obliged to keep the
received Password information in a way
making the Password unavailable to third
parties, including as not to inform the
Password to the employees of the Bank, as
well as to inform the Bank on Password
Compromise immediately.

2.2.9. The Bank is obliged to take all
required  organizational and technical
measures depending on and under the control
of the Bank for preventing the access of




banka, B Tom uncie npu nepepade I[lapons
Kimmenty bankom.

2.2.10. bank Onokupyer Ilapons Ha
OCHOBaHUU TpeGoBaHUS Knuenra,
MepeaHHOr0 UM IPHU JINYHOM siBKe B baHk nnn
yepe3 CnyxOy KIMEHTCKOW TOAICPKKH, a
TaK)Ke M0 COOCTBEHHOW MHUIIMATHBE B CIIydae
Hanuyus y baHka OCHOBaHMM CUMTAaTh, YTO
Bo3MoxHa Komnpomeranus [Taposst Knuenra.
B mnocnennem cnyuae baHk omoBemaer o
cnyuuBmeMcs — KnmeHta B mopsike,
MPeAyCMOTPEHHBIM B nynkme 10.4 Y clioBuUid.

2.2.11. HcnomwszoBanue Ilapos,
JICUCTBUE KOTOPOTO OBUIO  MPEKpPAaIICHO
bankom (mo TtpeboBanmro Kimenra, 1o
COOCTBEHHOW  WHHMIIMATUBE B  ciydYae
Komnpomeranun  Ilapons wu  T.4.), He
nomyckaercs. s mpogommkeHus: paboThI B
Cucrteme KnueHnt BnpaBe oOpatuthes B bank
JU1st momy4denust HoBoro [lapods.

2.3. UCIIO/IB30BAHHE  KO/JOBOI'O
CJIOBA

2.3.1. Konosoe CIIOBO
ycTaHaBnuBaercs KimeHToM © cooOmaercs
banky mnyrem ykazaHus B 3aseieHuu o
npucoedunenuu K Ycuoeuam.

2.3.2. KogoBoe CJI0BO HCITOJIB3YeTCS
bankom nis Ayrentudukanuun Knuenta npu

oOpamenun B CayxOy  KIMEHTCKOM
MOJIICPIKKH.
2.3.3. KumeHT BIpaBe W3MEHHTh

Kognosoe cioBo:

—  oOpaTuBmIMCH JHYHO B oOQuc
banka ¢  COOTBETCTBYIOIIUM
MUCbMEHHBIM 3asIBJICHUEM,
COCTaBJICHHBIM B MPOU3BOJIBHOMN
dopme;

— nyreM nepenadn B bank 1o
Kanaiam  cBs3u  cooOuieHus
cBOOOTHOTO (hopMmarTa.

2.34. 3amena KogoBoro cioBa
MPOU3BOJIUTCS TIPU YCIOBUU 00s3aTEIBHOM
Wnentudukanuu u AyTeHTHpHUKAINN
Kiuenra.

2.3.5. KnmneHnrt o0s3yercst obecreunThb
xpanenne wuHpopmanmu o KomoBom ciose
cnocoboM, genaromuM  KomoBoe  cioBo
HEJIOCTYIHBIM TPETHHM JINIaM.

unauthorized parties to the Password
information, under the disposal of the Bank,
including upon handing-over the Password to
the Client by the Bank.

2.2.10. The Bank blocks the Password
based on the Client’s request transferred
during in-person visit to the Bank or via the
Client Support Service, as well as on the
Bank’s own initiative in case of availability of
foundations to consider that the Client’s
Password Compromise is possible. In relation
to the latter, the Bank notifies the Client on the
case according to the procedure, foreseen in
Point 10.4 of the present Terms and
Conditions.

2.2.11. Using a Password, which was
recognized void by the Bank, (upon the
Client’s request, on own initiative in case of
Password Comprise, etc.) is not allowed. In
order to continue dealing with the System, the
Client reserves the right to refer to the Bank for
getting a new Password.

2.3. USAGE OF THE MEMORABLE
WORD

2.3.1. The Memorable Word is
determined by the Client and transferred to the
Bank by means of mentioning in the
Application on affiliation to the Terms and
conditions.

2.3.2. The Memorable word is used by
the Bank for the Client’s Authentication upon
referring to the Clients Support Service.

2.3.3. The Client reserves the right to
change the Memorable Word by means of:

— visiting the Bank office in-
person  with  corresponding
written application, created in
free format;

— transferring to the Bank a free
format message via connection
channel.

2.3.4. The Memorable Word is
changed only upon Identification and
Authentication of the Client.

2.3.5. The Client is obliged to keep the
Memorable Word information in a way




2.3.6. baHk o00s3yeTcs NPUHATH BCE
HEOOXO/JMMBIE MEpPHl OPraHU3aIMOHHOTO H
TEXHUYECKOI'0 XapakTepa ais obOecrnedeHus
HEBO3MOXXHOCTH JIOCTYIIa TPETbUX JIMI K
uHpopManuu 0 Konosom CJIOBE,
HaxoJsIIEHCs B paclopsbkeHuu baHka.

2.4. HCIIOJIb3OBAHHE TABJIHIIbI
CEAHCOBBIX KIIOYEH H

CEAHCOBBIX KTIOYEH

2.4.1. TloaTBepKacHHE
Pacniopsoxenuit u/unm COOOIIeHUH
CBOOOTHOTO dbopmata MIPOU3BOIUTCS
Knuentom npu nomoru CeaHCOBBIX KITHOUEH,
TTOPSITOK HCIIOJIb30BaHUS KOTOPBIX

Peryiimpyercsa YcnoBusMu.

aBTOPCTBA

2.4.2. Tabmnuna ceaHCOBBIX KIIHOUYEH
BblaeTcs KiimeHTy Ha OCHOBaHUM 3aA6/1eHUA
0 npucoeounenuu K Ycnosuam (nipu

3akmoueHun  JloroBopa), a Takke Ha
OCHOBAaHMU 3asA61eHUs Ha  nojyyeHue
Tabnuyw Ceancosvix Kiouei,

coctaByieHHoro no ¢opme Ilpminoxenus 2 k
VYcnoBusM (Ipu MOBTOPHBIX OOpAlLlEHUSX B
bank), B opucax banka crnocoboMm u B BHIE,
JeTAOIIMU HEBO3MOXHBIM JOCTYI TPEThUX
mun 1 paboTtHUKoB banka k mHpopmanmu o
3HAYCHUSAX CEAHCOBBIX KITFOUEH.

2.43. B pacnopsoxennn Kimenra
MOXET HaXOJIUThCS OTHOBPEMEHHO HECKOJIBKO
Tabnu1 ceaHCOBBIX KIIIOUEH, U3 KOTOPBIX B
JAHHBI MOMEHT JIEWCTBYIOLLEH SBIISIETCS
TOJBKO OJIHA.

244. B neiictByromeit TaGnuue
CEaHCOBBIX KiIfouel TonbKo oauH CeaHCOBBIH
KJIFOY SIBJISIETCS TEKYLIUM B JaHHBIA MOMEHT
BPEMEHU.

2.4.5. Tabauma ceaHCOBBIX KIIOYEH
CUMTAeTCsl  JEWCTBYIOIIEM C  MOMEHTa
peructpanmu  |D  kommekTta CceaHCOBBIX
kmrouer B CucteMe 1 10 HCHOIb30BaHMS BCEX
CeaHCOBBIX KIIouell  gaHHOW — TaOmuiel
CEaHCOBBIX KiIoueH, 1nbo nmogaun KimeHtom
B bank TpebGoBanus  (3asBieHHS) O
OsiokrpoBaHUM TaOIUITBI CEAHCOBBIX KITIOUEH
B TOpSIIKE, MPEAYyCMOTPEHHOM Y CIIOBUSMH,
nn6o no peructpanuu B Cucreme |ID HOBOTO
KOMILICKTA CEaHCOBBIX KIIIOUCH.

CeaHCOBBIN KJTFOY CUHMTAaETCs
JIEHCTBUTEIIbHBIM B MOMGCHT ero

making the Memorable Word unavailable for
third parties.

2.3.6. The Bank is obliged to take all
required  organizational and technical
measures for preventing the access of
unauthorized parties to the Memorable Word
information under the disposal of the Bank.

24. USAGE OF THE TABLE OF
SESSION KEYS AND SESSION
KEYS

2.4.1. Confirmation of the authorship
of Orders and/or free format messages is
carried out by the Client by using Session Keys
and the usage of Session Keys is stipulated by
the present Terms and Conditions.

2.4.2. The Table of Session Keys is
transferred to the Client based on the
Application on affiliation to the Terms and
Conditions (when signing the Agreement), as
well as based on the Application on
acquisition of Table of Session Keys, created
according to the form of Appendix 2 to the
present Terms and Conditions (upon referring
to the Bank repeatedly), in the offices of the
Bank in a way and method preventing the
access of third parties and employees of the
Bank to information on the values of the
session keys.

2.4.3. The Client can have several
Tables of Session Keys under his/her
discretion at the same time, but for the moment
only one of them can be effective.

2.4.4. In the effective Table of Session
Keys only one Session Key is considered to be
current for the moment.

2.4.5. The Table of Session Keys is
considered effective as of the moment of
registration of the ID of Session Keys Set in
the System and till the all Session Keys of the
given Table of Session Keys, or till the request
(application) of the Client to block the Table of
Session Keys according to the procedure
stipulated by the present Terms and
Conditions, either till registration of an ID of
new Session Keys Set in the System.




HCIIOIL30BaHuA, eclin OJTHOBPEMEHHO
BBITIOJTHEHBI CIICTYIOIINE YCIOBUS:
— Mexny bankom wu  Kiuentom
3axroueH JloroBop;
—  Tabaumna ceaHCOBBIX KIIOYEH HE
Obu1a 3a010kupoBana Kinuentom
ni baakom.

2.4.6. bank ucnonaser Pacnopspkenue

W/uiM  cooOIIeHne CcBoOOgHOTO (opMmara
Kauenra TOJIBKO npu yCIIOBHH
MOJIOKUTEIBHOTO ~ pe3yJbTaTra  MPOBEPKHU
bankom HWCHOJIL30BAHHOTO Kmunenrom

CeaHCOBOTI0 KIII04a.

2.4.7. KimueHT MOXeT OJIOKHPOBATH
neiictBue TaOuWIBI CEAHCOBBIX  KITFOUCH,
nepenas B baHk cooTBeTCTByOMIEE 3asiBICHUE
pHu JTUYHOM siBKe B bank mnu uepe3 CinyxOy

KJIMCHTCKOM MO/IJICPIKKH, c y4eTOM
nonoxeHud myHkra 1.11.1 HacTosmmx
VYcaopuid.

24.8. B cunysae Kommpomeranuu
Tabmuipl  ceaHcoBBIX  Kmrouel, Kimenrt
BIpaBe:

—  coobmuts banky o ¢akre
Kommpomeranmn B mopsike,
MPEeAYyCMOTPEHHOM HYHKMOM
2.4.7 YcioBuH, IUIA
HE3aMeJIUTEILHOTO
OJIOKMPOBAHUS Tabnuibt
CEaHCOBBIX KiIrouei bankowM;

- CaMOCTOSITEIBHO H3MEHUTH
JIEUCTBYIOILUIA [Tapons,
obparuBmuce B bank 1o
Kananam nocrtyna;

- oOpatutbcss B bank  jmms
nonyueHuss HoBod  TaOmuiel
CEaHCOBBIX KITFOUEH.

HecoOmoaeunue BBIIIEYKa3aHHbBIX

peKOMeHanuii 1Mo 0e30MaCHOCTH SIBIISETCS
TaK)K€ HapyILIEHUEM MOPsIKa UCIOJIb30BaHUS
Cucremel.

2.49. ®axkr mnepemaun Kimentom
TpeOoBaHusi O OnokupoBaHUM TaOuuIbI
CEaHCOBBIX KITIO4en HE OTMEHSIET
oOsi3atenbcTBa KimeHTa, BBITEKaromme w3
Pacniopsixenuit u/unu cooOIIeHni
cBOOOMHOTO  (opMara, TMOATBEPKIACHHBIX

CeaHCOBBIM KITIOYOM U3 3a0JOKMPOBAHHOMN
Tabmuipl CeaHCOBBIX KITIOUYEH, MOJYYCHHBIX
bankoM u 3apeructpupoBanHbix B Cucreme 10
MOCTyIUIeHuss B baHk  BbIIEyKa3aHHOTO
TpeGoBaHusl.

The Session key is considered effective
in the moment of its usage, if the following
requirements are met simultaneously:

— an Agreement is concluded
between the Bank and the Client;

—  The Table of Session Keys was
not blocked by the Client or by
the Bank.

2.4.6. The Bank implements the Order
and/or free format message of the Client only
upon positive result of checking by the Bank
the Session Key used by the Client.

2.4.7. The Client ca block the Table of
Session Keys, transferring to the Bank
corresponding application upon in-person visit
to the Bank or via the Clients Support Center,
considering the provisions of point 1.11.1 of
the present Terms and Conditions.

2.4.8. In case of compromise of Session
Keys Table, the Client reserves the right to:

- inform the Bank on the fact of
Compromise according to the procedure
foreseen by point 2.4.7 of the present Terms
and Conditions or for immediate blocking of
the Table of Session Keys by the Bank;

- independently change the effective
Password by referring to the bank via the
Access Channels;

- refer to the Bank for getting a new
Table of Session Keys.

Failure of the above mentioned a
security recommendation is also considered as
violation of System usage procedure.

2.4.9. The fact of transferring to the
Bank a request on blocking the Table of
Session Keys, do not revoke the obligations of
the Client, arisen from Orders and/or free
format messages, verified by Session Key
from the blocked Table of Session Keys,
received by the Bank and registered in the
System prior to the arrival of such request to
the Bank.




2.4.10. Knment  o0s3yeTcs  HE
pacKphIBaTh TPETHUM JIMIIaM HH()OPMAIHIO O
Tabmuie ceaHCOBBIX KIIOYEH, HAXONAIIEHCS B
€ro pacTlopsHKCHUH, XPAHUTh M UCTIOJIb30BATh
Tabnuiy ceaHCOBBIX KIIIOUEH crocobamu,
00eCneUnBaOIUMH  HEBO3MOXKHOCTh €€
HECaHKITMOHUPOBAHHOTO HCIIOIL30BaHHA.
Hecobmonenne JTAHHBIX TpeGoBaHUI
0€30IaCHOCTH SIBJISICTCS TaK)XKE HApYIICHHEM
MOPSAIKA UCTIONIb30BaHUsI CHCTEMBI.

2.4.11. 3a npenocraBnenne KioueHty
TaOnuipl ceaHCOBBIX Kitoded baHk Bmpase
B3uMath ¢  KimeHTta  KOMHCCHOHHOE
BO3HArpaKJACHUE B pa3Mepe, YCTAaHOBICHHOM
Tapudamu banka.

2.4.12. bank He HECEeT
OTBETCTBEHHOCTh 3a yIepO, BO3HUKIINN
BCJIE/ICTBUE HECAaHKIIMOHUPOBAHHOTO
HCIIOJIB30BAHUS TpeTI)I/IMI/I JIMIaMu
JEHCTBUTEILHOM TabmuIs! CEaHCOBBIX

kiroueit Kimenra.

2.4.13. Ecnu uHOE HE YCTaHOBJIEHO
Yenosusimu  w/mimm - cornamenneM  CTOpPOH,
nepenaya  bankom  Knmenty — Tabmuigsl
CEaHCOBBIX KIIFOYEM OCYHIECTBISETCS ITyTEM
BpYyUYEHUS Knuenty 1100 €ero
YIOJIJHOMOYEHHOMY MIPEACTaBUTENIO,
JNEUCTBYIOLIEMY Ha OCHOBaHUU
JIOBEPEHHOCTH, YAOCTOBEpEeHHOW bankoM,
HOTapHaJIbHO WM CIOCOOOM, MPHUPABHEHHBIM
K HOTapUaJlbHOMY, IMpH JHMYHOM BH3HTE
Knunenra (ynoaHOMOUYEHHOTO IpeACTaBUTENs)
B o¢uc banka.

B coorBerctBUM ¢ TpeOoBaHMAMU
3akoHonarenscTBa Poccniickoit denepanuun
bank OCYILIECTBIISAET UACHTUDHUKAIHIO
YIOJIHOMOYEHHOro mnpencrasurens Kimenra
Ha OCHOBaHMH JOKYMEHTA, YAOCTOBEPSIOIIErO
JUYHOCTH NMPEACTaBUTEIIS.

2.5. MEPbBI BE3OIIACHOCTH,

IIPUMEHAEMBIE KJTUEHTOM

2.5.1. Knuent o0s3yercsi coOmroaaTh
PEKOMEHTaluH o nH(pOpPMAITMOHHOM
OesomacHocTn mpu padore ¢ Cucremoii,
yka3zaHHble B [Ipunoxenun 3 k YcioBusM, a
TaK)Ke MEepUOJANYECKH paccbuiaemble bankom
nmo CucreMe u  nyOJIMKyemble  Ha
KoprniopatuBHoM WHtepHeT-calite baHka B
COOTBETCTBUHU C pazdenom 10 Ycnosuil.

2.4.10. The Client is obliged not to
disclose to third parties information on the
Table of Session Keys under his/her disposal,
to keep and use the Table of Session Keys in a
way preventing its unauthorized use. Failure of
mentioned security requirements is also
considered as violation of System usage
procedure.

2.4.11. The Bank reserves the right to
charge a commission, stipulated by the rates of
the Bank, to the Client for providing the Client
with the Table of Session Keys.

2.4.12. The Bank does not bear
responsibility for losses caused in the result of
unauthorized usage of the effective Table of
Session Keys by third parties.

2.4.13. Unless otherwise stipulated in
the text of Terms and Conditions and/or agreed
by the Parties, the Table of Session Keys is
handed over by the Bank to the Client either
handing over to the Client, or his/her
authorized representative, acting based on a
letter of attorney, verified by the Bank, Notary
or in other ways equal to notary, upon in-
person visit of the Client (authorized
representative) to the bank office.

According to the requirements of the
legislation of the Russian Federation the Bank
carries out identification of the authorized
representative of the Client based on the
personal identification document of the
representative.

2.5. SECURITY MEASURES APPLIED
BY THE CLIENT

2.5.1. When working in the System the
Client is obliged to follow the information
safety recommendations mentioned in
Appendix 3 to the present Terms and
Conditions, as well periodically sent by the
Bank via the System and published in the
corporate web-site of the Bank according to
the Section 10 of the present Terms and
Conditions.




3. UCI10JIb3BOBAHUE CUCTEMbI

3.1. JOCTYII K CHCTEME

3.1.1. Hoctyn K Cucreme
npenocrabisiercs KimeHTam, 3aKIIOYUBIIAM
JIoroBop  JAMCTaHIIMOHHOTO  OaHKOBCKOTO
oOCTyXKMBaHUS, ITyTeM TPUCOCIUHEHUS K
YCIoBHSIM M 3apeTUCTPUPOBAHHBIM baHkoM B
Cucreme.

3.1.2. Jlocryn Kmmenta k Cucreme
OCYIIECTBIISIETCS  TOJNBKO TPU  YCIOBUH
00s13aTeIbHON Wnentudukanum u
Ayrentuduxanuu Knuenra.

3.1.3. Odwunuansuerii agpec CUCTEMBI
B cetu unTepHer: https://dbo.efbank.ru.

3.2. IIPHOCTAHOBKA u
OI'PAHHYEHHE
OBCIIYKUBAHUA
3.2.1. bank BIIPaBe 0e3

MpeIBapuTeNIbHOTO yBeaomieHus: Kinuenra, B
TOM 4YHCJIE, HO HE OIpaHUYMBAasCh, B Cllydyae
HapyILICHUS Knuentom Jorosopa,
Komnpomeranuu BpEeMEHHO NPHOCTAHOBUTH
M orpannuuth goctyn Kinnenta k Cucreme.
B stom cnywae bank B cpok He moO3qHEe

CJIE1YIOLIETrO pabouero JHS mocie
MIPUOCTAHOBKW/OTPaHUUCHUS JIOCTYyTIa
YBEAOMJISAET 0 bakre
MIPUOCTAHOBJICHHSI/OTpAaHUYCHUS JIOCTYyTIa
Kmnnenra B Cucreme B MOPAIKE,

MpeAyCMOTPEHHOM nyHKkmom 10.4 Y ciioBuid.

3.2.2. bank BIIpaBe BBOJUTD
OrpaHWYEHUs Ha HCHoJb30BaHue KimeHtom
Kananos gocryna, B TOM 4HClI€ OTPaHUYUTH
nepedeHb BUAoB Onepanuit u Pacnopsxennid,
MPOBEACHUE U Mepeaaya KOTOPbIX BO3MOKHA
Knuentom 1o onpeaenenHomy  Kanamy
nocryma. Muadopmarnus 00 orpaHUYeHUSIX
MyOJUKyeTCs bankom B MOPSIZIKE,
PEeSyCMOTPEHHOM pa3zdenom 10 Ycnosuii.

3.2.3. KnueHt BIipaBe MpHOCTaHOBHUTH
nosnb3oBanre CucrteMon myrem nojaadu B bank
YBEIOMJICHHs, B BHJAE JIOKyMEHTa Ha
OyMaXHOM HOCHTEJIE. ITonp30Banme
Cuctemoil cumMTaeTcss MPUOCTAHOBICHHBIM C
MOMEHTa IpHeMa baHKOM BBIIIEYKAa3aHHOTO
YBEIOMJICHHUS.

3. UTILIZATION OF THE SYSTEM

3.1. ACCESS TO THE SYSTEM

3.1.1. The access to the System is
provided to the Clients who has signed
Agreements on remote banking services by
means of affiliation to the Terms and
Conditions and registered in the System by the
Bank.

3.1.2. The access to the System is
granted to the Client only after Identification
and Authentication

3.1.3. The official address of the
System in  the Internet  network:
https://dbo.efbank.ru.

3.2. SERVICE SUSPENSION AND
RESTRICTION

3.2.1. The Bank reserves the right to
suspend or restrict the Client’s access to the
System without preliminary notification,
including, but not limited to, in case of
violation of the Agreement by the Client. In
this case the Bank, not later than the next
working day after suspension / limitation of
access, should notify on the fact of suspension/
limitation of the Client’s access to the system
according to the procedure mentioned in point
10.4 of the present Terms and Conditions.

3.2.2. The Bank reserves the right to
impose limitations on the usage of Access
Channels by the Client, including the number
of types of transactors and Orders, which can
be conducted and transferred by the Client
using a specific Access Channels. Information
on restrictions is published by the Bank
according to the procedure stipulated by
Section 10 of the present Terms and
Conditions.

3.2.3. The Client is entitled to suspend
the usage of the System by submitting to the
Bank a notification in hard copy. The usage of
the System is considered to be suspended as of
the moment of acceptance of the above
mentioned notification by the Bank.

3.2.4. In case of service
suspension/restriction by the initiative of the
Client the Bank does not refund the fee



https://dbo.efbank.ru/
https://dbo.efbank.ru/

3.2.4. B
MIPUOCTAHOBIICHHSI/OT pAaHUYCHHS
oOciykuBaHus 1o nHuatuBe Knuenra bank
HE BO3Bpallaer MnojaydeHHoe oOT KimeHra
KOMHUCCHOHHOE BO3HArpakII€HUE 3a YCIYTH,
IIPEAOCTABIEHUE KOTOPBIX IIPUOCTAHOBIICHO.

3.2.5. s
o0CITyKUBaHUS,
MIPUOCTAaHOBIIEHHOT0/OrPaHUYEHHOTO o
naunuatuse Kinmenra w/minm banka, Kiuent
nepernaeT B baHK = COOTBETCTBYyMOIEE
TpeOoBaHME Ha  OyMa)XHOM  HOCHTEJE.
OO6cnyxxuBanue Bo300HOBIAeTCS baHkoMm He
MO3/IHEE CJIEIYIOMIEro paboyero JAHsS OT AaThl
MOJIyYEHHUsI COOTBETCTBYIOUIETO TpPeOOBaHUS
Knuenra B ciryqae
MIPUOCTAHOBJICHUS/OTpaHIUYCHUS
oOCTyXMBaHUS 10 WHHNHMATHBE KiueHTa.
OO6cnyxuBanre BO300HOBIsIETCS baHkoMm He
MO3/Hee CIIeNyIoIIero pabo4ero JHS OT ATk
YCTpPaHEHHUS! MPUYUH, IO KOTOPHIM TaKoe
o0cCyKBaHUE OBLIIO0
MIPUOCTAaHOBJICHO/OTPaHNYCHO baHKOM.

3.2.6. daxkr MIPUOCTAHOBIICHUS
/orpanudenust oocimyxuBanusi B Cucreme He
OTMEHSIET 00s13aTeNbCTBA Knuenra,
BBITEKAIOIME ©3 PacmopsokeHuit  w/mim
cooOuIeHni CBOOOTHOTO dopmara,
NOATBEpPKAEHHBIX ~ CeaHCOBBIM  KIIIOUOM,
MOJTy4eHHbIX BaHKOM U 3aperucTpupoBaHHbBIX
B Cucreme 10 NPUOCTAHOBJIEHUS AEUCTBUA
Cucremsl.

4. NNEPEQAYA U UCIOJIHEHNE
PACTIOPSIXXEHUN

cirydae

BO300HOBJICHUS

4.1. ©OPMHPOBAHHE H IEPEJAYA
PACITOPSKEHHH 5 0
IIPOBEJIEHHH OIIEPALIHH

4.1.1. dopmupoBaHHE U Ieperaya
Pacnopsoxkenuii Ha mposenenune Onepanuit
npousBoautcss Kimmentamu mno Kanamam
J0CTyHa.

4.1.2. Knuent npenocrasnser banky
MpaBo Jyis npoBeaeHusa Onepanuii COCTaBIsATh
OT HIMEHU ¥ Ha OCHOBAaHUH COOTBETCTBYIOIINX
Pacnopsoxenuit  KnuenTta, HampaBiIeHHBIX B
bank no Kananam poctymna, pacnopspkeHus,
HE00X0AUMBIE UL IIPOBEICHUS
cooTBeTCcTBYOIUX Onepanuii.

CTOpOHBI NPU3HAIOT, YTO MEPEIAHHOE
B baHK U OATBEPKIEHHOE C UCIIOJIb30BAHUEM
CeaHCOBOTO KJII0Ya Pacnopsixenue,

received from the Client for the suspended
services.

3.2.5. For the renewal of services
suspended / restricted by the initiative of the
Client and/or the Bank, the Client submits to
the Bank corresponding request in hard copy.
The Bank renews the services not later than the
next working day as of the date of such request
received from the Client in case of suspension
/ restriction by the initiative of the Client. The
Bank renews the services not later than the
next working day as of the date of elimination
of reasons based on which such
suspension/restriction was imposed by the
Bank.

3.2.6. The fact of suspension /
restriction of services in the System does not
cancel the obligations of the Client arisen from
the Orders and / or free format messages
verified by Session Key, received by the Bank
and registered in the System before suspension
of the System operation.

4. TRANSFERRING AND EXECUTION
OF ORDERS

41. CREATION AND TRANSFER OF
ORDERS ON TRANSACTIONS
CONDUCTION

4.1.1. Creation and transfer of orders
on transactions conduction is carried out by the
Client via the Access Channels.

41.2. For the conduction of
Transactions the Client provides the Bank with
a right to generate on behalf and based on the
corresponding Orders of the Client, transferred
to the Bank via the Access Channels, and
commands required for conduction of
corresponding Transactions.

The Parties acknowledge that the
Order, transferred to the Bank and verified by
Session Key, containing all permanent and
individual parameters, foreseen by the System,
as well as all variable parameters, provided by
the Client, are sufficient for the Bank for




cozepxaiiee BCE IIOCTOSTHHBIE u
WHJIMBUTyaJIbHbIC apameTpsl,
npeaycMoTpeHHble CHCTEMOM, a TakXke Bce
IIEPEMEHHBIE TIapaMeTpbl, IPEIOCTAaBIECHHBIE

KJ'II/IGHTOM, JOCTAaTOYHBI AJIA COCTaBJICHUA

bankom pacnopspkeHUM Ha  NIPOBEICHUE
COOTBETCTBYIOIIUX Omneparui,
HCIOJIb30BAHUE KOTOPBIX MPEAYCMOTPEHO

HOpMaTUBHbIMU akTamu banka Poccum npum
pEryJIMpOBaHUN  OCYLIECTBIICHUSI Pacy€TOB
¢bu3nyecKux JuI B 0e3HATUYHOM HOPSIKE.

4.1.3. PacnopspkeHue JOJKHO OBITh
MOATBEPXKIECHO ¢ ToMoIIbio CeaHCOBOro

xnoda. Ilpm orcyrcTBMM IOATBEPKIACHUS
Pacnopsixkenue  He  perucrtpupyercs U
cunTtaercsa, dro KimeHT oTKa3aicsa oT

rnepcaadun PaCHOpH)KCHI/IH, Jaxe CCJIM UM
ObLIN IMPON3BCACHBI BCC OCTAJIbHBIC IIGIZCTBI/ISI,
HGO6XO[[I/IMI)IG AJid €ro nepeaavu.

41.4. Bank BIIpaBe BBOJUTH
MMOCTOSIHHBIE WJIM BPEMEHHBIE OTPAHUYEHUS HA
Perucrpanuto PacnopsbkeHuil U BBINOJHEHUE
Pacnopsixennii Knuenra, B 4acTHOCTH:

—  OrpaHnuuBarh BpeMs Ipuema U

UCITOJIHEHUS PacriopspkeHui;

- 3anpematb nepenavy
Pacnopspkenuid  onpeneneHHbIx
BHJIOB.

WNndopmanus 00 YKa3aHHBIX
OTPAaHWYECHUSAX JOBOJUTCA JO CBEIACHUS
KnuentoB mnyrem ee onyOiaMKOBaHUS B
MOpSJIKE, YCTaHOBIEHHOM pazodenom 10

YciaoBuid.

4.2.0TMEHA PACIIOPSKEHHH O
ITPOBEJJEHHH OITEPALIHH

4.2.1. KnmueHTt MoxeT nepenats B bank
Pacnopasncenue na oms3svlé O0OKymenma B
MMUCBbMEHHOM BHJIE 110 (hOpMe, YCTAHOBICHHON
bankowm, WIH COOTBETCTBYIOILIEE
Pacnopsoxkenne no  Kanmamy — mocryma,
noaTeepkieHHOe CeaHCOBBIM KIIIOYOM, NpU
9TOM pelmeHne 00 OTMEHE WCIOTHEHUS
Pacniopskenuss o mnposeneHnn Onepanuu
7160 00 OTKJIOHEHUH PAaCHIOPSKEHHS HA OT3bIB
NOKyMeHTa baHK INpUHUMAaeT IO CBOEMY
YCMOTPEHHI0O €  y4eToM  TpeOOBaHHUS
3akoHojaTenbcTBa PP 0 0OE30T3BIBHOCTH
IIEpPEeBOJIa ICHEKHBIX CPEACTB.

4.2.2. B ciydae OTMEHBI
Pacnopsikenust bank BrpaBe He BO3BpaliaTh
KOMHUCCHUOHHOE BO3HarpaxacHue,

creating orders on corresponding Transactions
conduction, the application of which is
foreseen by the regulatory standard acts of the
Bank of Russia upon managing payment
settlements of physical entities in non-cash
form.

4.1.3. The Order should be confirmed
by the Session Key. Upon lack of
confirmation, the Order is not registered and it
is considered that the Client refused from
transferring the Order, even if all other actions
for its transfer have been carried out.

4.1.4. The Bank reserves the right to
impose permanent or temporarily limitations
on registration and execution of the Orders of
the Client, particularity:

—  To limit the time of acceptance
and registration of Orders;

To prohibit transfer of specific
types of Orders.

Information on mentioned restrictions
is provided to the Clients via publishing
according to the procedure, stipulated in
Section 10 of the present Terms and
Conditions.

4.2. WITHDRAWAL OF ORDERS ON
TRANSACTIONS CONDUCTION

4.2.1. The Client may transfer to the
Bank an Order on document withdrawal in a
written form, established by the Bank, or
corresponding Order via the Access Channel,
verified by Session Key, thereat the decision
on withdrawal of Order on Transaction
conduction or cancellation of Order on
document revocation is made by the Bank on
its disposal considering the requirement of the
legislation of the Russian Federation on funds
transfer irrevocability.

4.2.2. In case of Order withdrawal the
Bank reserves the right not to refund the fee
received from the Client if the withdrawn
Order was registered in the System.




nonydeHHoe oT KimeHTa, eciu OTMEHEHHOE
Pacriopsbkenue OBLIO  3aperUCTPUPOBAHO B
CucreMme.

4.2.3. B cnyuae, ecniu otMeHa bankom
Pacniopsbxkenuss no wuHunmartuee KimeHra
IIOBJIEKJIA 3aTpaThl CO CTOPOHBI banka, bank
BIIpaB€ B3BICKATH YKA3aHHBIC 3aTpaThl C
Kiuenra, B ToM uncne, 0e3 pacnopspKeHHs
Kimenra cnucare cymmy 3arpar co Cueros
Kimenra.

4.3. XPAHEHHE PACIIOPAKEHHH O
IIPOBE/IEHHH OIIEPALIUH

43.1. bamk  00s3aH  XpaHUTH
nony4yeHHele oT Knmenrta Pacnopsixenus B
TCUCHHE MPEAYyCMOTPEHHBIX
3aKoHoJaTeNbcTBOM Poccuiickoit denepanuu
CPOKOB  JUIi  XpaHEHUS  aHAJOTUYHBIX
JOKYMEHTOB, COCTaBJICHHBIX Ha OyMaKHOM
Hocurene. Croco6 u ¢Qopmar XxpaHeHUs
ONpeAeIsItoTCs baHKOM caMOCTOSITENBHO.

4.3.2. Bce omepanuu, mMpou3BOJAUMBIC
Croponamun B Cucreme, GUKCHPYIOTCS B
MIPOTOKOJIAX paboThI MIPOTrpaMMBlI,
XpaHsmuxcsd B 0a3e naHHbIX CHcTeMBl Ha
cropoHe banka. B ciiydae pasHorinacust Mexay
bankom wn KimenToM B OTHOLIEHHMH
IepeJaHHbIX Pacnopsxenuit u/nnu
cooOuieHnit ceoboaHoro ¢opmara CTOPOHBI
MPU3HAIOT B  KAauecTBE  JOKa3aTelIbCTB
yKa3aHHbIE 3allUCH, a TaKXke 3alucu B
poToKoJie paboThl CUCTEMBI, XpaHSIIUECs Ha
cepsepe banka.

Cucrema Bezmer ydeTr JeiCTBHIA,
npou3BoauMbeix  CropoHamMmu B Hell.
CdopmupoBaHHbIe bankom
COOTBETCTBYIOILIME OTYETHI o

MIPOM3BEJACHHBIM OlepalnusM (JIeHCTBUSAM) B
Cucteme Ha OyMa)KHBIX HOCUTENSIX 10 popme
banka, moxanucaHHBIE  YIOJIHOMOYEHHBIM
oM baHka 1 ckpernieHHbIe IeyaTbio baHka,
SIBJIIOTCSI TOCTaTOUYHBIMH JTOKa3aTeIbCTBAMU
¢akToB coBepuieHns CTOpoHaAMM ONeparuii u
nevicteuii (B TomM  uucie  Cucremont
aBTOMATHUYECKH), IIPEYyCMOTPEHHBIX
HACTOALIUMHU Y CIOBUSIMH, U MOTYT OBITh
UCTOJNB30BaHBl MpPHU Pa3pelIeHUH  JIIOOBIX
CIIOPOB, a TAKXK€ MIPEJOCTABJIEHBI B CY/I.

4.2.3. If the withdrawal of Order by the
Bank by the initiative of the Client caused
expenses to the Bank, the Bank is entitled to
collect the mentioned expenses from the
Client, as well as to write-off the sum of
expenses from the accounts of the Client
without obtaining such instructions from the
Client.

43. FILING AND STORAGE OF
ORDERS ON TRANSACTIONS
CONDUCTION

4.3.1. The Bank is obliged to file and
store all the Orders received from the Client
within the periods of time stipulated by the
legislation of the Russian Federation for
storage of analogical documents, formed in
hard copies. The method and format of storage
are determined by the Bank independently.

4.3.2. All the operations carried out by
the Parties in the System are fixed in the
protocols of the System operations, which are
kept in the System database by the Bank. In
case of disagreement between the Bank and the
Client related to the transferred Orders and/or
free format messages, the Parties acknowledge
the mentioned notes, as well as the notes fixed
in the System operations protocol kept on the
server of the Bank, as evidences.

The System tracks the actions carried
out by the Parties therein. The corresponding
reports on conducted operations (actions) in
the System, generated by the Bank in hard
copies, signed by the authorized representative
of the Bank and sealed by the stamp of the
Bank, are considered to be sufficient evidences
of facts of operations and actions made by the
Parties (including automatically by the
System), foreseen by the present Terms and
Conditions, and can be applied for settlement
of and disputes, as well as submitted to the
court.

4.4. INFORMATION ON ORDERS AND

TRANSACTIONS




4.4. HHOOPMALIUA
PACHOPAKEHUAX
OIIEPALTHAX

o
V74

4.4.1. bank 00s3yeTcst IpeIOCTaBUTh
Kiuenty BO3MO>KHOCTb HOJIy4EHUS
aKTyaJIbHOM M JOCTOBEPHOH MH(POpPMALUHU O
nepenanHelx  Kimmentom  PacnopsbkeHusix,
onepanusax no ero Cueram, COCTOSHHUU €r0
CyeTroB M MHYI0 MH(POPMALUIO B IOPSJIKE,
MPEYCMOTPEHHOM Y CIIOBHSIMH.

4.4.2. B COOTBETCTBUU c
TpeOOBaHUSIMU 3aKOHO/IaTEIbCTBA
Poccuiickoii ®enepanuun 00
WH()OPMHUPOBAHUH KIMEHTAa O COBEPIICHUU
KaXJI0M  omepallM C  HMCIOJb30BaHUEM
JJIEKTPOHHOIO CpeACcTBa IuiaTexxa baHk ¢
nomotbto Cucremsl yBenomisier Kiuenra o
COBEPILICHUH KK 101 Onepanuun c
ucnoJyib3oBaHueM CeaHCOBOIo KIIt0Ya.

[lo mepe coBepmienuss Omnepauuid c
ucnoJsyib3oBanneM CeaHcoBOro Kitoua, bank He
nmo3aHee  cueayromero — pabodero  HsA
dbopMupyeT B aBTOMAaTHYECKOM DPEKUME
BbIlUCcKU B Cucreme, Kk kotopoil y Knuenra
HUMEETCs ITOCTOSTHHBIN (e’xeTHeBHBIH,
KpyriaocyTounslil) goctyn mno Kanamam
JOCTYIIA. B YKa3aHHBIX BBITIHCKAX
conepxkutcss uHpopMmarusa o0 Omnepanusx,
COBEPUIEHHBIX c HCIMOJIb30BAHUEM
CeancoBoro kito4a, o cocrossauu Cyera.

Taxxxe baHk He3aMeIIUTEILHO IIO
Mepe o60pabotku Pacnopspkenuit Komenra
dbopMupyeT B aBTOMATHYECKOM pEXKUME U
nepenaet B Cucremy nHGOpMAIIHIO O CTaTyce
Pacnopsixenuid.

dopmupoBaHue bankom
BBIIEYKa3aHHOW BbIIUCKH B Cucreme, a
Takke npucBoeHue bankom B Cucreme
COOTBETCTBYIOIIIETO cTaryca PacnopsokeHus,
SBISIETCS  HAJUIeKAIlUM  YBEAOMJIEHUEM
Kimenra, B TOM 4ncie o pe3ysbpTarax npuemMa
K HUCIIOJIHEHUIO, OT3bIBA, OTKA3a B UCTIOJHEHUU
Pacniopsioxenus B COOTBETCTBUU c
HOpMaTUBHbIMU akTamu banka Poccum, u He
TpeOyeT  JIOMOJHUTENBbHOTO  HAaNpaBJICHUS
bankom Knuenty kakux-mu0o yBeJOMIICHHIA.

Huem nonyuenns Knuenrom ot banka
YBEIOMIIEHHsI O coBeplieHHo Omnepauuu,
aBigeTcs JeHb (¢opMupoBaHus bankom
BbIIIIEyKa3aHHOW BhIMHCKKM B Cucreme - Mo
Mepe coBepiienus Onepanuii, HO He TO3HEe

4.4.1. The Bank is obliged to provide
the Client with possibility of receiving relevant
and accurate information on  Orders,
transferred by the Client, operations on own
accounts, balance and other information in line
with the procedure established by the present
Terms and Conditions.

442. In accordance with the
requirements of the legislation of the Russian
Federation on informing the client on each
transaction conducted by means of the
electronic payment instrument of the Bank via
the System, the Bank notifies the Client on
conduction of each Transaction by means of
Session Key.

Upon conduction of Transaction by
means of Session Key, the Bank, not later than
the next working day, automatically generates
transactions statement in the System, to which
the Client has permanent access (daily, round-
the-clock) via the Access Channels. The above
mentioned statements contain information on
Transactions conducted by using Session Key,
as well as on the balance of the Account.

Also, the Bank, upon processing the
Orders of the Client, automatically generates
and transfers to the System information on the
status of the Orders.

The creation of the mentioned
statement in the System as well as assigning
corresponding status of the Order by the Bank
is considered to be proper notification given to
the Client, including related to the results on
accepting for execution, revocation, refusal
from execution of the Order according to the
regulatory acts of the Bank of Russia, and do
not require additional submittal of any
notification to the Client by the Bank.

The day of receiving notification on
conducted Transaction from the Bank by the
Client is considered to be the day of generating
the above mentioned statement in the System
by the Bank - upon conduction of Transaction,
but the day succeeding the corresponding
Transaction conduction day at the latest.

4.4.3. The Client is obliged to enter into
the System at least once a day via the Access
Channels for obtaining information on




pabouero JHSA CIEAYIOIIErO 32  JIHEM
COBEpILIEHHSI COOTBETCTBYIOIIEH Onepanuu.

4.4.3. KinueHT 00s3yeTcs He pexe
O/IHOTO pPa3a B JIeHb OCYIIECTBIAThH JTOCTYII K
Cucreme mno Kanamam  pocryma it
MIOJIy4EHUs uHpopMauu 0
3apEeTUCTPUPOBAHHBIX PacmopspkeHusIX, U O
cocrosuu Cyera B UEIAX  [POBEPKHU
npoBeieHHbIX bankom Omneparuii, a Takxke
JUISL TIOJIYYEHHUS! BBIMMCKH O COBEPIICHHBIX
Omnepamusax ¢ ucnosbzoBanueM CeaHCOBOTO
KJIIoua.

4.4.4. Henocrymienue B TeueHue 10
(mecsaTH) KaJleHAAPHBIX JHEHM C  JaThl
Peructpanuun PacniopspkeHusi NUMCBMEHHOM
nperen3un  KnueHta, CcOCTaBI€HHOM B
cBoOoaHOM ¢opMme, HampaBisieMol B baHk ¢
nomotipio Cucremsl mo Kanamam pocrymna/Ha
OyMa)XHOM HOCHTENIE, O HECOTJacuu C
Onepanueii, NPOBEICHHOW Ha OCHOBaHUU
JTAHHOT'O Pacniopsxenus, CUMTAETCS
MIPU3HAHUEM Knnentom TaKoro
Pacniopsxenus u IIOJITBEPKICHUEM
npoBeaeHHOW Onepanuu.

4.4.5. Tlocne nonydyenus bankom ot
Kinnenta  NHUCBMEHHOW — NPETEH3MH O
Hecornacuu ¢ Omepanueil, NpoBeJeHHON Ha
OCHOBAaHUH COOTBETCTBYIOLIETO
Pacnopsokxenuss, bank npuocraHaBiauBaeTr
neiictBue CuUCTEMBI B OTHOLUEHUM TAKOTO
Knunenra u BO30OHOBISET €ro TOJIBKO HOCIE
nepegadu Knuentom B bank
COOTBETCTBYIOIIETO 3asBJICHUS Ha OyMa)kHOM
HOCHUTENE Npu JU4HOM Bu3uTe KimeHnra B
bank.

4.5. HCIOJHEHHE
PACIIOPSIKEHHH 0
ITPOBEJJEHHH OITEPALIHH

45.1. Pacnopspkenus — KiueHtos
HCIOJIHAKOTCS B CPOKH, YCTaHOBJICHHBIC
3aKkoHoJaTeNbcTBOM Poccuiickoit denepanuu
u npaBuinamMu baHka, oOIpenereHHbIMH B
HACTOSIIMX YCIOBUSIX, JOTOBOpax MEKIY
bankom u KiineHTOM, WM MHBIX TOKYMEHTax
banka, onpenensiommx mopsAIoK NpoBeACHUS
onepaluii no coorsercTByromemMy Cuery.

45.2. banx UCIIOJIHSET
3aperuCTpUPOBAHHOE Pacnopsixenue
KnuenTa o nposenennn Onepanuu B ciyvasx,

HC

registered Orders, and on the account balance
for the purposes of checking the Transactions
conducted by the Bank, as well as obtaining
statement on Transactions by using Session
Key.

44.4. In case the Client does not
submit a claim on disagreement with
Transactions, conducted based on the
mentioned Order, formed in free format and
submitted to the Bank by means of the System
via Access Channels / in hard copy within 10
(ten) working days as of the date of Order
registration, such Order is considered
acknowledged and such Transaction -
confirmed by the Client.

4.4.5. After receiving by the Bank a
written claim from the Client on disagreement
on the Transaction conducted based on
corresponding Order the Bank suspends the
System service for the Client and renews it
only after submittal of corresponding written
application in hard copy by the Client upon in-
person visit of the Client to the Bank.

45. EXECUTION OF ORDERS ON
TRANSACTIONS CONDUCTION

45.1. The Orders of the Clients are
executed within the deadlines established by
the legislation of the Russian Federation and
regulations of the Bank, stipulated by the
present Terms and Conditions, agreements
between the Bank and the Client or other
documents of the Bank identifying the
procedure of transactions conduction on
corresponding Account.

45.2. The bank does not execute
registered Orders of the Client on Transaction
conduction in cases stipulated by the
legislation of the Russian Federation.

4.5.3. The Bank is entitled to refuse
from the execution of the registered Order of
the Client in case the subsequent checking will
identify that execution of such Transaction




IPESYCMOTPEHHBIX
Poccutickoit denepanumn.

3aKOHOAATCIbCTBOM

4.5.3. bank BipaBe oTka3ath KinueHty
B WCIIOJTHEHU U 3apEeTrUCTPUPOBAHHOTO
Pacnopsokenus, ecnmd mnpu  MOCIEAyIOIIEH
mpoBepke  OyAeT  yCTaHOBJICHO, 4TO
UCIOJIHEHUE MTPelyCMOTpeHHOM uM Orepanuu
MIPOTUBOPEYUT 3aKOHO/IaTEIbCTBY
Poccuiickoit ~ ®enepanuii, HOPMATUBHBIM
aktam banka Poccun, VYciaoBusam uim
noropopy wmexnay bankom wu  KiueHrtowm,
OMPENEAIONIEMY  TOPAJIOK  MPOBEIACHUS
oreparyii no coorsercTBytomemy Cuery.

4.5.4. bank BmpaBe B JIIOOOH MOMEHT
10 CBOEMY YCMOTPEHHUIO, B TOM YHCJIE, HO HE
OrpaHUYMBAsACh, B  Cly4ae HapylICHUS
Kinuentom  [loroBopa  AHMCTaHLIMOHHOI'O
0aHKOBCKOTO 00CITy>)KUBaHMUS,
Kommnpomerannn Tabmuibpl  ceaHCOBBIX
kimoueit, [lapons, KogoBoro cinosa, oTkazath
Knuenty B HCIIOJIHEHU U 100010
3apeructpupoBaHHoro Pacnopsbkenus, mnpu
strom Kiment BnpaBe mnepenate B baHk
COOTBETCTBYIOIIIEE TOPYUEHHUE HA IPOBEJCHUE
Omneparuu B OyMa)KHOM BHJI€, COCTaBIEHHOE
no ¢opme baHka, B COOTBETCTBUM C
JIOTOBOPOM  OaHKOBCKOTO cueTa (BKJIajaa),
3aKJIFOYEHHBIM Mexay CTopoHamu.

4.5.5. bank BnpaBe noTpeOoBaTh OT
Kinuenra mnpencraButh, B TOM 4YHCIE, C
nomotbio  CHCTEMBI, TOATBEPKIAIOIINE
JIOKYMEHTBHI, HEOOXOIMMBbIC NI
ocymiecTBieHuss bankoMm (QyHKIMUM areHTa
BaJIIOTHOTO KOHTpPOJIS, B ciyvae
OCYIIECTBIIEHUS Kiuenrom BaxrotHoi
Onepalui.

4.5.6. bank BrpaBe oTkazarh KimeHTy
B HCIIOJIHEHUH 3apETUCTPUPOBAHHOTO
Pacnopsikenusi, B ciaydae HECOOTBETCTBUS
MIPOBOJAUMOMU BamrotHon omnepanuu
JEUCTBYIOLIEMY BATIOTHOMY
3aKOHOJaTeNbCeTBY Poccuiickonn Penepauuu
/U HETPEICTaBICHUS Kmnentom
MOATBEPKIAIOIIUX JTOKYMEHTOB.

45.7. B cmyusae otkaza banka ot
HCIIOITHEHUS 3apEruCTPUPOBAHHOIO
Pacniopsxenusi, KinueHt BripaBe o0paTtuThes B
bank 3a mOMy4eHHEM COOTBETCTBYIOLIEH
uHbopMalMK, B TOM 4HCIE€ O NPUYMHAX
HEHUCIIOJIHEHUS.

4.5.8. baHk BmpaBe HE BO3BpaIllaTh
KOMHCCHUOHHOE BO3HArpaXJICHUE,

does not meet the requirements of the
legislation of the Russian Federation,
regulatory acts of the Bank of Russia, the
present Terms and Conditions or the
Agreement between the Bank and the Client,
identifying the transactions conduction
procedure on the corresponding Account.

45.4. The Bank is entitled to refuse
from the execution of any registered Order of
the Client at any time, at its own discretion,
including, but not limited to, in case of
violation of the Remote Banking Services
Agreement, Compromise of the table of
Session Keys, Password, Memorable Word by
the Client, thereat the Client reserves the right
to submit to the bank the corresponding orders
on Transaction conduction in hard copies
created in the form of the Bank and according
to the agreement of bank account (deposit)
agreement, signed between the Parties.

4.5.5. The Bank is entitled to request
from the Client submittal of justifying
documents, including by means of the System,
required for carrying out the function of
currency control agent by the Bank in case the
Client conducts Currency transactions.

4.5.6. The Bank is entitled to refuse
from the execution of the registered Order of
the Client in case of the mentioned Currency
Transaction does not meet the requirements of
the effective currency legislation of the
Russian Federation and / or failure of the
Client to present confirming documents.

4.5.7. In case the Bank refuses from
execution of the registered Order the Client
reserves the right to refer to the Bank for
acquisition of corresponding information, as
well as the reasons of such refusal.

4.5.8. The Bank is entitled to refuse
from refunding the fee received from the
Client for execution of the Order registered in
the System, if the mentioned Order cannot be
executed due to reasons beyond the Bank’s
control and competence.




nosyueHHoe oT KiueHta 3a ucHoigHeHHE
Pacniopsixenusi,  3aperucTpupoOBaHHOTO B
Cucreme, ecnu paHHoe PacnopsbkeHue He
MOXET OBITh BBIMOJHEHO MO HE3aBUCAILIUM OT
banka npuunHaMm.

4.6. IMOATBEPKIEHHE OIEPAIIHH
JIOKYMEHTAMH HA
BYMAXHOM HOCHTEJIE

4.6.1. B cnydae, ecnm HHOE HE
IIPEyCMOTPEHO CoTJIallleHuEM MEXITY
Kmuentom m bankom, bank o0s3yercs mo
3anpocy Knnenra, nepeganHoMy, B TOM YKCIIE
no Kananam nocryna, npenocraButh Kinenty
MJIaTEXKHBIE  JIOKYMEHTBHI Ha  OyMaXKHOM
HOCHTENE, TOJITBEPKIAIOUINE COBEPIICHHE
Onepanuit o Pacnopsbxkenuro Knuenra.

[TnaTtexHplii TOKYMEHT Ha OyMa)KHOM
HOCHUTEJIE, TOATBEPKAAOINUNA COBEpLICHHUE
Onepauuit no Pacnopsbxkenuto  Kimenra,
cuMTaeTcs mnepenaHHeiM KiueHTy mpu ero
nepenave B opucax banka Kimuenty nubo ero
YIIOJTHOMOYEHHOMY PEJICTAaBUTEIIO,
JEUCTBYIOLLIEMY Ha OCHOBaHHH
JIOBEPEHHOCTH, yIOCTOBepeHHOW bankowM,
HOTAapUaIbHO WM CIIOCOOOM, TPUPABHEHHBIM
K HOTapuajibHOMY.

B coorBercTtBUM ¢ TpeOoBaHUSAMHU
3akoHomarenberBa Poccuiickoit Penepauuu
bank OCYILIECTBJISIET UJICHTU(DUKAITUTO
YIOJIHOMOUYEHHOI0 TpeacTaButens KimeHnra
Ha OCHOBAHUU JOKYMEHTA, YAOCTOBEPSIOMIETO
JIMYHOCTb MPECTABUTETIS.

JlokyMeHT Ha OyMaXHOM HOCHTEJE,
MOATBEpK a0 coBepieHre Onepanuii o
Pacniopsxenuto Kinenra, 3aBepsAeTCs
COOTBETCTBYIOIIMMU OTMETKaMU M LITAMIIOM
banxa.

3a  MOBTOpPHOE  TpENOCTaBJICHUE
JTOKYMEHTOB Ha OymakHOM Hocutene baHk
BIIpaBe B3UMaTh ¢ KiMeHTa KOMHCCHOHHOE
BO3HArpakJeHHE B pa3Mepe, YCTaHOBIEHHOM
Tapudamu banka.

4.7. HH®OPMAI[HOHHBIH CEPBHC

4.7.1. Cayx0a KJINEHTCKOM
noanepxkku banka mnpenocrasisier KiueHty
CJIEIYIOLUE YCIYTH:

- MpeI0CTaBIICHNE oO0men
UH(POPMAIIUK O BO3MOYKHOCTSX
CucTeMsr;

4.6. CONFIRMATION OF
TRANSACTIONS BY DOCUMENTS
IN HARD COPIES

4.6.1. Unless otherwise stipulated in
the agreement between the Bank and the
Client, the Bank is obliged, upon the Client’s
request, including via the Access Channels,
provide the Client with payment documents in
hard copies confirming the conduction of
Transactions based on the Order of the Client.

The payment document in hard copy,
confirming the conduction of Transactions
based on the Order of the Client is consider
submitted to the Client when handed over the
Client in the offices of the Bank to the Client
or the authorized representative acting based
on a letter of attorney verified by the Bank,
Notary or in other ways, equal to notary.

According to the requirements of the
legislation of the Russian Federation the Bank
carries out identification of the authorized
representative of the Client based on the

personal identification document of the
representative.
The document in hard copy,

confirming the conduction of Transactions
based on the Order of the Client, is verified by
corresponding notes and the stamp of the
Bank.

The Bank reserves the right to charge a
commission, stipulated by the rates of the
Bank, to the Client for repeated submittal of
documents in hard copies.

4.7. INFORMATION SERVICE

47.1. The Client Service Center
renders the Client the following services:

— providing general information
on the possibilities of the
System;

— providing general information
on the procedure of
signing/cancellation of remote
banking service Agreement and
connection/ disconnection to
the System;




- Mpe0CTaBIICHNE oO0men
uHpOpMaIun 0 HOpSIIIKE
3aKJIFOYCHUS/PACTOPKECHUS
JoroBopa JMCTaHIIMOHHOTO
0aHKOBCKOTO OOCITYy)XHBaHUS U
HOIKJIIOYCHUS/OTKIIIOYEHUST K

Cucrewme;

—  IpexocTaBlieHHe HHMOpMaUU
00 ocTaTKax JCHEKHBIX CPEICTB
Ha Cuere;

—  mpenocTaBiieHHe UHGOpMaAIUU O
npoBefeHHbIX Omnepanusx 1o

Cuery;
—  IpemocTaBieHHe MH(OpMAIUU O
HOPSIIKE 3aIOJTHEHUS

JTOKyMeHTOB B CHCTEME;

—  mpuem mnopyuenus Kiwmenrta o
OyiokMpoBaHMK  (TIPEKpaICHUN
nevictust) Ilapons, Tabnuibt
CCaHCOBBIX KIIIOYEH, eclii HHOE
HE YCTAHOBJICHO COTJIAIICHUSMU
mexny Knuentom u bankom.

4.7.2. Cnyxba KITUEHTCKOM
noanepkku banka npenocrasnser KnueHty
MH(GOPMALIMOHHBIE YCIYTH TMpHU  YCIOBHUH

MOJIOKUTEITHHOTO pe3yibTara
Wnentudukanuu U AyTeHTHpUKAINN
Kimenra.

4.7.3. bank wu3Bemaer Kimenrta o

HOMepax TenedoHOB, MO KOTOpbiM KineHT
MOXKET OCYIIECTBIATH CBiI3b co CmyxkOoi
KJINEHTCKOU IIOIIEPIKKH, IyTeM
omyOnuKOBaHUs HMHQOpPMAIMK B TOPSJIKE,
MIPEeTyCMOTPEHHOM B pazdene 10 YcinoBuid.

5. KOHOUOEHLHNAJTIBHOCTb

5.1. bank o00s3yercs HOpHUHITH BCe
JOCTYNHBIE MEpPbl Ul NPEJOTBPAIICHHUS
HECAaHKLMOHUPOBAHHOTO JOCTya TPEThbUX
o K uHpOpMamuH, — COCTaBISIOIIEH
O0ankoBckyto  TaiiHy  Kiumenrta.  JloOas
uHpopMalMg TaKOrO pojAa MOXKET ObITh
MIpeI0CTaBlIEHA TPETbUM JIMIIAM HE MHAYe Kak
B MOPAJIKE, YCTaHOBJIEHHOM
3aKOHOJaTeNbCTBOM Poccuiickoi denepanuu.

5.2. B ciyuasix, Kor/ia UCIOJIb30BaHNE
[Tapoumneii, KogoBoro crnosa u/unu CeaHcoBOToO
KIfoua Tpeamnoiaraer mnepemady KiueHTy
6o  XpaHeHne  baHKOoM  Kako-mru0O
KoH(puaeHManpHOW  uH(popManuu, baHk
00s13yeTcsl TPUHATH BCE HEOOXOIUMBIE U
3aBUCSIINE OT banka MEpBbI

— providing information on the
Account balance;

— providing  information  on
Transactions conducted on the
Account;

— providing information on the
procedure  of  completing
documents in the System;

— accepting instruction from the
Client on blocking
(deactivation) of the Password,
Table of Session Keys unless
otherwise stipulated by the
agreements between the Client
and the Bank.

4.7.2. The Client Support Service of the
Bank provides the Client with information
services upon positive Identification and
Authentication of the Client.

4.7.3. The Bank provides the Client
with telephone numbers via which the Client
can connect to the Client Service Center by
means of publishing the information according
to the procedure stipulated by Section 10 of the
present Terms and Conditions.

5. CONFIDENTIALITY

5.1. The Bank is obliged to take all
available measures for preventing the
unauthorized access of third parties to the
information considered bank confidentiality of
the Client. Any type of such information can
be provided to the third parties only according
to the procedure stipulated by the legislation of
the Russian Federation.

5.2. In case the usage Passwords,
Memorable Word and/or Session Key
presumes transfer to the Client or storage by
Bank of any confidential information, the
Bank is obliged to take all required
organizational and technical measures
depending on and under the control of the
Bank for preventing the access of unauthorized
parties to such information before transferring
to the Client, as well as during storage of




OpraHU3aIMOHHOTO u TEXHUYECKOTO
XapakTepa i TpeIOoTBpallleHHs] JOCTyma
TPETbUX JIMIl K Takod HHQOpMAIUH [0
nepegaun ee KimeHty, a Takke BO Bpems
XpaHeHUs yKazaHHOW MH(OPMALIUH.

5.3. Hacrosmmm KimeHTt mnpusHaer,
4TO WCIOJIB30BAaHHE B COOTBETCTBUU C
HACTOSIIUMHU Ycnosusmu CeaHCOBBIX
KJIFOUeH, a TakkKe MopsIok gocryna Kinuenra k

Cucreme c HCIIOJIb30BAHUEM
Nnentudukatopos, JIOCTATOYHBI JUISt
oOecriedeHrs 3allUThl TepeaBacMoOl  I10
Kananam JOCTyTIa uH(pOpMaU oT

HCCAHKIUOHUPOBAHHOI'0O  J0CTylla K HeH
tpetbux  Jmn. [lpm  srom  Kument
MMOATBCPKAACT, YTO €EMY U3BECTHO O TOM, YTO
B mporecce JIMCTaHIMOHHOTO OaHKOBCKOTO
00CITyKMBaHUS BO3MOKEH pHCK
HCCAHKIIUOHUPOBAHHOI'O AOCTYyIIAa TPCTbUX
JUIl K Takod WH(OpPMANMU W HACTOSIIMM
BBIPAXKAET CBOE COIVIacHe C TeM, 4To baHk He
HECET OTBETCTBEHHOCTH 3a pasIJiallieHHue
nHpopmanuu o Kimente B ciydae Takoro
HECaHKIIMOHMPOBAHHOTO JIOCTYTIA.

5.4. [Tepenaua Knuenrom
uHpopmanuu o CeaHCOBBIX KIIOYAX W/HUIH
CKpeTy-KapThl ¢ Tabnuiei  ceaHCOBBIX
kimouert u/unu Iapons u/mnm Kogooro crnosa
TPETbUM JIMLIaM HE JIOMYCKAeTcs, TaK Kak
BJICYET pHUCK HECAaHKLIIMOHUPOBAHHOTO
JOCTyIIa TPETBUX JHI K IepeaBaeMoi Mo
Kananam nocryna undopmanuun. B cioyqae
nepenaun  Kimentom  mHdopmanmu o
CeaHCOBBIX KJIHOYaX W/MIM CKPETY-KapThl C
Tabnuieit ceancoBbix kitoueil u/unu [lapons
u/unn KonoBoro cioBa TpeTbuM Jniam bank

HE HeceT OTBETCTBEHHOCTH 3a
HECaHKIIMOHUPOBAHHBIN JOCTYII K
nepegaBaeMoil  mHpopmaruu  u  ymiepo,

HpH‘IHHCHHBIfI KJ'II/IGHTy BCJIICACTBHUEC TaKOIo
HCCaAaHKIIUOHHUPOBAHHOI'O JOCTYyIIA.

6. BO3HAIPAXXOEHUE BAHKA

6.1. Paszmep W TOpPSIOK yAepKaHUS
KOMHUCCHOHHOI'O BO3HArpax<Ie€HUs 3a
IIPEAOCTABIICHHUE bankom yCIIyr B
COOTBETCTBUU C YcnosusMu
ycTaHaBinBaTcs coriaacHo Tapudam banka.

6.2. Knuent HACTOAIIAM
npenocraBiseT baHky mpaBo cnMchIBaTh 0€3
JIOTIOJIHUTENBHOIO pacnopsbkeHuss KimeHnra
CYMMBl KOMHCCHOHHOI'O  BO3HArpakKICHUs
banka 3a yciyru B cooTBeTcTBUU ¢ Tapudamu

mentioned information.

5.3. Hereby the Client acknowledges
that the application of Session keys according
to the present Terms and Conditions, as well as
the procedure of Client’s access to the System
by using Identifiers are sufficient for
protection of the information transferred via
the Access Channels from unauthorized access
of third parties. Thereat, the Client confirms
that he/she is informed about the possibility of
a risk of unauthorized access of third parties to
such information and hereby agrees with the
fact that the Bank does not bear responsibility
for disclosure of information on the Client in
case of such unauthorized access.

5.4. Transferring of information on
Session Keys and/or scratch--cards with the
Table of session keys and/or Password and/or
the Code Word by the Client to third parties is
prohibited, as it generates risk of unauthorized
access of third entities to the information
transferred via the Channel of Access. In case
of Transferring of information on Session
Keys and/or scratch--cards with the Table of
session keys and/or Password and/or the Code
Word by the Client to third parties, the bank
does not bear responsibility for unauthorized
access to transferred information and the loss
caused to the Client in the result of such
unauthorized access.

6. BANK FEE

6.1. The size and procedure on
collecting the fee for the services rendered by
the Bank according to the Terms and
Conditions, is identified according to the Rates
of the Bank.

6.2. The Client hereby provides the
Bank with a right to write-off without
additional instructions of the Client the sum of
Bank fee for rendered services according to the
Rates of the Bank, as well as other expenses
covered by the Bank for the purposes of
execution of the Orders and/or free format
messages of the Client, including the fees of




banka, a Takke Ipyrue pacxo/ibl, HOHECEHHbIE

BankoM B CBSI3M C  HCHOJIHEHHEM
Pacniopsxenuit w/nnu COOOIIIeHUI
cBobomHorO (hopmara Kimenra, B TOM dmcie
KOMHCCHOHHBIC BO3HArpakJicHUs OaHKOB-
KOHTpareHToB, ¢ o0bix CueroB Kimenra B
baHke, Kak  OTKpBITBIX HAa  MOMECHT
npucoeauHeHnss KiWeHTa K  HACTOSIINM

YcnoBusam, Tak u co CueToB, KOTOPbIE MOTYT
ObITh OTKPBITH Kienty bankom B Oyaymiem,
COIJIACHO  COOTBETCTBYIOIIUM  JIOTOBOPAM,
3aKJIIOYEHHBIM MeXy CTOpoHaMHU.

B vactu npaB banka, npegocTaBieHHbBIX
€My HaCTOSIIMM ITyHKTOM, JloroBOp BHOCHT
COOTBETCTBYIOIIME U3MEHEHHSI M JOTIOJIHEHUS U
SIBJISIETCSI COCTAaBHOW M HEOTHEMJIEMOM YaCThIO|
3aKIIOYeHHBbIX Mexay bankom u Kimentom
JIOTOBOPOB ~ 0aHKOBCKOTO cuera (BKJaja),
OTIPENIENIAIONINX  TMOPSAIAOK  OCYIIECTBIICHHUS]
omneparuii mo Cueram Knuenrta, a Taxke OyneT
SBIISITHCSI COCTAaBHOW M HEOTHEMJIEMOH YacThIO
JIOTOBOPOB ~ 0AaHKOBCKOTO cuera (BKJIaja),
KOTOpBIE MOTYT OBITh 3aKJIIOYEHBI MEXKIY
Croponamu B Oyayuiem. B cinydae kakux-nmu6o
MPOTUBOPEYUN  MEXKIYy TOJNIOKCHUSIMH H
YCIOBUSMHU JIOTOBOPOB OaHKOBCKOTO CYETa
(Bkimama) u JloroBopa, KacarIIMMHCS TIpaB
banka, mpegocTaBICHHBIX €My HACTOSIIUM
MyHKTOM, TIOJIOKEHHS W YcioBus JloroBopa
UMEIOT NTPEUMYIIIECTBEHHYIO CHITY.

HecmoTpst Ha yka3aHHBIE TMOJIOKEHHUS
Knuent BmpaBe OCyIIECTBISATH — OIUIATY
KOMHCCHOHHOTO BO3HarpakiaeHus baHka 3a
ycnyru B cootBercTBUU ¢ Tapudamu banka, a
TaKXe JIPyTue pacxopl, HToHeceHHbIe bankom
B CBSI3H C HCTIOTHEHHEM PacniopsikeHuit u/uinm
coobmieHuit csobogHoro ¢opmara Kimenra

JIFOOBIMHA WHBIMHA crocodamu,
MPelyCMOTPEHHBIMU 3aKOHOIATENECTBOM PD.
6.3. Kimenr HacrosfmmM  Jaer

corjiacie Ha UCIHOJHEHHE (B TOM 4HCIe
gacTuyHoe) baHkOM, B TMONHOU CcymMme,
JIOKYMEHTOB, YCTaHOBJICHHBIX bankom
Poccun,  mimga ocymiecTBiieHMs  IIpas,
NnpeaycMOTpeHHbIX 1.6.2 u 1. 4.2.3 YcnoBuid,

B TeueHue cpoka jeictBus JloroBopa
IUCTAHIIMOHHOI'O OaHKOBCKOT'O
oOcimyxuBaHUS  0e3  OrpaHUYEHUS  TIO

KOJIMYECTBY PACUETHBIX JOKYMEHTOB, IIO
CyMMe M TpeOOBaHUSAMHU W3 O0O0S3aTEIBCTB,
BBITEKaIONMX U3 JJorosopa.

6.4. bamk wumeer mpaBo B

OJTHOCTOPOHHEM MOpPSAKE U3MEHATh Tapudbl

banks-contractors, from any Accounts of the
Client opened in the Bank, both opened at the
moment of affiliation of the Client to the
present Terms and Conditions and from the
accounts that the Client may open in future,
according to corresponding agreements signed
between the Parties.

In terms of the rights of the Bank,
foreseen by the present point, the present
Agreement makes corresponding adjustments
and amendments and is considered to be the
integral part of the bank account (deposit)
agreements signed between the Bank and the
Client, identifying the procedure on conducting
transactions on the Accounts of the Client, as
well as will be considered the integral part of
bank account (deposit) agreements, that may be
signed between the parties in future. In case of
any disagreements between the provisions and
conditions of the bank account (deposit)
agreements and the Agreement referring to the
rights of the Bank provided by the present point,
the provisions and conditions of the Agreement
shall prevail.

Notwithstanding  the  mentioned
provisions, the Client reserves the right to pay
the Bank fee for the rendered services
according to the Rates of the Bank, as well as
other expenses covered by the Bank in relation
to execution of the Orders and/or free format
messages of the Client by any other means,
stipulated by the legislation of the Russian
Federation.

6.3. The Client hereby agrees
(including partially) on implementation by the
Bank, in full sum, of the documents,
established by the Bank of Russia, for
execution of rights, stipulated in point 6.2 and
point 4.2.3 of the present Terms and
Conditions, within the period of validity of the
Remote banking Services Agreement without
limitations in terms of the quantity of
settlement documents, sum and requirements
from obligations, arisen from the Agreement.

6.4. The Bank reserves the right to
change the Rates of the Bank unilaterally by
notifying the Client on it not later than 10 (ten)
calendar days prior to entry of the Rates into
force by means of publishing the information




banka ¢ m3BemenneMm Kimenra He mo3gHee,
yem 3a 10 (mecsATb) KalleHIApHBIX JTHEH 10
BcTymieHuss TapudoB B Ccuily, IyTeM
OnyOJIMKOBaHUS HMH(POPMALUU B TOPSJIKE,
peayCMOTPEHHOM B pazoene 10 Ycnowuii.

7. YPETYIINPOBAHUE
PA3HOIJIACUMA

7.1. Criopbl, BO3HUKAIOILIUE B CBSI3U C
HCTIOJHEHUEM HoroBopa, CtopoHbI
00s13yI0TCS pa3pemniarth MyTeM IeperoBopoB ¢
Y4E€TOM MPHUHIMUIOB JOOPOCOBECTHOCTH H
B3aUMHOTI'O YBaXKCHUS. B ciyyae
HEBO3MOKHOCTH YPETYJIUPOBAHUS BO3HUKIIIHNX
pasHorjgacuii myreM neperoBopoB, CTOpOHBI
OyoyT paccMaTpuBaThb CIOpPBl B Cylde B
COOTBETCTBUU c 3aKOHO/ATEIbCTBOM
Poccuiickoit @eneparuu.

7.2. B cnyyae necormacus Kimuenra c
JNEUCTBUSIMA banka, CBSI3aHHBIMU c
ucrionHeHueM bankom Pacnopspkenuit n/mim
coobmienuii cBobomHOoro (opmara, Kiuent
HarpasisieT B bank ¢ nomonipto Crucremsl no
Kananam pocrynma/ma Oyma)XHOM HOCHUTEINE
3asIBJICHUE C U3JI0KEHUEM CYTH ITPETCH3UH.

7.3. bank B Teuenue 7 (cemu) paboUnx
JHEW OT JaThl MojyyeHus npetensun Knmuenra
paccmaTtpuBaeTr 3asBieHue KimeHta u, B
3aBHCUMOCTH OT HPUHATOrO peleHus, J10o
ynoBieTrBopsieT mnpereHsuto Kimenra, nmbo
nepeaaer Knunenty 3aKJIIOYEHHE 0
HE0OOCHOBAHHOCTH ero MPETEH3HH.
3akitoueHre 0 HeOOOCHOBAaHHOCTH MPETEH3UH
Hanpasisiercs: Kimnenty mo Cucreme, a Takxe
MO’KET OBITh BBIIAHO B IMUCbMEHHOM BHJE C
MOJIMMCHI0  YITOJTHOMOYEHHOTO  pabOTHHKA
banka Kmuenry/Ilpencrasurento Knmenra
IIpY JINYHOM sIBKE B baHK.

8. OTBETCTBEHHOCTb CTOPOH
8.1. OTBETCTBEHHOCTb bAHKA

8.1.1. baHk HeceT OTBETCTBEHHOCTE 3a
MTOCJIEJCTBUS HECaHKIIMOHUPOBAHHOTO
noctyma  Tpetbux ymn Kk Cucreme
WCKITIOYUTEIIGHO B CIydasX, KOIJa TaKoM
HECaHKIMOHMPOBAHHBIA  JTOCTYN  BBI3BaH
HECOOII0ICHUEM Bankom TpeOOBaHMI
HacTOSINX Y CIOBUIA.

8.1.2. bauk He HeceT OTBETCTBEHHOCTH
3a HewcrnosHeHne PacnopspkeHus  W/WiH

according to the procedure stipulated in
section 10 of the present Terms and
Conditions.

7. SETTLEMENT OF DISPUTES

7.1. The Parties are obliged to settle the
disputes arisen in relation to the
implementation of the Agreement by means of
negotiations considering the principles of
fidelity and mutual respect. Provided that it is
not possible to settle the arisen disputes by
negotiations, the Parties will address the
disputes in the court according to the
legislation of the Russian Federation.

7.2. In case the Client disagrees with
the actions of the Bank with regards to the
implementation of the Order and/or free format
message by the Bank, the Client transfers to
the Bank an application, mentioning the
subject of complaint, by means of the System
via the Access Channel / in hard copy.

7.3. Within 7 (seven) working days as
of the date of receiving the claim of the Client
the Bank processes the application of the
client and, depending on the decision, either
satisfies the Client’s claim, or transfers the
Client a conclusion on groundlessness of the
claim. The conclusion on groundlessness of
the claim is transferred to the Client via the
System, as well as can be issued to the Client
[ authorized representative of the Client upon
in-person visit to the bank, in written for with
the signature of the authorized employee of
the Bank.

8. LIABILITIES OF THE PARTIES
8.1. LIABILITIES OF THE BANK

8.1.1. The Bank bears responsibility for
the consequences of unauthorized access of
third parties to the System, exceptionally in
those cases when such unauthorized access is
obtained due to failure of the Bank to comply
with the requirements of the present Terms and
Conditions.

8.1.2. The Bank does not bear
responsibility for execution of Orders and/or
free format messages of the Client in case of
refusal of the Bank from execution of the




coobmieHust ceobomHoro popmara Kinuenra B
cinydyae oOTka3a baHka OT HCHOJHEHUS
Pacniopsoxenus A/ COOOIIIEHNS
cBobomHOTO popmara Knmenra, mepeaanHHoro
no Kanamam goctyna B COOTBETCTBUHU C TI.
4.5.4 nacrosmux Y CI0BHH, a TAKXKE B CIydasix
HEHCIIOJTHCHUS Pacniopsoxenust /M
cooOuienusi cBodbogHoro ¢opmara Kimenra,
€CJIM UCITOJTHEHHE TTPUBEJIO Obl K HAPYIICHUIO
TpeOoBaHU JENCTBYIOILErO
3akoHojarenbeTBa Poccuiickoit denepanuu,
HOpMaTUBHBIX  akToB  banka  Poccuwm,
HACTOSIINX VYcaoBui, JIOTOBOPOB
0aHKOBCKOTO cyera (BKJIaga), a TaKxKe
YCIOBUM  WMHBIX  3aKIIOYEHHBIX  MEXKAY
Knunenrom u bankom COrjIameHun
(moroBopoB), B TOM  4YHC]IE,  €CJIH
Pacniopsixenue 1/WAan cooO1IeHne
cBOOOHOTO (popMaTa HE OBLIO MOITBEPIKACHO
Knmuenrom  CeaHCOBBIM  KIIIOYOM, JIHOO
npoBepka  CeaHCOBOTO KIoya  jana
OTpPUIATENLHBIN PE3yNbTaT, TUO0 ACHEKHBIX
cpenctB Ha Cuerax Kimenra me mocraTouHo
Uil UcTionHeHus  Pacmopsokenus  (u/miu
cooOmieHus: cBoOOgHOTO (opmara) H/UIH
yIUIAaTBl KOMHUCCHOHHOTO  BO3HArpaxJaeHus
banky w/wnm BO3MENMICHHS MHBIX PacX0JIOB
banka B cBs3u ¢ mposeaeHueM Omnepanuu,
OCYIIECTBICHUS COOTBETCTBYIOIINX
JEUCTBUM, a TaKXe B MHBIX CIyYasx,
MPEAYCMOTPEHHBIX VYcnoBusmu,
COOTBETCTBYIOIIUM JIOTOBOPOM OaHKOBCKOTO
cuera (BKJIama) M 3aKOHOJIATEIHCTBOM
Poccuiickoit denepanun.

8.1.3. baHK He HeceT OTBETCTBEHHOCTH
3a HEBBINOJHEHUE, HECBOEBPEMEHHOE WU
HEMPABUJIILHOE BBINIOJTHEHHE PacnopsokeHuii
u/unn  cooOmeHuit  ceoboaHoro Qopmara
Knuenra, ecimm 3T0 OBUIO  BEBI3BAHO
npeaocrasiieHneM KimeHToM HeJ0CTOBEpHOM
W/WAM  HETOYHOW  HHpOpMaluu  MpH
peructpannu Knuenta B Cucreme, BBOJOM
KinmneHnToM HEBEepHBIX MaHHBIX, a TaKXKe 3a
Hapylienne pabotel CHCTEMBI B pe3yibTare
OomuOOK W HETOYHOCTEH, JOIMYIICHHBIX
Knuenrowm;

8.1.4. baHk He HeceT OTBETCTBEHHOCTH

3a yiepo, MIPUYMHEHHBIH Knuenty
BCJIE/ICTBHE HECAaHKIIMOHUPOBAHHOTO
HCITIOJIBb30BaHUS Tp CTbUMHU JIMIIaMu
CeaHCOBOI0O KIo4a  W/Win Tabauie!

ceaHcoBbIX Kmouedl w/wim [lapons w/umm
KonoBoro cinoBa, nepegannbix KimeHry;

Order and/or free format message of the Client
transferred via Access Channels in line with
point 4.5.4. of the present Terms and
Conditions, as well as in cases of not executing
the Order and/or free format message if such
execution could have brought to violations of
requirements of the effective legislation of the
Russian Federation, regulatory acts of the
Bank of Russia, present Terms and Conditions,
bank account (deposit) agreements, as well as
conditions of other agreements (contracts)
signed between the Client and the Bank,
including if the Order and/or free format
message was not verified by the Client by
means of Session Key, either the Session Key
identification gave negative result, either there
are not enough funds on the Accounts of the
Client for execution of the Order (and/or free
format message) and/or payment of the bank
fee and/or compensation of other expenses of
the Bank related to the Transaction
conduction, taking corresponding measures, as
well as in other cases, foreseen by the Terms
and Conditions, corresponding bank account
(deposit) agreement and legislation of the
Russian Federation.

8.1.3. The Bank does not bear
responsibility for non-execution, untimely or
improper execution of Orders and/or free
format messages of the Client, if it was arisen
from the fact of providing inaccurate and/or
invalid information by the Client upon
registration of the Client in the System,
entering of incorrect data by the Client, as well
as for System operations faults due to mistakes
and inaccuracies made by the Client;

8.14. The Bank does not bear
responsibility for the loss, caused to the Client
in the result of unauthorized usage by the third
parties of the Session Keys and/ or the Table
of Session Keys and/or the Password and/or
the Memorable Word transferred to the Client;

8.1.5. The Bank does not bear
responsibility for full or partial non-execution




8.1.5. baHK He HeceT OTBETCTBEHHOCTH
3a IOJIHOC WM YaCTHUYHOC HEUCIIOJHCHUE
CBOMX 00s3aTelbCTB, BBITCKAIOIIUX U3
VYcnoBuii, eciiv Takoe HEHMCITOJHESHHE BRI3BAHO
00CTOSATEILCTBAMH HENPEOJOJIUMON CHIIBI, B
TOM YuClIe pelIeHusIMH OpraHoB
3aKOHOJATEJILHOM, cyneOHoM n/nnu
HWCIOJHUTEIbHOM BJIACTHU Poccuiickoit
®enepanuu, a Takxke banka Poccuu, koTopbie
JIeJIaloT HEBO3MOKHBIM s banka
BBITIOJIHEHHE CBOHUX 0053aT€eNbCTB;
3aJ€p)KKaMM  TJIaTeKel 1o BuHE baHka
Poccun; BOCHHBIMH JIECTBUSAMHU,
CTUXMHHBIMH WIM HWHBIMH  O€ICTBUIMHU,
MPOUCXOAAIIMMH B pailloHax, O(HIIMAIBHO
MIPU3HAHHBIMU HAXOSIIUMHUCS T10]] BIUSHUEM
BBIIIICYKA3aHHBIX 00CTOSTENHCTB;

8.1.6. baHk He HeCceT OTBETCTBEHHOCTH
3a TOCIEACTBUA HapyuweHus KimeHtom
TpeOOBaHUN W  TIOJIOKEHUH  HACTOSIIUX
VYcoBni;

8.1.7. baHk He HeceT OTBETCTBEHHOCTH
3a IMOCJIEICTBUSA HaPYIICHUS
pabotocniocooHocTH Kananos gocryna;

8.1.8. baHk He HeceT OTBETCTBEHHOCTH
3a HapylieHue padoTel CHCTEMBI B pe3yJbTaTe
JEWCTBUN TPETHUX JIULL;

8.1.9. baHk He HeceT OTBETCTBEHHOCTH
3a yobITkM KitmeHTa, BOSHHKIIIHE BCIIEACTBHE

HECBOEBPEMEHHOTO coo0meHus banky o
Kommnpomeranuu;

8.1.10. bank He HECET
OTBETCTBEHHOCTH 3a YyObITkH KimeHra,

BO3ZHUKIIIME B pe3ylbTaTe yTpaThl (TIOpYH,
nepefaud, yrepu, pasriaimieHun) Kimentom
CeancoBbix Kimto4ei, TaOIUIBI CEaHCOBBIX
ximrouen, [Tapons, Komosoro ciosa.

8.2. OTBETCTBEHHOCTH K/THEHTA

8.2.1. KniueHT HeceT pUCK BO3MOXKHBIX
YOBITKOB B pe3yJibTaTe
HECaHKIMOHUPOBAHHOTO JOCTyMa TPEThUX
mur; k Cucreme, B TOM 4YHCIIe B pe3yJbTare
WCTIOJTHEHUS bankom DNEKTPOHHBIX
JOKYMEHTOB, TMepelaHHbIX B baHk OoT uMeHH
Knuenrta c HCIIOJIb30BAHUEM
npuHamiexamero  Kimmenty  CeaHCOBOro
KITFO4a.

of its obligations, arisen from the present
Terms and Conditions, if such non-execution
is conditioned by circumstances of the acts of
God, as well as by decisions of legislative,
judiciary and/or executive authorities of the
Russian Federation, as well as the Bank of
Russia, which make it impossible for the Bank
to perform those obligations; payments delays
due to the fault of the Bank of Russia; military
actions; natural disasters and other disasters
taking place in the regions, officially
announced as impacted by the above
mentioned circumstances;

8.1.6. The Bank does not bear
responsibilities for the circumstances of
violation of requirements and provisions of the
present Terms and Conditions by the Client;

8.1.7. The Bank does not bear
responsibilities for the circumstances of
performance faults of the Channels of Access;

8.1.8. The Bank does not bear
responsibilities for the System operations fault
in the result of actions of third parties;

8.1.9. The Bank does not bear
responsibilities for the losses of the Client
caused due to late notification to the Bank on
Compromise;

8.1.10. The Bank does not bear
responsibilities for the losses of the Client
caused due to loss (damage, transfer, loss,
disclosure) of Session Keys, the Table of
Session Keys, Password and Memorable
Word.

8.2. LIABILITIES OF THE CLIENT

8.2.1. The Client bears the risk of
possible losses in the result of unauthorized
access of third parties to the System, including
in the result of execution of electronic
documents by the bank transferred to the Bank
on behalf of the Client by means of using the
Session Key belonging to the Client.

8.2.2. The Client bears responsibility
for the accuracy and relevance of all data
transferred to the bank upon conclusion and
implementation of the present Agreement. In
case of changes related to the information




8.2.2. KiineHT HeceT OTBETCTBEHHOCTh
3a MpPaBWIBHOCTb M aKTyaJbHOCTh BCEX
CBENIeHUH, cooOIaemMbix UM baHky, mpu
3aKJIIOYEHUM W HUCHOJHEHHHM HACTOSIIETO
HoroBopa. Ilpu wu3MeHEHUM YyKa3aHHOH B
3asBIEHUN O TPHUCOCIUHEHUU K Y CIOBUSIM
unpopmanuu, KioueHT 00s13aH HeMeaJeHHO
YBEIOMUTH 00 3TOM baHK B TUCHMEHHOM BUJIC
npu Ju4HOM siBke B bank. B ciywae, eciu
Kiuent napyimiaer mopsiiok HCHOJIb30BaHUS
CucremMpl B YacTH HCIIOJIHEHUS CBOEH
00sI3aHHOCTH 1O TPEJOCTaBIECHUI0 baHKy
nocToBepHOM HMHGoOpMau  (0OHOBJICHHOU
nH(pOpMaNUK B cllydae ee M3MEHEHUs ), baHk

BIIpaBE€  IPUOCTAHOBUTH  HCIIOJIb30BaHUE
Knuentom Cucremsl. Jo MOMEHTa MOJIy4eHUS
bankom  yBenomnenus — Kimenta 00

M3MEHEHUH KOHTAKTHOW mHpopmaryu, bank
HE HECET OTBETCTBEHHOCTH 3a HEIIOJIy4YEHUE

W HECBOEBPEMEHHOE MOJIy4eHHE
HanpasieHHON KilneHTy KoppecnoHAeHInH, a
KimeHnt HeceT Bce PHUCKH BO3MOXKHBIX

YOBITKOB, BBI3BAaHHBIX HEIOIYYCHHEM WIIH
HECBOEBPEMEHHBIM MOJIy4YEeHUEM
HanpasieHHON KineHnTy KoppecnoHaeHINH.

9. MBMEHEHWE yCJI0BUUA

9.1. YcnoBust MOTYT OBITHh M3MEHEHBI
no wuHUNMaTuBe baHka myTeM BHeECEHUs
W3MEHCHHUI W/UIN JOIOJIHCHHUI B Y CIIOBUS, B
TOM 4YHCJI€ TYyTeM YTBEpPKICHUS HOBOMU

penakuuu Vcnosuid, B MOPAJIKE,
YCTAaHOBJICHHOM  HACTOSALIUM  pa3lieioM
Ycnosuit.

9.2. Jlma BCTyIUIGHUS B  CHIY

M3MEHEHHUH /WM JTOTIONIHEHUH, BHECEHHBIX B
Ycnosus bankom, bank 06s13aH onmy0MKoBaTh
nHpopMaInio 00 U3MEHEHUSX B COOTBETCTBUH
¢ pazoenom 10 YcioBuid.

9.3. U3sMeHeHUs W/WMIHM NOMOJHEHUS B
YcnoBus, BHeCeHHbIe BaHKOM, BCTYMamOT B
cuiny no ucteuenuu 10 (aecstv) KaneHJapHbIX
nHeW ¢ garel  omyOnukoBaHust  bankom
uHpopmanuu 00 OSTUX H3MEHEHUSX W/WIH
JOTIOTHEHUSAX JUOO C JaThl BCTYIUICHUS
W3MEHEHUN W/WUIH JOTOIHEHUN B CUITY, €CIH
Takas Jara yKa3aHa B OIyOJUKOBaHHOM
unpopmanuu, HO He panee 10 (mecsTn)
KaJIeHJAApHBIX JTHEH C JaThl OMYyOJIMKOBAHUSA
uHpopMaluu.

mentioned in the Application on affiliation to
the Terms and Conditions, the Client is obliged
to notify the bank on those changes
immediately in a written form and in-person
visit to the Bank. Provided that the Client
violates the procedure on using the System
related to implementation of own obligations
with regards to providing the Bank with
accurate information (updated information in
case of its change), the Bank reserves the right
to suspend the use of System by the Client. Till
the moment of receiving by the Bank a
notification from the Client on changing
contact information, the Bank does not bear
responsibility for non-receipt or delayed
receipt of correspondence directed to the
address of the Client, and the Client bears all
the risks of possible losses, related to non-
receipt or delayed receipt of correspondence
directed to the address of the Client.

9. CHANGE IN THE TERMS AND
CONDITIONS

9.1. The present Terms and Conditions
may be changed by the initiative of the Bank
via making adjustments and/or amendments in
the Terms and Conditions, including via
verification of the new edition of the Terms
and Conditions, according to the procedure
stipulated by the present section of the Terms
and Conditions.

9.2. The Bank is obliged to publish
information on changes according to section
10 of the present Terms and Conditions for the
mentioned adjustments and/or amendments to
enter into force.

9.3. Adjustments and/or amendments
in the present Terms and Conditions, made by
the Bank, enter into force after 10 (ten)
calendar days as of the date of publication of
information by the Bank on such adjustments
and/or amendments, either as of the date of
entering into force of adjustments and/or
amendments, if such date is mentioned in the
published information, but not earlier than 10
(ten) calendar days as of the day of publication
of information.

In case of changes in the legislation of
the Russian Federation, the Terms and
Conditions, till the moment of their adjustment
by the Bank, are applied insofar as they do not
conflict with the requirements of the
legislation of the Russian Federation.




B ciay4dae U3MEHEHUS
3akoHonarenscTtBa Poccuniickoit denepanuu
VYcinoBus, 10 MOMEHTa MX H3MEHEHMs
BaHKOM, IMPUMCHATIOTCA B 4qacCTu, HE
IIpOTHBOpEYaILeit TpeOOBaHUAM
3akoHonarenscTBa Poccniickoit denepanun.

9.4. KnueHT 00s3aH HE PEKe OJHOTO
paza B 10 (mecsiTh) KaneHIApHBIX JHEH
3HAKOMHTBHCS ¢ MH(pOpMAIUeH, myOaIuKyeMon
bankom B cootBercTBHHM C pazderom 10
VcaoBuid.

9.5. B ciyuae Hecormacus Kimenra c
M3MEHEHUSIMU u/unn JIOTIOJTHEHUSAMU,
BHECCHHBIMH B YCIIOBHS, WJIH YCIOBUSIMH
HOBOHM pepakuuu Ycnosuid, Kiment Bmpase
pacTOpruyTh Horosop B HIOPSAKE,
YCTaHOBJICHHOM B pa3zdene 11 Ycnouid.

9.6. B cnyuae, ecnu 0 BCTYIUICHUS B
CIIIy OINyOJMKOBAaHHBIX BaHKOM HW3MEHEHUN
W/WK JIOTIOJIHEHUH, BHECEHHBIX B Y CIIOBUS,
bank He momyumn ysemomusenusi Kimmenra o
pacTopKeHuu JloroBopa, CropoHsl
MPU3HAIOT, YTO YKa3aHHBIC M3MEHEHUS W/WJIH
JIOTIOJTHEHUS B Y clIOBUS TPUHATHI KireHToM.

9.7. BaHk He HeceT OTBETCTBEHHOCTH,
ecmn uHopmanus 00 HM3MEHEHHH W/WIN
JIOTIONIHEHUU Y CIIOBUHM, OMYyOJIIMKOBAaHHAs B
MOpsIKE W B CPOKH, YCTAaHOBJICHHBIC
VYcnoBusiMu, He Obula MOJydyeHA W/MIH
W3y4YCHA W/WIM TPaBWIBHO HCTOJIKOBAHA
Knnentom.

9.8. JIroOple W3MEHEHHSI  W/WUIU
IONIONIHEHUST B YCIHOBHS C MOMEHTa HX
BCTYIUICHUS B CHITY PAaBHO PacpOCTPAHSIOTCS
Ha BCEX JIUI, NPHCOCAWHUBIIUXCI K
YcnoBusM, B TOM YHCIIEe TPUCOSTUHUBIINXCS
K YcCloBHSAM paHee JaThl BCTYIUICHUS
W3MEHEHUN W/WIH JOTIOTHEHUN B CUITY.

10. ONYBJINKOBAHUE

UHO®OPMALUUUN

10.1. [Tox Omy0IMKOBaHUEM
uHpopManud B YCIOBUAX TOHUMAETCS
pa3mereHue bankom nH(pOpMAIIHH,

MpeycCMOTpEHHOK J[OroBOpoM, B MeCTax H
croco0aMy, YCTaHOBJIEHHBIMH Y CIIOBUSMHU,
00eCcreunBaIUMU BO3MOYXHOCTh

9.4. The Client is obliged to get
familiarized with the information, published
by the Bank according to Section 10 of the
present Terms and Conditions at least one in
10 (ten) calendar days.

9.5. Provided that the Client disagrees
with the adjustments and/or amendments,
made in the Terms and Conditions or with the
conditions of the new edition of the Terms and
Conditions the Client reserves the right to
cancel the Agreement according to the
procedure mentioned in Section 11 of the
present Terms and Conditions.

9.6. In case the Bank receives no
notification from the Client on cancellation of
the Agreement prior to entering into force of
the adjustments and/or amendments of the
Terms and Conditions published by the Bank,
the Parties acknowledge that the mentioned
adjustments and/or amendments of the Terms
and Conditions are accepted by the Client.

9.7. The Bank bears no responsibility if
the information on adjustments and
amendments of the Terms and Conditions
published according to the procedure and
within the deadlines, established by the present
Terms and Conditions, was not received and/or
studied and/or properly interpreted by the
Client.

9.8. Any adjustments  and/or
amendments in the Terms and Conditions, as
of the day of entering into force, equally refer
to all parties affiliated to the Terms and
Conditions, including parties affiliated to the
Terms and Conditions earlier dates of entering
into force of adjustments and/or amendments.

10.PUBLICATION OF INFORMATION

10.1. Under publication of information
on Terms and Conditions it is understood a
publishing of information by the Bank,
stipulated by the Agreement, in places and by
means established by the Terms and
Conditions, providing with a possibility to
familiarize the Clients with that information,
including:
— information published in the
corporate Internet site of the
Bank www.evrofinance.ru;




O3HAKOMJIEHHSI C  DTOH
Knuentos, B ToM 4ucie:
— pasMerieHuss uHGOpPMAIMU  Ha

nHpopmarmen

KOPIOPAaTUBHOM WNHuTepHeT-
caire banka
www.evrofinance.ru;

—  pa3MemieHus OOBSIBICHUH Ha
CTEH/1ax B ¢dwimanax,
JOTIOJIHUTEIBHBIX ~ opucax U
JIPYTUX CTPYKTYPHBIX
NO/Apa3IeNICHUsX banka,
OCYIIECTBJISIOIIUX
obcnyxuBanue KinneHnros;

—  UHBIMH criocodamu,
MIO3BOJISIOILUMU Kimenry

MOJYYUTh HH(POPMAILIHUIO.

10.2. OmnyOnukoBanue YCJIOBHH U
uHpOpMAIIMK HE 03HAYaeT UX 0053aTEIBHOTO
pacrpoCcTpaHeHHsT Yepe3 CPeACcCTBa MacCOBOM
nHpopMaIuu.

10.3. MowmenTom nyOIuKaIuu
YcnoBuii 1 uHGOpMAIINH, a TAK)KE MOMEHTOM
o3HakomsieHus Kimenra ¢ ony0IMKoBaHHBIMU
YcnoBusmu U uHpOpManMenr —cyuTaeTcs
MOMEHT MX TI€pBOr0 pa3MElICHHUS Ha
KopriopatuBHOM MHTepHeT-caiiTe banka.

10.4. Onmnosemenne Kimenta 1o
BOIIPOCAM, CBSI3aHHBIM C  HCIIOJHEHUEM
JloroBopa, B TOM umciie onopemienne Kivenra
00 orpaHMyYeHuN / MPUOCTAHOBIIEHUHU AOCTYIIA
k Cucreme, 6mokuposanuu I[aposns, Tabmuisr
CEAHCOBBIX KIIIOUECH 110 WHHIMATHBE baHka,
ocyuiectBisiercss  bankoM 1o HoMmepy
tenedona, ykazanHomy  Kimentom B
KOHTakTHOM uHpopmanuu 3asBICHUS O
MIPUCOCTUHCHUH K Ycnosusm, c
MOCJIEIYIOIMM HAaMpaBlI€HUEM MHUCHbMEHHOTO
YBEIOMJICHHSI TI0  aJipecy, YKa3aHHOMY
Knuentom B  KOHTakTHOW  wHQOpManmu
3asBJICHUS O MPHUCOCAVMHEHUHU K Y CIOBHSIM.
bank He HeceT OTBETCTBEHHOCTH  3a
HETaTUBHBIE TIOCIIEJCTBUS, KOTOPHIE MOTYT
BO3HUKHYTh y  KimeHta  BcnencTtBue
HETIONy4YeHus1  yBegomJieHus oT  banka
yKa3aHHBIMH BBIIIE CIIOCOOAaMH B CBSI3U C
HEJIOCTOBEPHOCTHIO/HEAKTYaATbHOCTHIO
uHpopmanuu, ykazaHHo Kimentom B
KOHTAaKTHOW MH(OpMaInH, a TaKKe B CBS3H C
HeIoCTYNMHOCThI0 st KimeHTa yka3aHHBIX
CITOCOOOB CBSI3H.

— allocation of announcements on
stands in branches, additional
offices and other structural units
of the Bank rendering services to
the Clients;

— in other ways allowing the Client
to get information.

10.2. Publication of Terms and
Conditions and information does not mean
their mandatory distribution via mass media.

10.3. The moment of publication of
Terms and Conditions and information, as well
as the moment of Client’s familiarization with
the published Terms and Conditions and
information is considered to be the moment of
their first placement in the corporate Internet
site of the Bank.

10.4. Notification of the Client on
issues related to the implementation of the
Agreement, including notification of the Client
on suspension / restriction of access to the
System, blocking of Password, the Table of
Session Keys on the initiative of the Bank, is
carried out by the Bank via the telephone
number mentioned by the Client in the contact
information of the Application on affiliation to
the Terms and Conditions, with subsequent
postal mailing of a written notification to the
address mentioned by the Client in the contact
information of the Application on affiliation to
the Terms and Conditions. The Bank does not
bear responsibility for negative circumstances
that may be arisen for the Client in the result of
non-receipt of the notification sent by the Bank
by means of above mentioned methods due to
inaccuracy/irrelevance of the information
mentioned by the Client in the contact
information, as well as due to unavailability of
the mentioned means of communication for the
Client.

11.PERIODS OF VALIDITY AND
PROCEDURE ON AGREEMENT
CANCELLATION

11.1. The Agreement enters into force
as soon as the Client receives notification on
registration of the Client in the System.




11. CPOK QEWACTBUS W TOPSLOK
PACTOP)XEHWS1 JOrOBOPA

11.1. JoroBop BcTymaer B CHIy C
MOMEHTa MOJTy4eHUS Knuentom
VYBenomiieHus o peructparuu KimeHTta B
Cucreme.

11.2. JloroBop neHCTBYET /10 MOMEHTA
MPEKpaIeHUs] BCEX JOTOBOPOB OaHKOBCKOTO
cyera (3a UCKIIFOYCHHEM CUeTa JIJIsl PacueTOB C
WCIOJIb30BaHUEM  OAaHKOBCKUX  KapT) W
JIOTOBOPOB 0aHKOBCKOTO BKJIaJa,
3akimodeHHBIX KianenTom ¢ bankom.

11.3. Horosop MOXET  OBITh
pacTtoprayT 1o TpedoBanuto oHoi n3 CTOpoH
B CJICAYIOIIEM TOPSIJIKE:

11.3.1. B cimydae pacTOpKeHHS
JoroBopa mno wuHunuatuBe banka, baHk
yBegomisier 006 atoM Kimenra He moznHee,
yeMm 3a 14 (ueTblpHaALaTh) KaJeHAApHBIX JHEH
10 JaThl pacTop>keHus HoroBopa
[IOCPEJCTBOM HAINpaBiICHUS COOOIIEHUS IO
nouroBoMy anpecy Kimenrta, cooOiieHHOMY
uM 1pu 3akmoueHun Jlorosopa, mnmbo ¢
nomoInpio CucTeMsl, MO0 MHBIM CIIOCOOOM,
YCTaHOBJICHHBIM Y ciioBUsIMU. O0s13aTeNbCTBA
banka 1o mpueMy W HUCIOJHEHUIO
Pacniopsixenuit u/unm COOOIIEeHUH
cBoOOgHOrO (opmMara ¢ HCIOJIB30BAaHUEM
CucreMbl CUMTAIOTCA MNPEKPAIICHHBIMH C
JaThl ¥ BpEMEHH, YKa3aHHBIX B YBEJJOMIICHUH.

11.3.2. B cimydae pacTOp>KeHHS
JHorosopa no mnaunuaruse Knuenra, Knuenr
yBegomisier 00 3tom  bank  mytem
HaIpaBJICHUsl YBEIOMIIEHHSI O pPacTOPKEHHH
Horosopa mno Cucreme nubo myTeMm
NpPEACTaBICHUsT B  baHK  IMCBMEHHOIO
yBeOMJIEHHsSI O pacTopxkeHuu JloroBopa, npu
IMyHOU siBKe B bank. JloroBop cuuTaercs
PacTOPrHYTHIM C J1aThl perucTpauuu bankom
YKa3aHHOTO YyBEIOMJIEHHUS, IIpH YCJIOBUU
orcyrctBusi 'y KimeHnta o00s3aTenbcTB 1O
MOTalleHUIO Tepes; baHkoM 3a10KEHHOCTH
no Jloroopy. Ilpu Hamuuum yKa3zaHHBIX
00513aTeJIbCTB 10 NOTAIEHHUIO 33/I0JPKEHHOCTH

rnepexn banxom Horosop CUUTaAETCs
pacTOPrHyTHIM C MOMEHTa HCIIOJHEHUS
00s3aHHOCTM 1O  OIUIaTe  YKa3aHHOM
3aJJ0JDKEHHOCTH.

Bce PacriopspkeHust u/mim cooOIIeHust
CBOOOTHOTO ¢dopmara Knuenra,

3aperuCTpUpOBaHHbIE baHKOM 110 MOMEHTa
nojiyueHuss  ysenomsieHus  Knmenra o

11.2. The Agreement is effective till
the moment of cancellation of all agreements
on bank accounts (except the accounts for
settlements by using bank cards) and bank
deposit agreements, signed between the Client
and the Bank.

11.3. The Agreement can be canceled
upon request of one of the Parties according to
the procedure as follows:

11.3.1. In case of Agreement
cancellation by the initiative of the Bank, the
Bank notifies the Client on it not later than 14
(fourteen) calendar days prior to the date of
Agreement cancellation by means of sending a
message to the post address of the Client,
mentioned by the latter upon conclusion of the
Agreement either by means of the System, or
by any other means established by the Terms
and Conditions. The obligations of the Bank on
acceptance and execution of Orders and/or free
format messages by using the System are
considered terminated as of the date and time,
mentioned in the notification.

11.3.2. In case of Agreement
cancellation by the initiative of the Client, the
Client notifies the Bank on it via transferring a
notification on Agreement cancellation by
means of the System either by means of
submitting to the Bank a written notification
on Agreement cancellation upon in-person
visit to the Bank. The Agreement is considered
cancelled as of the date of registration of the
mentioned notification by the Bank provided
that the Client has no debt service obligations
to the Bank under the Agreement. In case of
presence of such debt service obligations to the
Bank, the Agreement is considered cancelled
as of the moment of performance of
obligations on payment of the mentioned debt.

All Orders and/or free format messages
of the Client, registered in the Bank till the
moment of receiving the notification of the
Client on Agreement cancellation are subject
to execution by the Bank according to the
mentioned Terms and Conditions.

As of the moment of receiving the
notification of the Client by the Bank on
Agreement Cancellation, the Bank stops




pacTop:KeHUun Jorosopa, MO/JIeKAT
UCIOJHEHUI0 baHKOM B COOTBETCTBUM C
YcnoBusmu.

C wmomeHTa mnonydeHusst bankom
yBenomsienuss Kiimenta o  pacTopikeHHH
JloroBopa baHK mpekpamaer InpueM u
3aBepuIaeT HUCIIOJIHEHUWE paHee MPUHSITHIX
Pacnopsixenuii Knuenra, cOOO0IIeHUH
cBoOOIHOTO (hopMmarTa.

B cnywae mnocrymenus B bank
yBeIOMJIEHUST O pactopxkeHuu Jlorosopa,

OTKJIFOUCHHE Kmmenra oT CucreMsl

OCYIIECTBIISETCS:
—  TEeKymHM pabo4yuM JTHEM - €CIIH
3asIBJICHUEC OT Kmnenra

noctynuiio 1o 17.30 (B naTHUILY
— 1o 16.15, B npeanpa3gHuYHbIC
nHd - 3a 1 (oamH) Yac 1o
OKOHYaHusi  pabouero  JHf,
YCTaHOBJIEHHOI'O TPUKA30M IO

banky, omyOJIMKOBaHHOM B
HOpsiZIKE, IPEeTyCMOTPEHHOM
pazoenom 10 YcnoBwii)

TCKYLICTO pa6oqero JHA,

—  cIenymlolluM paboyuM JHEM -
ecnu 3asBieHue oT Kimenrta
nocrynwio tmocie 17.30 (B
natHuny - ¢ 1615, B
npeanpa3HAYHbIE JHA — MEHEe
yeM 3a | (oamH) dYac 10
OKOHYaHusi  pabodero  JHf,
YCTQHOBJICHHOTO MPHUKA30M 110

banky, omyOJIMKOBaHHOM B
HOpSIIIKE, IpeyCMOTPEHHOM
pazoenom 10 Y cnoBwif)

TEKyIIero padouero JHA WIH B
m000€ BpeMs BBIXOJHOTO WJIH
MPa3AHUYHOTO JTHS.

11.4. TlpekpaiieHue 0053aTeNbCTB IO

JloroBopy  HE  BieYeT  NpPEKpaleHHs
00s3aTeNBCTB O  MHBIM  JIOTOBOpaM
(cornmameHusM),  3aKIIOYEHHBIM  MEXIY

Knnenrom u baukom.

accepting and finalizes the execution of early
Orders and free format messages of the Client.

In case the Bank receives notification
on Agreement cancellation, the Client is
removed from the System as follows:

— onthe currentworking day - if the
Application from the Client was
received till 17:30 (on Friday —
till 16.15, on holidays - 1 (one)
hour prior to the end of the
working day, stipulated by the
order for the Bank, published
according to the procedure,
stipulated by the Section 10 of

the  present  Terms  and
Conditions) of the current
working day;

— on the next working day - if the
Application from the Client was
received after 17:30 (on Friday —
after 16.15, on holidays - less
than 1 (one) hour prior to the end
of the working day, stipulated by
the order of the Bank, published
according to the procedure,
stipulated by the Section 10 of
the  present  Terms  and
Conditions) of the current
working day or at any time on
weekends and holidays.

11.4. Cancellation of obligations under
the Agreement does not bring to cancellation
of obligation wunder other agreements
(contracts) signed between the Client and the
Bank.




NPUJIOXEHMUE 1. 3AABJIEHUE O IIPUCOEJUHEHUU K YCJIIOBUAM
APPENDIX 1. Application on affiliation to the Terms and conditions

3ASBJIEHUE
0 NPUCOEIMHEHUHU K Y CJIOBUSM JMCTAHINOHHOI0 0AHKOBCKOI0 00c/1y:KUBaHUS PU3NYECKUX JINLL
nocpeacreom Cucremnl EuroLink 8 AO AKb «kEBPO®UHAHC MOCHAPBAHK»

APPLICATION
on affiliation to the Terms and conditions on remote banking services rendered to physical entities via
EuroLink system in Evrofinance Mosnarbank.

damumust/Surname

Hms/Name

OrtyectBo (npu Hannuuu)/Patronymic
name (if available)

Hara poxxaenns/Date of Birth

I'paxaancteo/Citizenship




JIOKyMEHT, y10CTOBEPSAIOILNI
JIMYHOCTH (HAUMEHOBAHUE, CEPHS,
HOMep, KOrJa U KeM BblaH)/
Personal identification document
(name, series, number, date of issue,
issued by)

Anpec peructparyn/
Address of registration

Agnpec poxuBaHus/
Residential address

Anpec nns
koppectonaeniun/Address for
correspondence:

KonraxtHas napopmanus/
Contact information:

Jomamrauit Tenedon/
home telephone number

Mo6unbHbIi Tenedon/
mobile telephone number

Crnyxe0nblii Tenedon/
office telephone number

®dakc/Fax

AJlpec 3NIEKTPOHHON MOYTHI/
e-mail address

KommenTapun (Bpems 3BoHKa u 11p. )/
comments (time of call, etc.)

Konosoe cinoBo/Code word:

Jlorun (ue 6omnee 10 cumBoIoB)/
Login (10 symbols max)

JononuurenbHas nHGopManus/
Additional Information:

Koo knuenma 6 ABC Banka/Client’s Code ir
Automated Banking System of the Bank:

MNe kapmounoeo cuema, omkpsimo2o 6
Banke/ Ne of the card account, opened
in the Bank:

Hacrostiimum 3asBIIsII0 0 MPUCOSAMHEHUN K JESHCTBYIONICH peAakui Y CIIOBUI TUCTAHIIMOHHOTO OAHKOBCKOTO
obcyxuBanus pusnueckux nun nocpencrsom Cucremsl EuroLink 8 AO AKB «kEBPOOMTHAHC MOCHAPEAHK»
(manee — YcioBus) B HOpsIKE, MPeIycMOTpeHHOM cratheid 428 I'paknanckoro xonekca Poccuiickoit @enepanuu.
Bce nonoxxenust Y cnoBuii pa3bsCHEHBI MHE B ITOJTHOM 00beMe, BKIIIOYasi OTBETCTBEHHOCTH CTOPOH, Tapudsr AO AKb
«EBPO®ITHAHC MOCHAPBAHKY, cnydan u mopsaok yBeAOMIIEHHI 00 omeparusax, COBEPIIAEMBIX 110 MOWM
0OaHKOBCKHM CYE€TaM C HCIOJIL30BAaHUEM QJICKTPOHHOTO CpCACTBA IJIATCKAa M MNOPSAJAOK BHCCCHHSA B YcaoBus
W3MEHEHUH U JOTOTHEHUH.

Hereby | apply for affiliation to the effective edition to the Terms and Conditions of the Remote Banking Services
rendered to physical entities by means of EuroLink System in Evrofinance Mosnarbank (hereinafter referred to as
Terms and Conditions) according to the procedure stipulated by Article 428 of the Civil Code of the Russian
Federation. All the provisions of the Terms and Conditions have been explained to me in their full extent, including
the liabilities of the Parties, rates of Evrofinance Mosharbank, cases and procedure of notification on transactions



conducted on my accounts by using electronic payment instrument and the procedure on making adjustments and
amendments in the Terms and Conditions.

Ipomy mpenoctaButh MHE noctyn kK CHCTeME JMCTAHIMOHHOTO OaHKOBCKOro obOcmyxupanus AO AKDB
«EBPO®OMMHAHC MOCHAPFAHK» EuroLink u o0eciednth BO3MOMHOCTH €€ HCIIOIB30BAHUS I
JUCTAHIIUOHHOTI'O 0OaHKOBCKOI'O O6CJ’Iy>KI/IBaHI/I5[ B COOTBETCTBUU C Y CJIOBUSIMU.

Please provide me with access to the Remote Banking System of Evrofinance Mosnarbank, EuroLink and ensure
possibility of its use for remote banking services according to the Terms and Conditions.

ITloonuce Damunus U.0.
Signature Print name

|}
3anmoansierca bankom
To be filled in by the Bank

3asBieHue IIPUHATO B JacoB MUHYT « » T.
The present Application is accepted at hours minutes

Pabornuk banka: « » T.
Employee of the Bank: TMoanwucek @amunus 1.0.
Signature Print name

MPUJIOKEHUE 2. 3ASIBJIEHUE O MOJYYEHUU TABJUIbI CEAHCOBBIX KJIIOUEH

APPENDIX 2. APPLICATION ON ACQUISITION OF TABLE OF SESSION KEYS

B AO AKb «kEBPO®UHAHC MOCHAPBAHK»
Evrofinance Mosnarbank
ot/from

@.1.0./print name

JIOKYMEHT, YJOCTOBEPSIONINI THYHOCTh/
personal identification document:

HauMeHOBaHue, cepust, Homep, 0ama ebloadu
name, serial number, date of issue

azgpec perucrparn/
address of registration:

ajipec MPOXKUBaHMUs/
residential address:

3asBieHHe
0 nostyyeHuH TabauIbl ceaHCOBBIX KIKYeii

Application
on acquisition of Table of Session Keys



or/dated “__ ” 20

[porry B COOTBETCTBUU C Y CIOBHSIMH JUCTAHIIUOHHOIO OAHKOBCKOTO OOCITY>KUBaHHS (DU3MYCCKHUX JTUI]
nocpencteom cucrembl EuroLink 8 AO AKB «<EBPOPMTHAHC MOCHAPBAHK» BeinaTs Mue Tabmiuiry ceaHCOBBIX
KJIIOYei.

Please provide me with a Table of Session Keys according to the terms and conditions on remote banking
services rendered to physical entities via EuroLink system in Evrofinance Mosnarbank.

Tloonuce Damunusa U.0.
Signature Print name

3anmoansierca bankom
To be filled in by the Bank

3asgBICHUE IPUHATO B 4acoB MHHYT «_» I.
The present Application is accepted at hours minutes
Pa6ortHuk banka: « » T.
Employee of the Bank: TMoanwucek @amunus 1.0.
Signature Print name

Beimeykazannbsie  cpenctBa  gocrynma kK Cucreme «EuroLinky AO AKB «EBPO®UHAHC
MOCHAPBAHK» nomyumn. IloarBepxnaro, 4ro Ha BbLAaHHONH TaOmuie ceaHCOBBIX KIIIOUEH HE HapylleHa
LEIOCTHOCTh 3aLIUTHOTO CIIOSL.

I have received the above mentioned means of access to “EuroLink” System of Evrofinance Mosnarbank.
Hereby | confirm that the coherence and integrity of the protection layer of the Table of Session Keys received by
me is not broken.

TToanuce damunms, nms, otyectBo Kimenra
Signature Print name of the Client.







MNPUJIOXKEHHUE 3. PEKOMEHJIAIIUU I10
WH®OPMAIIMOHHOM BE3OIMMAHOCTH

B cBf3u ¢ y4acTUBIIMMUCS CITy4YasiMU
IIPOBEACHUS MOLICHHUYECKUX OIEepaIyii Mo nepeBory
JICHEeXKHBIX CPEJACTB C HUCIONb30BAaHHEM CUCTEM
JMCTaHIIMOHHOTO OaHKOBCKOTO OOCIY)KMBaHHMS depe3
cetb MHTepHeT M B IemAX IPeJOTBpALICHUS
HECaHKIIMOHNPOBaHHOTO nocTyma K Cueram Kimenra
CO CTOPOHBI 3JIOYMBIIIJICHHUKOB BaHK HacTOSTENbHO
PEKOMEHAYET (U3WIECKUM JIUIAM - II0JIb30BATEISIM

CucreMsl co0Jrro1aTh CIIeyIONTIE MepbI
WHPOPMAMOHHON OE30MTaCHOCTH:
e lcnons30BaTh Ha  IIOCTOSHHOM  OCHOBE

AQHTUBHPYCHOE IIPOrpaMMHOE oOecrieueHue c
TIOCIIEIHEH aKTyalIbHOI Bepcueil 0a3.

e  Perymsapno BBIIOJIHATh AHTUBUPYCHYIO
IIPOBEPKY TSI CBOEBPEMEHHOT'0 OOHAPYKEHUS
BPEIOHOCHBIX IIPOTPAMM.

e PerymipHo  ycraHaBIMBaThb  OOHOBICHUS
OTIEpallMOHHONW  cucTeMbl H  Opaysepa
WnrepHer (mocpencTBom KOTOpOTO
ocymiecTBisieTes: 1ocTyn K Cucreme).

e Bxon B Cucremy peKoOMeHAyeTCs

OCYIIECTBIIATh IO CCBHUIKE Ha OQHINAIEHOM
caiite banka. [Ipu 3TOM Becerna npoBepsiTh, 4TO
coeIMHeHUe OCYIIECTBIISIETCS o
Oe3omacHoMy mporokony https Ha amgpec
dbo.efbank.ru. AnpecHas ctpoka Opaysepa
IIpH TIePEX0/i€ Ha TOJUIMHHBIN cailT CHCTeMBI
JIOJDKHa TIOMEHSATh I[BeT Ha 3ejeHblil. B
cepTudUKaTe cepBepa B M0Je CYOBEKT JOIKHO
ObITh yKa3aHO HasBaHume cepBepa (CN =
dbo.efbank.ru) w opraEmzanus Ha HUMsA
koTopoit Beian ceprudukat (O = Evrofinance
Mosnarbank). B moire u3narenb A0KHA OBITH
yKazaHa OpraHu3alys, BeIIaBIIas cepTudurar
VeriSign nnn Thawte.
e He mnomwp3oBathcsi CuCTEMOW C TOCTEBBIX
pabounx MectT (MHTEpHET-Kade U 1p.).
e He ycranaBnuBaTh OOHOBJICHHS CHUCTEMHOTO
MIPOrPpaMMHOTO OOecrieueHusl Wi Opaysepa
WutepHer, moydeHHble OT UMEeHH baHka 1o
ANIEKTPOHHON TOYTE WM IPYTHM CIOCOOOM,
HE OTKPBIBATh CCHUIKH B TaKHUX ITOYTOBBIX
coobOmennsax. [lomyuuB Takoe cooOIIeHue,
HE3aMEeIUTENBHO co00IuUTh 00 3TOM BaHky.
e PerymsipHO TPOBOINTH CBEPKY (UHAHCOBBIX
onepanui, BHIMTOJHEHHBIX B CHCTEME.
bank pexomennyer KiueHTy y4uThIBaTh
pucku npu padote ¢ Cucremoit uepe3 cets MHTEpHET 1
MMOHUMATh, YTO UCIIOIH30BAHUE TOJIBKO aHTUBUPYCHOTO
nporpaMMmHoro obecnedenus He naet 100% rapanTuu
3aIUTBl  OT  MHPOBEACHUS  3J0YMBINIUICHHUKOM
MolIeHHn4Yeckux onepauuii B Cucreme Knuenra.

Cnenyer YYUTHIBATh camble
paclpoCTpaHEHHbIE HA CETOMHSIIHUA JEeHb CXEMBI
MOIIICHHAYECTBa B ceTd MHTepHEeT:

o  «CoumanbHblit UHXUHUPUHT -
3JI0YMBIIIJICHHUKA pacchIIaoT SMS
coobmennss OT WMeHH bamka wu mox
Pa3INIHBIMA MIpeTOTaMu TIBITAIOTCS
nonyuuts oT Kiwuenra Jlorunsi, Ilaponw,

APPENDIX 3. RECOMMENDATIONS ON
INFORMATION SECURITY

With a view to the increasing number
of fraud transactions of funds by means of remote
banking systems via Internet and for the purposes of
prevention of unauthorized access of hackers to the
Accounts of the Clients, the Bank strongly recommends
to physical entities - System users to meet the following
measures of information security:

e To use on permanent basis anti-virus software
with the last updated version of databases.

e To perform anti-virus screening on regular
basis for timely disclosure of hazardous
programs.

e To install regularly the updates of the
operational system and the Internet Browser
(which is used for accessing the System).

e |tisrecommended to access the System via the
link on the official web-site of the Bank.
Thereat, it is required to check always, that the
connection is set by the safe https protocol to
the address of dbo.efbank.ru. The address line
of the Browser upon switching to the official
web-site of the System shall be colored in
green. In the server certificate the name of the
server shall be mentioned in the subject field
(CN = dbo.efbank.ru) and the organization in
the name of which the certificate is issued out
(O = Evrofinance Mosnarbank). In the
publisher field the name of the organization
issuing out the VeriSign or Thawte.certificate
shall be mentioned.

e Do not access the System using the guest
workplaces (cyber cafe, etc.).

e Do not install updates of system software or
Internet browser received from the Bank via
electronic mail or otherwise, do not open links
in such mail messages. Inform the Bank on the
above mentioned upon receiving such
messages.

e To carry out regular checks of financial
transactions conducted in the System.

The Bank recommends the Client to consider
the risks upon working in the System via Internet and
understand that only use of anti-virus software provides
with 100% protection guarantee from fraud transactions
by hackers in the System of the Client.

It is necessary to consider the most widely
spread schemes of fraudulent activities in the Internet
for today:

e “Social engineering” — the hackers send SMS
on behalf of the Bank and under various
pretexts try to get the Client’s Login,
Password, Print Name, numbers of accounts,
cards, pin codes, etc.




®.1.0, HOMepa CYeTOB, KapT, MUH-KOJIOB U

T.I.

e «DumuHry — KnueHty npuceliaeTcs 1no no4re
WJIN UHBIM CIIOCOOOM CCHUTKA Ha MOJAETbHBIN
caliT, KOTOpPbIi MOXXET BU3YaJIbHO HE
OTIMYaThCI OT MOAJIMHHOTO, C TIPOChOOH
BBectH JloruH, [lapons Ha noctym k Cucteme
U Jpyrue NaHHbIE MOA JIIOOBIM TPEIIOroM
(uctex CpOK JeiictBus napoi,
HEOOXOANMOCTh TPOMTH JOTOJHHUTEIBHYIO
aBTOPU3ALIHUIO, Ppa30i10KHpOBKa
3a0JIOKHPOBAHHOTO JJOCTYIA U T.I1.).

e 3apaxkeHue BPEIOHOCHBIM KOJIOM -
MIPOUCXOUT qyepes pacIpocTpaHeHue
BPEIOHOCHBIX TIporpaMm depe3 HHTepHET-
pecypchbl, HampuMep, CaiThl COIMAIbHBIX
ceTell WM TOCPEICTBOM  CIIaM-PACCBUIKH
yepe3 WIEeKTPoHHYIo rouTy. [loce 3apakenns
Cuctemsl KnneHTta BUpYCOM WIIH «TPOSTHOM»
3JI0YMBIIIJICHHUK ITOJTy4aeT IOJIHbIN KOHTPOJIb
Haja CucteMoil.

IIpu ucnonezoBanuu CHCTEMBI HEOOXOAUMO
IIOMHUTb, 4TO:

Bbank He paccbutaeT coOOIIECHHS TOCPEACTBOM
SMS niaM 371€eKTPOHHOM MOYTHI C 3aIIPOCOM MOJTYyUEHUS
nanHbIX KimeHnTta nim nanssix o Cucreme.

Wudopmuposanne banmkom mo SMS (mpu
MOJKJIIOYEHNH JaHHOH  YCIIyTH)  OCYIIECTBIISICTCS
TonbKo TO (akty momyuenus bankom mo Cucreme
Paciopsoxkennss ot Knmenta w00 ucmonHeHHH
MOJTy4eHHOTO PacnopspkeHus.

B ciydae BBISBJICHUS Knuentom
MOJIO3PUTENBHBIX orepaiuii B CucteMe HEOOXOAMMO
He3aMeUTUTENbHO CBs3aThest co Ciy»k00i1 KITMEeHTCKON
MOMACPKKM 10  TejedoHaM, OmMyOJIMKOBAaHHBIM B
HOpsIIIKE, IpelycMOTpeHHOM B pazzene 10 Ycnoswuii.

e “Fishing” — The Client receives by mail or
otherwise a link to fake web-site, which can be
visually identical to the official one, with a
request to enter the Login and Password for any
reasons (Password is out-of-date, additional
authorization is required, unlocking of the
blocked access, etc.).

e Infection by a malicious code — by means of
spreading malicious programs via Internet
resources, for example, social networks web-
sites, or by spamming via electronic mail. After
infecting the Client’s System with a virus or a
“Troyan” program the hacker gets full control
over the System.

When using the System it is required to
remember that:

The Bank does not send messages via SMS or
electronic mail with a request of getting the data of the
Client or data on the System:

The Bank informs via SMS (if the mentioned
service is activated) only with regards to the receipt by
the Bank the Client’s Order via the System and
execution of the received Resolution.

In case the Client discloses suspicious
transactions in the System, it is required to refer to the
Client Support Center immediately via telephone
numbers published according to the procedure
stipulated by Section 10 of the present Terms and
Conditions.




