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YCJIOBUA JMCTAHIIMOHHOTI'O
BAHKOBCKOI'O OBCJIIY KUBAHUA
COU3NYECKHUX JIUI TIOCPEJACTBOM
CUCTEMBbI EUROLINK
B AO AKBb «<EBPO®PHUHAHC
MOCHAPBAHK»

TEPMWHbI N OTIPELETIEHUA

ACII KauenTa — a"ajor coOCTBEHHOPYYHOU TOIIIHACH
Knuenrta, ynoctoBepsromuii (akT COCTaBICHHS |

noAIMruCaHus 3J'IeKTpOHHOFO JOKYMCHTa,
nepeaaBacMoro B bauk or wumenm Kimenra ¢
HCIIOJIB30BAHUCM CI/ICTeMLI, yI[OCTOBepH}OIlII/Iﬁ

MOJUIMHHOCTh ~ TAKOTO  ODJEKTPOHHOTO JOKYMEHTa,
BKJIIIOYasg BCE €ro oO0sf3aTeNbHBIC  PEKBU3UTHI,
MO3BOJIIIOMUN ~ JOCTOBEPHO  YCTaHOBHUTh,  YTO
ONEeKTpOHHBIM NOKyMeHT ucxoautr or Knuenra. B
kauectBe ACII wucnonb3yercs Pa30Bblil ceKpeTHBIN
MapoJb.

AyTeHTH(UKALUSA — npouenypa MIPOBEPKHU
noanuHHocTy Knuenta ¢ nomomsto Jloruna, Iaposns,
Bpemennoro mapoms wiu  KomoBoro  ciosa.
ITonoxurenbHbIN pe3yJbTar AyTteHTUUKaIH
MOJTBEPKIAcT, uTo (hOpMUpPOBaHKE U repeaada B bank
DNEeKTPOHHBIX JOKYMEHTOB TIPOM3BOAMUTCA CaMUM
Knuentom.

Bauk — AKIMOHEPHBII KOMMEPYECKUIA
BAHK «EBPO®HHAHC MOCHAPBAHK»
(akmmoHepHOe  oOmiecTBO).  MecTo  HaXOXKACHUS:
121099, Poccus, r. MockBa, yin. Hoerit Apbar, 1.29.
I'enepanbnas nuuen3us banka Poccun Ne 2402.

BasloTrHble omepanuM — ONEPALUH, SIBISIOMIMECS
BAJIOTHBIMM  ONEpalUsIMd B  COOTBETCTBUU C
JIEUCTBYIOIIMM  3aKOHOAATENbCTBOM  Poccuiickoit
®denepanuu.

Bpemennblii napoJb - YHHUKaJIbHas
MOCJIE/I0BATEIILHOCTD CHMBOJIOB,
HarpaBiseMasKinnentybankommnocpencrsoMcmc-
coob1ieHns s Ha3aperucTpUPOBaHHBITHOMED "
ucrnione3yemass Knmuentom B kauectBe Ilapons mpu
nepBoM Bxoge B Cucremy, a TaKke B Ciydae
BOCCTaHOBIEeHMsA Joctyma K Cucreme  mocie
Komnpomerarmn/ yrpats! win 610KHpoBKH CHCTEMOM
ITapons w/wnu Jloruna.

JucTaHnMOHHOe OAaHKOBCKOE O0O0CIy:KMBAHHE —
npenocTabieHne bankom KimeHTy ¢ mcnoip3oBaHuEM
KananoB pmocryma BO3MOXHOCTH Tmepenadu baHKy
DONEKTPOHHBIX JIOKYMEHTOB B IENSX MPOBEICHUS
Omnepanyii, npenocTaBIeHNe BO3MOXKHOCTH Heperadn
Mexny banmkom u KimeHTOM ¢ HCmonb30BaHHEM
Kananos  nmocryna  JIoOKkyMEHTOB 1O  BKJany,
npenoctasinenne bankom KimeHTty ¢ ncnonas3oBaHnEM
Kananos nqoctyna napopMaiiiu o mosydeHHbIX B banke
Kpe€aurax, PpasMEIICHHBIX CPOYHBIX BKJIagax,
BBINTYIIEHHBIX Ha mMA KimeHTa OaHKOBCKHX KapTax,
octatkax M Omepanusix mo Cueram, WHBIX CBEICHHH,
NPE/IOCTaBICHUE  BO3MOXXHOCTHM  OCYIIECTBIICHUS
nepenuckn  Mexay bamkom u Kimmentom ¢
ucnonb3oBanueM Kananos mocryrma.

TERMS AND CONDITIONS OF
REMOTE BANKING SERVICES
RENDERED TO PHYSICAL ENTITIES
BY MEANS OF EUROLINK SYSTEM
IN EVROFINANCE MOSNARBANK

TERMS AND DEFINITIONS

EHS of the Client — an equivalent of handwritten
signature of the Client certifying the deed of drafting
and signing an Electronic document transferred to the
Bank on behalf of the Client using the System,
authenticating such Electronic document including all
its compulsory details, in order to reliably determine
that the Electronic document is coming from the
Client. A Session Key is used as the EHS.

Authentication — a procedure of the Client
authentication using Login, Password, Temporary
Password or Memorable Word. The positive outcome
of Authentication verifies that the creation and
submittal of electronic documents to the Bank is
carried out by the Client.

Bank — Evrofinance Mosnarbank. Location: 29 Novy
Arbat, Moscow, Russia, 121099. General license No.
2402 of the Bank of Russia.

Currency transactions — transactions that are
currency transactions according to the legislation of
the Russian Federation in force.

Temporary Password — a unique sequence of
symbols sent to the Client by the Bank by means of
SMS to the Registered Number and used by the Client
as a Password at first login, as well as in case of the
System access recovery after a Compromise/loss or
blocking by the System of the Password and/or Login.

Remote Banking Services — rendering by the Bank to
the Client, using the Access Channels, possibility to
transfer to the Bank Electronic Documents for the
purposes of Transactions conduction, providing an
opportunity to transfer the Deposit Documents
between the Bank and the Client using the Access
Channels and the Bank's submittal of information to
the Client on the credits obtained in the Bank, opened
term deposits, bank cards issued out in the name of the
Client, balances and Transactions on the Accounts,
other information via the Access Channels, as well as
providing possibility to hold correspondence between
the Bank and Client using the Access Channels.
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Jorosop AUCTAHIMOHHOIO 0aHKOBCKOI0
oocayxxuBanus (JoroBop) — JOrOBOp MEXIY
Knuentom u  baHkoMm, 3akIIOYeHHBIH  IyTeM
npucoequHenus Knuenta k  VYcnosusMm. Jlorosop
BKJIIOYaeT B cebd ToamucaHHOe 3asBICHUE O
MPUCOETUHEHUH K YCIOBUSIM, HACTOAILIME YCIOBUS U
Tapudsr banka.

JIOKyMeHTBbI N0 BKJIANy — 3asBJICHHC HA OTKPBITHE
CpPOYHOTO OAaHKOBCKOTO BKJIaAa, 3asBICHHE Ha
3aKpBITHE CPOYHOTO OAHKOBCKOTO BKJIAJa, W/WIIM HHBIC
JIOKYMEHTBI, HallpaBJIsIEMbIE C LIENbIO 3aKIIOUEHHS U
pacTop>KeHUsl  J0roBopa  CPOYHOTO  OAHKOBCKOTO
BKJIaza, nepeganHele Knuentom B bank unu bankom
Knuenty B Buae DIEKTPOHHBIX JOKYMEHTOB C
ucnons3oBanueM Kananos nocrymna.

3asiBileHHMe O IIPMCOCAMHEHUHM K YCIOBHAM —
MMICHbMEHHOE BOJIeH3bsABIeHne KilMeHTa 3aKII0YUTH
Horosop.

3aperucTpupoBaHHBI/i HOMEP — HOMEP MOOIIBHOTO
teneona, ykasaHHbli KimeHtoM B 3asBicHHH O
MPpUCOCANHEHNUU K VcnoBusM WM 3asBJICHUH O CMEHE
HOMepa MoOUITBEHOTO TenedoHa s reneit JJoroopa.

Kanan pgoctyma — KaHanm mepefadyd OJIEKTPOHHBIX
JOKYMEHTOB, 00CITy)KHBaHHE o KOTOPOMY
HPOU3BOUTCS c HCIIOIBb30BaHHEM
CIICIIHATM3UPOBAaHHBIX TEXHUYECKUX CpencTB
(Uareprer) ©Oe3 yuactmsa paboTHHKOB  baHka,
obecrevnBarwIunii Kimenram BO3MOHOCTB
caMocToATeNbHO (hOpMHPOBaTh M TepenaBath B baHk
DJIeKTPOHHBIE JOKYMEHThI M TMOJNydaTb OT baHka
ONEeKTPOHHBIE TOKYMEHTHI.

Kanenr - ¢usnueckoe U0, PE3UACHT WIH
Hepe3uaeHT Poccuiickoit @enepannu, nmeromee Cuera
B baHke, OTKpbIThIE Ha OCHOBAaHWU JIOTOBOpA
0aHKOBCKOTO cueTa (HE Kacalomerocs CYeTOB IS
pacyeToB ¢ UCIIOJF30BaHUEM OAaHKOBCKHX KapT) W/IITH
JIOTOBOpA CUeTa BKIIA/Ia «J0 BOCTPEOOBAHUS.

Kon J0CTyNa - YeTbIPEX3HAYHbIN KO/,
ycTaHaBiMBaeMblii KIMeHTOM B MOOWIBHOH Bepcuu
Cucremsr EuroLink, mist 6eicTpoii AyTeHTHOHKAIHH.

KonoBoe ci10BO — moCIeI0BaTENIEHOCTE CHMBOJIOB,
u3BecTHas Tosibko Kimenty u banky, ncnonbzyemas
g Ayrentndukanun Kimenta npu oOcimyKUBaHHN
gepe3 CnyxOy KIHeHTCKOH mnoaaepxkku. Komosoe
CJIOBO MOJKET MCTIOJIb30BAaTHCSI MHOTOKPATHO.

Komnpomeranusi — yrpata KimeHTOM KOHTpOJIS Han
3aperucTpupoBaHHBIM HOMEPOM, a TaKXke yTpara
bankom wmim KnmeHToM yBepeHHOCTH B TOM, YTO
KoH(uAeHuHansHas nHpopmanus (Jlornn, BpemenHbIit
napoib, Ilaposns) He MoXeT OBITh HCIIOJIB30BaHA
TPETHUMHU JIMLAMH.

Jlorun —  yHUKallbHas MOCJIEI0BATENLHOCTD
OYKBEHHBIX/ITU(PPOBBIX CHMBOJIOB, HUCIOJb3yeMas s
Ayrtenrndukarmmn  Kimmenta B Cucreme. Ilpu
peructpanyu Kienra B Cucreme Jlorun hopmupyercs

Remote Banking Services Agreement (the
Agreement) — an agreement between the Client and
the Bank concluded through affiliation of the Client to
the Terms and Conditions. The Agreement includes a
signed Application on affiliation to the Terms and
Condition, these Terms and Condition, and the Rates
of the Bank.

Deposit  Documents— an  application  for
opening/closing a time deposit and/or other
documents submitted in order to make or terminate the
time deposit agreement that the Client submitted to the
Bank or the Bank submitted to the Client in the form
of the Electronic Documents via the Access Channels.

Application on affiliation to the Terms and
Condition — a written expression of the Client’s will
to enter into an Agreement.

Registered Number — a mobile telephone number
specified by the Client in the Application on affiliation
to the Terms and Condition or an Application on
changing the mobile telephone number for the
purposes of the Agreement.

Access Channel — electronic documents transfer
channel, which is serviced by means of special
technical tools (Internet) without engagement of the
employees of the Bank, providing the Clients with an
opportunity to generate and transfer to the Bank
electronic documents on their own.

Client — a physical entity, resident or non-resident of
the Russian Federation, holding Accounts in the Bank
opened under the bank account agreement (that is not
related to any settlement accounts with bank cards
linked to them) and/or the "on-demand" deposit
account agreement.

Access Code — a four digit code which is set by the
Client in the mobile version of the EuroLink System
for fast Authentication.

Memorable Word — a sequence of symbols, known
only by the Client and the Bank, used for
Authentication of the Client when dealing with the
Client Support Service. The Memorable word can be
multiply used.

Compromise — loss of control by the Client over the
Registered Number, as well as loss of confidence by
the Bank or the Client with regards to the fact that the
confidential  information ~ (Login, = Temporary
Password, Password,) cannot be used by the third
parties.

Login—a unique sequence of alphanumeric characters
used for the Client Authentication in the System.
When the Client is first registered in the System the
Login is generated for him/her automatically. The



http://context.reverso.net/translation/english-russian/alphanumeric+characters+and
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ABC B aBTOMaTHMdeckoM pexume. B mocneacTBun
Knuent BnpaBe wu3menuts JloruH B mopsjke,
YCTaHOBJICHHOM Y CIIOBUSIMH.

Omnepatop  cepBuca  (Omepatop) -  3AO0
«bUNIMHTOBBII LIEHTP» (MHH 5401152049,
mectoHaxoxaenune: 630128, r. Hoocubupck, yi.
WmxenepHast, n.4a), okasbiBatomiee baHky ycinyru 1o
obecnieueHnI0 HHPOPMAITMOHHOTO ¥ TEXHOJIOTHIECKOTO
B3aumozeiicTeus Mexay bankom u Knuenrom.

Onepauusi — He NpPOTHBOpeYalas ICHCTBYIOIIEMY
3aKOHOJaTeNbCTBY Poccuiickoit @enepanuu onepaunus
10 PaCTIIOPSHKEHUIO IEHEKHBIMU cpencTBaMu Kinerra,
ucnonHsiemass baHkOM Ha OCHOBaHMHM JDJIEKTPOHHBIX
HOKyMeHTOB, nepe,uaBaeme B COOTBETCTBUHU C
YcnoBusamu.

IMapoas  —  mocienoBaTEIbHOCTH CHUMBOJIOB,
CaMOCTOATENBHO co3faHHas KimeHToM, ucrnonbs3yemast
it Ayreatudukarny KinrenTta npu o6cykxuBaHuH 110
Kanamam moctyna. I[laponp MOXKeT HCIIOIBb30BaTHCS
MHOTOKPATHO.

Pacnopszkenne  —  DIEKTPOHHBIM  JIOKYMEHT,
colepxaii pacnopsokeHne KimeHTa Ha coBepIeHne
ONHOM wiIuM HeckoJNbkuX Onepauuid, nepeIaHHbIA
Knuentom banky ¢ wucnons3oBanueM Kananos
JlocTyma.

Permcrpanuss — aBTOMaTH4YecKoe BHECEHHE B
NIeKTPOHHOH (opMe 3amucu o moiydeHnu baHkom
OneKTpoHHOTO JAOoKyMeHTa KimeHTa B NPOTOKOJBI
paboThl MPOTpaMMBbI, XpaHsmuecs B 0a3e JaHHBIX
CHCTeMBI, KOTOPBIE aBTOMATHYECKH (OPMHUPYIOTCS U
Beaytcss B Cucreme. Peructpamms 3aBeprmaeTcs
MPUCBOCHUEM DIIEKTPOHHOMY IOKYMEHTY cTaTyca
«Ipunsat bankom».

PaszoBblii  cexpeTHbId 1NapoJib —  YHHUKaJIbHas
MOCJIEA0BATEIBHOCTh CHUMBOJIOB, MCIIOJIb3yeMas IJis
MOATBEPKIIEHUST  TOJJIMHHOCTH, HEU3MEHHOCTH U
LETOCTHOCTH DJEKTPOHHOTO JOKYMEHTa, a TaKke
aBTopcTBa KimeHTa B OTHOIIEHUU TE€PEIaBaEMBbIX
Bbanky DIEKTPOHHBIX JIOKYMEHTOB. ITocne
uCcnonbp30BaHus  Pa3oBblli  CEKpETHBIM  Mapoiib
CTAHOBUTCS HeneHcTBUTENbHBEIM. Kaknplii Pa3oBbrit
CeKpeTHBIN naposib npusHaeTcss CTOpOHAMH aHAJIOTOM
COOCTBEHHOPYYHOH TMOJMNNCH ¥ TPU COBEPIICHUU
Onepauuii sBASETCS CPEACTBOM YIOCTOBEPEHUS MpaB
pacnopsiKeHus JIEHE)KHBIMU CpelcTBaMu,
Haxogsamumuca Ha CyeTe B COOTBETCTBHH CO CTaThbel
847 T'paxmanckoro komaekca Poccuiickoit deneparium.
Pa30BbIii CEKpETHBIN MApOJIb UCIOJB3YETCS TaKXe B
HesIX  TOATBEPXKACHWS WM HE TOATBEPIKACHUS
Kimmentom ucnonnenns Onepanuu, COOTBETCTBYIOMIEH
MpU3HAKaM OCYIIECTBJICHHUS TEpeBoJa JEHEKHBIX
cpenctB 6e3 cormacust Knnenrta. Pa3oBblif cekpeTHBIH
MapoJib MOXKET OBITh TONTy4eH KimeHTOM ocpencTBoM
cMc-coobmenus wim nocpeactsoMm PUSH-cooOmmenus.

CepBuc — «FAKTURA.RU» - eauHas
WHPOPMALMOHHAS CHCTEMa, C TOMOIIBID KOTOPOH
OnepaTop oka3biBaeT baHKy ycIyru mo o0ecredeHUro
UH(POPMAMOHHOTO H TEXHOJOTMYECKOTO
B3auMojieiicTBus Mexay bankom u  KiueHrowm,

Client has the right to later on change the Login
following the procedure stipulated in the Terms and
Conditions.

Service Operator (the Operator) — JSC "Billingovy
Tsentr" (Taxpayer ldentification Number (INN)
5401152049, location: 4a Inzhenernaya Str.,
Novosibirsk, 630128), which renders information
services to the Bank, as well as services of
technological interaction between the Bank and the
Client.

Transaction — the Client’s cash assets disposition
operations not contradicting the applicable legislation
of the Russian Federation, implemented by the Bank
based on the Client’s Order transferred according to
the Terms and Conditions.

Password — a sequence of symbols created by the
Client and used to authenticate the Client for servicing
through the Access Channels. The Password can be
multiply used.

Order - an Electronic Document containing the
Client’s instruction for conducting one or several
Transactions, transferred by the Client to the Bank by
means of Access Channels.

Registration — an automatic process of making an
electronic entry on the Bank’s receipt of the Client’s
Electronic Document in the program protocols stored
in System database, which are automatically
generated and maintained within the System. The
Registration is deemed complete when the Electronic
Document is assigned "Accepted by the Bank™ status.

Session Key — a unique sequence of symbols used for
identification of the authenticity, immutability, and
coherency, as well as the Client’s authorship of the
Electronic Documents transferred to the Bank. A
Session Key becomes invalid after it is used. Every
Session Key is acknowledged by the Parties as an
equivalent of handwritten signature. When making
any Transactions, the Session Key certifies the rights
to dispose of the funds on the Account under Article
847 of the Russian Federation Civil Code. The
Session Key is also used by the Client to confirm or
not to confirm a Transaction with the signs of money
transfer performed without the Client’s consent. The
Session Key can be received by the Client via SMS or
PUSH-messages.

Service — FAKTURA.RU - a unified information
system used by the Operator to render information
services to the Bank, as well as services of
technological interaction between the Bank and the
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MO3BOJITIOMAsT banKy opraHm3oBaTh NpenoCcTaBICHUE

Knuenram JIMCTaHIIMOHHOTO 0aHKOBCKOTO
00CITy)KUBaHUSI.

Cucrema EuroLink (Cucrema) -  cucrema
JIUCTaHIIHOHHOTO 0aHKOBCKOTO

06CJ'Iy)KI/IBaHI/I$I (l)I/I3I/IquKI/IX Jih, InpeaocTaBligseMast
OHepaTOPOM cepBUCa, MHCHOJbB3yEMad B Ka4dY€CTBEC
3ﬂeKTp0HHOF0 CpCACTBA IUIATCKa.

Cay:x0a KIHEHTCKOI MOJIeP:KKH — TI0/Ipa3/ieieHue
banka, OCYIIECTBIISIOIIEE nH(pOpManNOHHYIO
nognepxky KimentoB mpu oOpamennn B bank mo
TenedoHy.

CoeauHeHHe — IIOCIENOBATEIbHOCTh  JIEHCTBHI
Knuenrta, HEOOXOOMMBIX Ui MOJYYEHHS HOCTyHa K
Cucteme no Kanany noctyma B mpeaenax OJHOTO
HENpPEpPBIBHOTO HHTEpBaJla BpeMeHHW. J[Is Kaxmoro
Coenunenns: AyTeHTH(UKANUS MPOU3BOIAMUTCS OJAUH
pa3 U cudraercd ACHCTBUTEIBHON B TEUEHUE BCETO
CoeauHeHus.

Croponb! — bank u Kiuenr.

Cuer — cuer Kimenra, oTkpbIThli B baHke Ha
OCHOBAaHHMM JIOTOBOpa OaHKOBCKOTO cYeTa W/WIN
JIOTOBOpa cyeTa BKJIAJa «I0 BOCTPEOOBAHUS» H/WIH
JIOTOBOPA CPOYHOTO OAHKOBCKOTO BKIIAAA.

Tapudsbl banka — pa3Mep Bo3HarpaxkaeHus: banka 3a
npenocTaBieHre KimeHTy yciayr mo HCIonb30BaHHIO
CucteMbl, B TOM 4HCI€ 3a MPEAOCTaBICHUE
BO3MOXHOCTH TpoBefeHus Omepanuit mo Cuery c
ucnonb3oBaHneM CHCTEMBI.

YciaoBusi — HACTOSAIIME YCJIOBHS JTHUCTAHIIMOHHOTO
0aHKOBCKOTrO  0OCIyKMBaHUs  (PU3MYECKUX  JIHI]
nocpeactBom  Cucrembr  EuroLinke AO  AKB
«EBPOD®HHAHC MOCHAPBEAHK».

DuiekTpoHHOE cpencTBo miaarexka (ACII) — cpeacrso
u (mwm) cnocod, mnospoisromme Kimenty banka
COCTAaBJIATH, YIOCTOBEPSATH u nepeaBarh
paclopsDKeHUs] B LENAX OCYIIECTBICHHS MEepPeBOjIa
JICHE)KHBIX CPEICTB B paMKaxX NPHMEHSEMbIX (Gopm
Oe3HAINYHBIX pacueroB c UCIIOJIb30BAaHHUEM
MH()OPMALMOHHO-KOMMYHUKAIIMOHHBIX ~ TEXHOJIOTHH,
ANIEKTPOHHBIX HOCUTeNeld MH(OpPMAaLUH, B TOM YHUCIE
IUIATeXKHBIX KapT, a TakkKe MHBIX TEeXHUYECKHX
YCTpPOICTB.

DJIEKTPOHHBII JOKYMEHT — JIOKYMEHT,
noanucanHeiit ACIT Knnenra, nadopmanus B koropom
Ipe/ICTaBIICHa B DJICKTPOHHOM (opMe, BKIIIOYAs, HO HE
OTPaHWYMBAsICh, 3asBJICHUS Ha OTKPBITHE/3aKPhITHE
CPOYHBIX OaHKOBCKHMX BKIJIQJ0B, PAaCIOPSDKEHHS O
MepeBoJie ACHEXKHBIX CPEICTB ¢ OaHKOBCKOTO cdYeTa
KIIMECHTa, YBEAOMIIEHHE 00 W3MEHEHHH/OTCYTCTBUH
W3MEHEHU panee MIPECTaBICHHBIX
WACHTU(QHUKAIMOHHBIX CBEJICHUH B paMKaX MIPOBEACHUS
Bbankom MEpPOIPUITUH, HaIIpaBJIEHHBIX Ha
UACHTH(DHUKAITNIO U €XKeroIHOe OOHOBIIEHUE CBEICHUN
0 CBOMX KIIMEHTAaX, ux TIPE/ICTaBUTENISX,
OcHeuIapHbIX BJaJEIIbIIaX u
BBITOIONIPHOOpETATENAX, WHBbIC 3asBieHHA. KineHT
NPU3HAET, YTO DJICKTPOHHBIH JOKYMEHT (B TOM YHCIE
OPUIOXKEHUS K DIEKTPOHHOMY JOKYMEHTYy, €ClU
TaKOBbIE MMEIOTCs1), CPOPMHUPOBAHHBINA M NepelaHHbId

Client, and allowing the Bank to provide the Clients
with Remote Banking Services.

EuroLink System (System) — a system of remote
banking services rendered to physical entities and
provided by the Service Operator, used as an
Electronic Means of Payment.

Clients Support Service — a Bank unit, rendering
information support to the Clients upon referring to
the Bank by telephone.

Connection — a sequence of Client’s actions required
for getting access to the System via the Access
Channel within the frameworks of one continuous
interval of time. For each Connection the
Authentication is performed once and considered
valid for the entire period of Connection.

Parties — the Bank and the Client.

Account — the Client’s account, opened in the Bank
under the bank account agreement and/or the time
deposit agreement.

Bank Rates — the size of Bank fees for the System
usage services rendered to the Client, including for
providing with an opportunity to conduct Account
transactions by means of the System.

Terms and conditions — the present terms and
conditions on remote banking services rendered to
physical entities via EuroLink system in Evrofinance
Mosnarbank.

Electronic Means of Payment (EMP) — a tool and
(or) method which enable the Bank’s Client to draft,
certify, and transfer orders for the purposes of
transferring monetary funds within the framework of
applicable forms of cashless settlements using
information and communication technologies,
electronic information carriers, including payment
cards, as well as other technical devices.

Electronic Document — a document signed with the
Client’s EHS containing information in electronic
form, including but not limited to, an application for
time deposit opening/closing, instruction to transfer
funds from the Client's bank account, a notice of
change/no change in the identifying information
previously submitted in the framework of the Bank
activities aimed at the identification and annual update
of information about its Clients, their representatives,
beneficial owners and beneficiaries, other
applications. The Client acknowledges that an
electronic document (including attachments to the
electronic document, if any) generated and transferred
in the manner provided for in by Agreement, has equal
legal force with the document on paper signed with
the handwritten signature.




B TIOpSAAKE, TPEIyCMOTPEHHOM JloroBOpoM, MMeeT
PaBHYIO IOPHOMYECKYI0 CHJIy C JOKYMEHTOM Ha
OyMa)kHOM HOCHTEE, TO/IITHCAHHBIM
COOCTBEHHOPYYHOU TTOJITHCHIO.

PUSH — coo6menune — cooduieHue, UCronb3yemMoe st
nepeaavn MHPOpMAaIK Ha MOOMIIBHBIC TeTe(OHBI MO
ympaBiieHHeM onepannoHHsix cuctem i0S, Android OS
(mo Texnomorusm Apple Push Notification Service u
Google Cloud Messaging).

1. OBLUYME INOJIOXXEHUA

1.1. Hacrosimme YclIOBHSI YCTaHaBIHMBAIOT IOPSIOK
o0cimyXuBaHHsl (U3MYECKUX JIUI C HCIIOJIb30BaHUEM
CucTteMbl U OIpPENeNsioT BO3HUKAIOIUE B ATOH CBS3H
npasa, 00s13aHHOCTH M OTBETCTBEHHOCTh CTOPOH.

1.2. YcnoBust sIBISIFOTCS. TUIIOBBIM opMyJisipoM banka
¥ MOTYT OBITh NPUHATHI KITMEHTOM He MHaye Kak MyTeM
NPHCOCANHEHNSI K YCIOBHSAM B LEJIOM B MOpSIKE,
YCTaHOBJICHHOM Y CJIOBHSIMH.

1.3. 3akmouenme  JloroBopa  ocCymecTBIseTCA
KnmentoM B COOTBETCTBHM cO cTaTbeil 428
I'paxnanckoro xozpekca Poccuiickoii ®enepauun
myTeM npencTaBieHus B bank  3aaenenua o
npucoeounenuu K Ycnosuam Ha 6yMakHOM HOCHUTENe
B JBYX OK3EMIULIpax, COCTaBJIEHHOro 10 Qopme
ITpunoxenus Nel k YcinoBusM.

1.4. Ins moxTBepxkaeHUs akTa 3aKIrodeHus JJorosopa
n peructpauuu B Cucreme bank nepenaer Knuenty
SK3EMIUIAP 3aA61eHUA 0 nPUCOeOUHeHuU K Ycnoeuam
c ommemkxoii 0 noayiyenuu baukom u npuceoennvim
Jozunom ona éxooa ¢ Cucmemy.

15. Bamk c¢ menpo o3HakomieHUs KomeHTta c
nHpoOpMalreH, mpeaycMoTpeHHol J[oroBopom, B TOM
qucie ¢ YCIOBHAMH, pa3MeIlaeT BCI0 HEOOXOIMMYIO
nHpOpMaLMI0 Ha KopmopaTuBHOM MHTepHeT-caiiTe
banka www.evrofinance. ruw/viau pa3mernaer
OOBSIBIICHUS Ha CTeHax B CTPYKTYPHBIX
NOJpa3eIICHUsAX banxka, OCYLIECTBIISIOIUX
obciyxxuBanme KinmeHToB.

1.6. MomenToM nyOuiukanuy Y cioBuit U nHpopManuy,
a TaKke MOMEHTOM O3HakomieHus KimeHra c
OIyOJIMKOBAaHHBIMU ~ YCIIOBUSIMA W HH(OpMauuei
CUNTAeTC] MOMEHT HX IIEpBOTO pa3MEIIeHHsl Ha
koprnopatuBHoM MHTepHeT-caiite banka.

1.7. Onosemenne KinuenTta mo Bompocam, CBsI3aHHBIM C
ucnoHeHUeM JoroBopa, B TOM HYHCJE OIOBEIICHUE
KimenTta 06 orpaHMYeHUN/TIPUOCTAHOBICHUH JOCTYIIA
k Cucreme mo wnunuatuBe banka, 06 Omneparusx,
COOTBETCTBYIOIINX MpU3HAKaM OCYUIECTBIJICHHUS
nepeBoJia ACHEKHBIX CpelcTB 0e3 cormacus Kiuenra,
ocymecTBisiercss bankom mo CucremMe wWwWiHm 10
3aperucTpUpOBaHHOMY  HOMEPY H/WIH  HOMEpPY
teneoHa, ykazaHHOMY KiMEHTOM B KOHTaKTHOMU
uHpOpManuu  3asBICHHA O MPUCOCAMHCHHU K
YCnoBUsM W/WNM IyTeM HANpPaBICHHS MHCEMEHHOTO
YBEIOMJICHHS TIO ajapecy, ykasaHHOMY KimentoMm B
KOHTaKTHOM nHpOPMAITHH 3asBIeHUS o
IpUCOEANHEHNH K YcioBusMm. baHk He Hecer

PUSH-message — a message used to transfer
information to mobile phones with iOS, Android OS
(using the Apple Push Notification Service and
Google Cloud Messaging technologies).

1. GENERAL PROVISIONS

1.1. The present terms and conditions stipulate hereby
the physical entities service procedure in connection
with the System and identify the rights, obligations
and responsibilities of the Parties arisen in this regard.

1.2. The Terms and Conditions are considered to be a
typical form of the Bank and shall be accepted by the
Client only by means of affiliation to the Terms and
Conditions in general according to the procedure
stipulated by the Terms and Conditions.

1.3. The Agreement conclusion is carried out by the
Client in line with the Article 428 of the Civil Code
of the Russian Federation by presentation to the Bank
an Application on affiliation to the Terms and
Conditions in hard copy according to the form
presented in Appendix No. 1 to the present Terms and
Conditions.

1.4, To confirm the Agreement conclusion and
registration in the System the Bank provides the Client
with a copy of the Application on affiliation to the
Terms and Conditions with the Bank’s receipt mark
and the assigned Login to enter the System.

1.5. The Bank posts all the necessary information on
the corporate  website of the Bank -
www.evrofinance.ru and/or posts announcement on
information boards in the structural units of the Bank
servicing the Clients, for the purposes of information
provision to the Client as set out by the Agreement,
including the Terms and Conditions.

1.6. The time of publication of the Terms and
Conditions and information, as well as the time of
presentation of the published Terms and Conditions
and information to the Client shall be deemed to be
the time when they are first posted on the corporate
website of the Bank.

1.7. The Client shall be notified by the Bank of the
issues related to the performance of the Agreement,
including notification of the Client of any
restriction/suspension of access to the System on the
Bank’s initiative and Transactions with the signs of
money transfer performed without the Client’s
consent, via the System and/or the Registered Number
and/or the telephone number specified by the Client in
the contact information of the Application on
affiliation to the Terms and Conditions and/or by
written notification to the address specified by the
Client in the contact information of the Application on
affiliation to the Terms and Conditions. The Bank
shall not be liable for any adverse effects that may



http://www.evrofinance.ruи/или
http://www.evrofinance.ru/

OTBETCTBEHHOCTH 3@ HETATHBHBIC  IIOCIEICTBHS,
KOTOpBIC MOTYT BO3HHMKHYTh y KimeHrta Bcienctsue
HETOJIy4eHUs] yBEJOMJEHUS OT baHka ykazaHHBIMU
BBIIIE criocobamu B CBA3U c
HEJIOCTOBEPHOCTHIO/HEAKTyaIbHOCThIO  MH(OPMAIIHH,
yka3aHHOW KIiMEeHTOM B KOHTaKkTHOW HMH(pOpMaIuu, a
TaKXKe B CBSI3M C HeNoCTymHocTelo i Kimenra
YKa3aHHBIX CIIOCOOOB CBSI3H.

1.8. JlucraHmmoHHOe OaHKOBCKOE OOCITy)XHBaHUE
KnmenTa ¢ ucnons3oBannemM CrucTeMsl IPOM3BOANTCS B
COOTBETCTBHUM C 3aKOHOJATEILCTBOM Poccuiickoii
®Deneparun, npasuiamMu Cepsuca — « FAKTURA.RUy,
OITyOJTMKOBaHHBIMHU Ha Wurepuer-caiite
http://service.cft.ru/Pages/agreements.aspx,
VYCIOBUSIMA M JIOTOBOPaMH, 3aKJIFOUEHHBIMH MEXIY
Bankom u Knnenrom, uiny HHBIME IOKyMeHTaMu banka,
OTIPEICIAIONIMMHI MOPSJOK MPOBEICHUS ONEpalHid 1Mo
cooTBeTcTByMOIEMY Cuery.

1.9. Bank B coorBercTBHMM ¢ JloroBopoM u Ha
OCHOBaHUU COOTBETCTBYIOLINX DJIEKTPOHHBIX
JIOKyMEHTOB  OKa3biBaeT KiMeHTaM yciayra 1o
MPEIOCTABICHUIO  BO3MOXXHOCTH  HIPOBEIEHUS €
rcnop30BaHueM CUCTEMBI CIEYIOIINX ONeparuii:

— IIepeBOA  JICHEXKHBIX CPEICTB B
POCCHHCKHX pyOJIsIX MEXKAYy CBOMMH
Cueramu B baHke u Ha CBOM cyeTa B
JPYTUX KPeIUTHBIX OPTaHU3aIMAX;

— TepeBOj] JCHEXKHBIX CPEICTB B
POCCHICKHMX pYyOJIsiX Ha cueTa MHBIX
moimydyarened  (IOpHIAMYECKHX U
(bU3MYECKUX JINL);

— IIepeBOA  JICHEXKHBIX CPEICTB B
poccuiickux pyOisix Ha cueT banka;

— IIepeBOA  JICHEXKHBIX CPEICTB B
POCCHHCKUX pyOJISIX ¥ B UHOCTPAHHOH
BalOTE Ha OpOKepckue cdera,
oTKpeITEIEe B banke st Knnenra;

— TepeBOj] JCHEXKHBIX CPEICTB B
HMHOCTPAaHHOH BalIOTe HA CBOM CYETa,
Ha cyeTa MHBIX MOJydarenen
(ropuaryeckux U (PU3NUECKHX JIUIT) B
Banke, a Tak:ke Ha CBOM CcUeTa, CYeTa
WHBIX MOJydaTenel (IOpuAnIEecKuX H
¢usndeckux M) B JIPYTHX
KPEIUTHBIX OpraHn3alysx;

— IOKYNKH-TIPOJaXKH HHOCTPaHHOU
BaJIIOTHI 32 PYOIIH;
— 3aKIIOYCHHE u pacTopxeHne

JoroBopa 0aHKOBCKOTO BKIIAJa;

— JIOCTym K COXPaHEHHBIM KOIHAM
OJEeKTPOHHBIX JOKYMEHTOB,;

— TMOJy4YeHHE >KypHaja olepauuid To
Cuetam (B pyOJIIX W WHOCTpAaHHOU

BaJIIOTE);

— ToxydeHHe HHPOPMAIMK O CPOYHBIX
BKJIJIaX;

— ToxydeHHe HHQOPMAIIHH O KPEIUTAX;

— TIOJy4YeHHE HHpOpMALUU 0
0aHKOBCKHX KapTax;

— TIONydeHue rH(pOpMAITHH 0

OpOKEPCKHUX CUETaX;
— mosydyeHue uH(pOpMamHKA 00 dTamax
00paboTku B baHke oTHpaBiIeHHOTO

occur due to the Client’s non-receipt of a notification
from the Bank via the above communication means
due to wrong/outdated information specified by the
Client in the contact information, as well as due to the
inaccessibility of such communication means for the
Client.

1.8. The Remote Banking Services shall be rendered
to the Client using the System in accordance with the
legislation of the Russian Federation, the Rules of the
FAKTURA.RU Service published on the Internet site
http://service.cft.ru/Pages/  agreements.aspx, the
Terms and Conditions, and the agreements concluded
between the Bank and the Client, or any other
documents setting out the procedure of performing
transitions on the respective Account.

1.9. The Bank, according to the Agreement and based
on the applicable Electronic Documents, renders
services to the Clients, providing the opportunity to
conduct the following transactions by means of the
System:

— money transfer in Russian Rubles
between own Accounts opened with
the Bank and to own accounts with
other credit organizations;

— money transfer in Russian Rubles to
other recipients’ accounts (legal and
physical entities);

— money transfers in Russian Rubles
to the Bank account;

— money transfers in Russian Rubles
and foreign currency to brokerage
accounts opened for the Client with
the Bank;

— money transfer in foreign currency
to own accounts, to other recipients’
accounts (legal and physical
entities) opened in the Bank, as well
as to own accounts and to accounts
of other recipients (legal and
physical entities) in other credit
organizations;

— foreign currency exchange for
Rubles;

— the making and termination of the
bank deposit agreement;

— access to stored copies of the
Electronic Documents;

— retrieval of a transactions statement
(in RF Rubles or foreign currency);

— retrieval of information on term
deposits;

— retrieval of information on credits;

— retrieval of information on bank
cards;

— retrieval of information on
brokerage accounts;

— retrieval of information on the
Electronic document processing



http://context.reverso.net/translation/english-russian/brokerage+accounts
http://context.reverso.net/translation/english-russian/brokerage+accounts
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Kiaunentom
JIOKYMEHTA;

— ToJlyYyeHue YBEIOMJICHHIA 0
HEOIUTAYCHHBIX IITpadax M Hajaorax
(B ciydae odopmIicHHS
COOTBETCTBYIOIIEH MOANUCKH);

— mnepenavya baHky 3ampoca Ha OT3BIB
DIEeKTPOHHOTO JIOKyMEHTa o
MOMEHTA ero HcrojHeHus bankoM;

DNEKTPOHHOTO

— CaMoCTOSATENbHAS
Jloruna;

— (QopmupoBaHue cBoei
1a0JIOHOB TIIATEXEH;

— obmen c¢ bankom cooOuieHusIMHU

cmeHa Ilaposns,

0assl

CcBOOOJHOTO dbopmara (c
BO3MOKHOCTBIO MPUCOCMHEHUSI
Gbaiinos).

1.10. Yeayru B pamkax MoOmiIsHON Bepcun CHCTEMBI
EuroLink JIOCTYITHBI Knuenram Banka,
3aperucTpupoBanHpiIM B CHcTeMe W HMCIOIIHM
TEXHUYECKYF0 BO3MOXXKHOCTh UISl  HCIIOJB30BaHHSA
mobOuibpHOU Bepcun Cuctemsr EuroLink.

1.11. IlpencraButenr KimeHTa mnpm  HaIHIUN
COOTBETCTBYIOIICH JOBEPEHHOCTH BIIpaBE B paMKax
JoroBopa oT umeHu KireHTa moAnucyBaTh U MO1aBaTh
3asBJICHUS O:

- 6nokupoBaHuU CUCTEMBI;

- cmeHe JloruHa;

- HamlpaBJICHUU BpeMeHHOTO0 mapois;

- CMEHe s13bIKa CMC-HH()OPMUPOBAHYS,

- pactopxeHuu JJoroBopa.

Bce ocranpHBIe nmeHCTBHSA B paMKax HACTOSIIETO
JoroBopa KimeHT 00s3aH coBepInaTe JIUYHO, CSCIH
WHOE TPSIMO HE MPEIYCMOTPEHO Y CIOBHSIMH.

1.12. [ns weneit VYcnoBuil HepabOUMMM  JHAMH
CUUTAIOTCS CyOOOTHI M BOCKPECEHbs (BBIXOAHBIC JTHH),
32 HCKJIIOUEHHEM OOBSBICHHBIX PaOOYMMHU JHAMU B
YCTAHOBJIEHHOM  3aKOHOJATeslbcTBOM  Poccuiickoit
Qeneparuy MOpsAKe, a  Takke — Hepaboune
Mpa3AHAYHbIE JHHW, YCTAHOBJIICHHBIE TpPYJIOBBIM
kogekcoM Poccuiickoit ®denepanuu, ¥ T€ [HHU, Ha
KOTOpEIE B CUITY HOPM JEHCTBYIOIIETO
3aKOHOJaTeJILCTBA Poccuiickoi ®denepanuu
MEPEHOCATCS BBIXOMHBIC NHHU. Paboummu mHSAMH s
meilred YCIOBHHM CYHTAIOTCS JHH, HE SBJISIOIINCCS
HEpaObOYMMHU JHSMH COTJIACHO HACTOSIIEMY ITYHKTY
YcnoBuid.

1.13. OTHOWIEHUS banka H Knnenra,
HEyperyJIUpOBaHHBIC HACTOSIIUMH YcnoBusamu,
PETYNHPYIOTCST  IEHCTBYIOIMM — 3aKOHOJATEIhCTBOM

Poccuiickoii ®epnepanuy, HOPMATUBHBIMM aKTaMH
banka Poccun, a Takke 10roBopami, 3aKIHOUEHHBIMU
Mexay bankom u KinmenroMm, Ha OCHOBaHUM KOTOPBIX
Knuenty otkpeitel Cuera.

phases in the Bank;

— receiving notifications about unpaid
fines and taxes (if there is a
corresponding  subscription in
place)

— transferring to the Bank a Request
on Electronic document revocation
till the Request is handled and
complied with by the Bank;

— independent change of Password
and/or Login;

— creation of own base of payments
templates;

— exchange of free format messages
with the Bank (that provide for
the possibility of file attachment)

1.10. The services within the framework of the mobile
version of the EuroLink System are available for the
Bank’s Clients registered in the System and having the
technical capability of using the mobile version of the
EuroLink System.

1.11. Where there is a corresponding power of
attorney in place, the Client's Representative shall
have the right to sign and submit the following
applications on behalf of the Client as provided for
under the Agreement:

- for System blocking;

- for Login change;

- for receiving the Temporary Password;

- for changing language of SMS;

- for the Agreement termination.

All the other actions and measures hereunder shall be
taken by the Client personally, unless provided
otherwise by these Terms and Conditions.

1.12. For the purposes of these Terms and Conditions,
Saturdays and Sundays (weekends) shall be deemed
non-business days, except those declared business
days in accordance with the procedure established by
the laws of the Russian Federation, as well as non-
working holidays specified in the Labor Code of the
Russian Federation and the days which weekend days
are carried over to by virtue of the applicable laws of
the Russian Federation. Business days for the
purposes of these Terms and Conditions shall be
deemed days that are not non-business days
hereunder.

1.13 Relations between the Bank and the Client not
governed by these Terms and Conditions shall be are
governed by the Russian legislation, regulations of the
Bank of Russia, as well as the agreements concluded
between the Bank and the Client, on the basis of which
Accounts are opened for the Client.




2. UCIIOJIb3OBAHUE CUCTEMbI

2.1. JOCTYIN K CUCTEME

2.1.1. Joctym k Cucreme npemocranisercs Kimenram,
3aKITIOYHBIIIM Jorosop IHMCTAaHIMOHHOTO
0aHKOBCKOTO OOCITY)KUBAaHUS ITyTEM NPHCOEIHMHEHHS K
YchaoBusiM, W 3aperHCTPUPOBAaHHBIM  baHkoM B
Cucteme.

2.1.2. Noctyn Knuenta k Cucteme OCYIIECTBISIETCS
TOJIBKO TIPU YCIIOBHH 00s3aTEeIIbHON AyTeHTH()UKAINU
Krnuenra.

2.1.3. OpnnmansHeii agpec CHCTEMBI B CETH HHTEPHET:
https://elf.faktura.ru/?site=evrofinance.

2.1.4. JloruH nisi BXOJa B CHUCTEMY IPHUCBAMBAETCS
Bbankom B MomeHT peructparuu Knuenta B Cucreme. B
ciIydae ytpatbl/KoMiipomeTaiiui/010KupOBKU
Cuctemoit Jloruna, a Taxke B HHBIX ciaydasx KiaueHT
(npencraBurens Kimenra) BipaBe oOpaTUThCS JTHYHO B
opuc banka s mnpucBoeHuss HoBoro JlormHa
COOTBETCTBYIOIINM IMHCHMEHHBIM 3asiBlicHHeM. KimeHT
BIIpaBe CaMOCTOSATENEHO M3MEHUTH Jlorun
nocpencTBoM CHCTEMBL.

2.1.5. Bpemennblii maposis Hampaiusiercs KimeHty
Bankom MOCPEICTBOM CMC-COOOIIEHUS Ha
3aperucTpupoBaHHBI HOMep Tpu Tnojadye KiueHTom
3anenenus 0 npucoedunenuu K Ycaosusam.
BpeMeHHBII maposb JEHCTBYET B TEUEHUE CPOKA,
YKa3aHHOT'O B HAIIPaBJICHHOM CMC-COOOIIEHUH.

2.1.6. KimeHT 00s13aH H3MEHUTH BpeMeHHbII mapois B
TEUEHHUHU CPOKa €ro JICHCTBUS HA OCTOsIHHBIN [laposs,
npu 3ToM BpemenHwlil napons aHHynupyercs. s
NpoJODKeHUsT paboTel B CHucTeMe, a Takke B ciydae
yrpats/KoMrpoMeTanun/0JI0KHUPOBKH Cucremoit
Bpewmennoro mapomst/Ilapons Kiment (mpencraButeins
KnuenTa) BripaBe oOpatuthes TuuHO B opuc banka s
nojiy4yeHuss  HOBoro  BpemenHoro  maponss ¢
COOTBETCTBYIOITNM MTUCHMEHHBIM 3asBJICHUEM.

217.B cnysae Kommpomeraumu  BpemenHoro
naposs/ITapons/Jlornna/3aperucTpupoBaHHOTO
Homepa KimeHrt Bmpase cooOmuth banky o ¢akre
Kommpomeraunun  uepe3  Ciyx0y  KIMEHTCKOH
MOAJEPKKU C Y4YEeTOM IIOJIO)KeHUH myHkra 2.3.7
HACTOSIIUX YCIOBUH IS TOCIEAYIOMEH OIOKHPOBKH
Bbankom nocryna Knuenra B Cuctemy.

2.1.8. bank onoxupyer noctyn Kinuenrta B Cucremy Ha
ocHOBaHMH TpeboBanust KilmeHTa, nepeiaHHoOro uM 1pu
nmgHON siBKe B BaHK (IepemaHHOTro MpeacTaBHTEIIEM
KimenTa npu nuaHoi siBke B bank) ninu uepe3 Ciyx0y
KIIMEHTCKOM MOAJEPKKHU.

2.1.9. 1 nponosmkenus: pabotsl B Cucteme B ciiyuae
yTpaTsl Knuenrom KOHTPOJIS Hal
3aperucTpupoBaHHEIM  HOMepoMm KimeHT Bmopase
obpaTuThbes JInaHO B ouc banka [uis ykazaHust HOBOTO
3aperucTpupoBaHHOrO HOMEpa.

2. UTILIZATION OF THE SYSTEM

2.1.ACCESS TO THE SYSTEM

2.1.1. The access to the System is provided to the
Clients who have signed Agreements on remote
banking services by means of affiliation to the Terms
and Conditions and registered in the System by the
Bank.

2.1.2. The access to the System is granted to the Client
only after the Authentication.

2.1.3. The official address of the System in the
Internet network:

https://elf.faktura.ru/?site=evrofinance.

2.1.4. The Login to enter the System is assigned by the
Bank at the moment of registration in the System. In
case of loss/fCompromise/blocking by the System of
the Client’s Login and in other cases the Client (the
Client's Representative) may personally apply to a
Bank Office in writing to obtain a new Login. The
Client shall have the right to independently change the
Login via the System.

2.1.5. A Temporary Password shall be sent to the
Client by the Bank by means of SMS to the Registered
Number upon the Client submitting the Application
on affiliation to the Terms and Conditions. The
Temporary Password shall be valid for the period
specified in the SMS.

2.1.6. The Client must replace the Temporary
Password within its validity with a permanent
Password. Then, the Temporary Password will
become null and void. To continue working in the
System, as well as in case of
loss/Compromise/blocking by the System of the
Client’s Temporary Password/Password, the Client
(the Client's Representative) may personally apply to
a Bank Office in writing to obtain a new Temporary
Password.

2.1.7.In case of Compromise of the Temporary
Password/Password/Login/Registered Number, the
Client may inform the Bank of the Compromise
through the Client Support Service taking into account
the provisions of point 2.3.7 of these Terms and
Conditions, for subsequent blocking by the Bank of
the Client's access to the System.

2.1.8. The Bank shall block the Client’s access to the
System based on the Client’s personal request
submitted in the Bank personally (submitted by the
Client's Representative personally) or through the
Client Support Service.

2.1.9. To continue working in the System in case the
Client lost control over the Registered Number, the
Client may personally apply to a Bank Office to
specify a new Registered Number.
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2.1.10. Hcnonp30BaHue Bpementoro
napoJsi/Ilapons/Jloruna, aelcTBHEe KOTOPOTO OBLIO
npekpaieHo bankoMm (mo tpeboBanuto Kimenrta, mo
CcOOCTBEHHOW MHUITUATHBE B cirydae KoMmnpomerarmu u
T.J1.), HE JIOITyCKaeTcsl.

2.1.11. Cwmena KomoBoro cimoBa NPOU3BOAUTCS
Knuentom npu tuuaoM obOpamiernu B opuc banka.

2.1.12. TloakmovyeHue K MOOWIbHOM Bepcuu CHCTEMBI
EuroLink ocymectBistercss KimeHTOM caMOCTOSITEIIBHO
MOCPEICTBOM CKAYMBAHUS M YCTAHOBKH MOOMIBHOTO
npmioxennst Eurolink (mis i0S B AppStore, mis
Android B Google Play), ee 3amycka Ha cBoeM
MOOMIIBHOM ycTpoiicTBe. s paGoTel B MOOMIBHOM
Bepcun  Cucrembl  ucmonesyrorcss  JlormH U
[Taponb/BpeMeHHBIH  Napojb, HCIIONB3yeMblE IS
Bxoaa B Cuctemy. KiMeHT MOXeT Takke yCTaHOBUTh
MPaBUJIO JJIs BXOa B MOOMIbHOE Ipritoskenue mo Komy
JocTyna (mpeanaraercss NPUIOKEHHEM IIpH HEPBOM
Bxoze) nubo TouchlD (nmpu HanmuyuM TeXHUYECKOM
BO3MOKHOCTH MOOWIIBHOTO YCTpOICTBa).

2.2.[IPUOCTAHOBKA U
OIrPAHUYEHWE
OBCIIYXXUBAHUA

2.21. bamk BmpaBe 0€3  IpeIBapUTEIHLHOIO
yBenomieHus Kimenra, B ToM uucie, HO He
OTpaHHYMBAsCh, B clydae HapyumieHus Krnuentom
Jorosopa, KommnpomMeTranuu BpeMeHHO IPUOCTAaHOBUTh
unu orpaHnyuTh goctyn Knumenra x Cucreme. B atom
cirydae bank B cpok He mo3aHee creyromnero pabo4ero
JHA TOCJIE€ TPHOCTAHOBKW/OTPaHWYEHHS IOCTYTa
yBegoMIIsieT O (hakTe MPHUOCTAHOBJICHHS/OTPaHMYCHNUS
nocrynma Kmmenra B Cucreme B TOpSJKE,
MpelyCMOTPEHHOM NYHKTOM 1.7 YcnoBuil.

2.2.2. baHK BHOpaBe BBOJWTH OTrPAaHWYCHHUS Ha
ucnons3oBanue Kmmentom KananoB nocryma, B ToM
YHciIe€ OTPAHHYUTH IEPEUCHb BHIOB JIEKTPOHHBIX
JIokyMeHTOB, Onepanuii u PacropspkeHuit, mpoBeeHne
W Tepegada  KOTOpPBIX Bo3MokHa KimeHToM 1o
onpenenenHoMy Kanany mocrtyma, a Takke M3MEHATh
nepeueHs Omepannit u (yHKIHHA, KOTOPBIE MOTYT
ocyiecTBisAThCs KientoM no ero Cueram B banke ¢
ucnonb3oBaHueM CHCTeMBl M OrpaHMYHMBATh BpEMs
IpreMa U UCTIOoNHEHUs PacnopsikeHui.

2.2.3. ®daxt HPUOCTAHOBJIEHUSI/OT paHUUCHHUS
obcmyxuBanus B CucTeMe He OTMEHSET 0053aTeNbCTB
KiueHTa, BBITEKAONUX U3 DIEKTPOHHbBIX JIOKYMEHTOB,
MOATBEPKICHHBIX Pa30BbIM CEKPETHBIM  IapoJieMm,
MOJNy4eHHbIX bBaHKOM ¥ 3aperucTpUPOBaHHBIX B
Cucrteme 710 MPUOCTAHOBIICHUS JIeHcTBHISI CUCTEMBI.

2.2.4. Cucrema aBtomMaruuecku Onokupyer Jlorux
Knuenta Ha 180 cekyHI mocie Tpex HEMpPaBUIBHBIX

HOTBITOK BBOJIA Iapousns. Iocne Tpex
nocyieioBateNbHbIX  OnokupoBok Ilapons Kimenra
Cucrtema ABTOMAaTHUYECKU MIPUOCTAHABIINBACT

obcnyxuBanue Kimenra. s npomomkeHus paboThl B
Cucteme KimeHT BIpaBe 00paTUThCS JTHUYHO B O(GHUC
Banka.

2.1.10. It is not allowed to use the Temporary
Password/Password/Login terminated by the Bank
(upon the Client’s request on their own initiative in the
event of Compromise, etc.).

2.1.11. The Memorable Word may be changed on the
Client’s personal request submitted in the Bank
personally.

2.1.12. The Client shall connect to the mobile version
of the EuroLink System on their own by means of
downloading and installing the Eurolink mobile
application (in App Store for iOS and in Google Play
for Android), and launching it on their mobile device.
The Login and Password/Temporary Password used
to log in the System shall be used in the mobile version
of the System as well. The Client can also set a rule to
enter the mobile application using the Access Code
(proposed by the application at first login) or TouchlD
(if technically possible for the mobile device).

2.2.SERVICE SUSPENSION AND
RESTRICTION

2.2.1. The Bank reserves the right to suspend or
restrict the Client’s access to the System without
preliminary notification, including, but not limited to,
in case of violation of the Agreement by the Client or
a Compromise. In this case the Bank, not later than the
next working day after suspension / limitation of
access, should notify on the fact of suspension/
limitation of the Client’s access to the system
according to the procedure mentioned in point 1.7 of
the present Terms and Conditions.

2.2.2. The Bank reserves the right to impose
limitations on the usage of Access Channels by the
Client, including the list of types of Electronic
Documents, Transactions, and Orders, which can be
conducted and transferred by the Client using a
specific Access Channels, as well as to change the list
of types of Transactions and functions that may be
carried out by the Client on their Accounts with the
Bank using the System and to limit the time of
acceptance and performance of Orders.

2.2.3. The fact of suspension / restriction of services
in the System does not cancel the obligations of the
Client arisen from the Electronic Documents verified
by the Session Key, received by the Bank and
registered in the System before suspension of the
System operation.

2.2.4. The system automatically blocks the Client’s
Login for 180 seconds after three incorrect password
attempts. After three consecutive cases of the Client’s
Password blocking the System automatically
suspends service rendering to the Client. To continue
working in the System the Client may personally
apply to a Bank Office.
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2.3.MOPSIJOK B3AUMOLQENCTBUS
BAHKA U KITUEHTA

2.3.1 bank ocymectBiaser Omnepamnu 1o Cuery
Knuenta Ha ocHoBanum Pacnopspkenuit Kiuenra.
Vkazannsle Pacnopspkenus mnepenatorcss Kimentom
BaHKy ¢ KMCHOJIB30BaHUEM ONPENENIEHHBIX Y CIOBUSMU
Kananos nocryna.

2.3.2. TlonTBepxneHne aBTopcTBa PacmopspkeHWA U
WHBIX OJEKTPOHHBIX JOKYMEHTOB IIPOM3BOIHTCS
Kinentom npu nomomu Pa3oBoro cekpeTHoro napoJis.

2.3.3. Onepanuu, nepevnciIeHHbIe B 1. 1.9 HacTOAIMX
YcnoBui, ocyuiecTBisOTCsI bBaHKOM B COOTBETCTBUU C
JNIEUCTBYIOIIMM  3aKOHOAATENbCTBOM  Poccuiickoit
®enepanu, HOpMAaTUBHBIMU akTamMu banka Poccum,
HACTOSAIMMHU YCJOBUSIMH W YCJIOBUSMH JIOTOBOPOB
0aHKOBCKOTO cyeTa, JOTOBOPOB 0OaHKOBCKOTO BKJIaja,
JIOTOBOPOB BEHIIYCKa W OOCITYXHBaHUS OaHKOBCKHX
KapT, JOTOBOPOB  OpPOKEPCKOTO  OOCTYKMBaHWS,
3aKrroYaeMbIx Mexay barakom u KimeHtoM.

2.3.4. Ucnonp3oBanume CHcTeMbl UIA Tepemgadn
OJEeKTPOHHBIX TOKYMEHTOB HE OTrpaHMYMBACT MpaBa
Kinenra o NPEI0CTaBICHUIO B bank
COOTBETCTBYIOIIMX PacnopsbkeHUdl Ha NpoBEACHUE
Omnepaiyii, W/WJIn COOTBETCTBYIOLIUX JOKYMEHTOB Ha
ocyllecTBJICHUE baHKOM oONpenencHHbIX NEUCTBUN B
OyMa)XHOM BHJIE, COCTaBJICHHBIX MO (opme banka, B
COOTBETCTBMHM C JIOTOBOPOM OaHKOBCKOTO —cyera
(BKIi1az1a), 3aKIII0YEHHBIM Mexkay CTOpOHaMHU.

ITpn 3ToM CTOPOHEI COTIAIIAIOTCS C TEM, YTO B CIIydae
NOCTyIJIeHns: B baHK DNeKTpoHHOro MOKyMEHTa Io
Kanamam noctyma M COOTBETCTBYIOWIETO IOKYMEHTA
WIN pacnopsHkeHuss Ha mnpoBeneHne Onepanuu Ha
OyMaXHOM HOCHTENe, COJEpXAINX HICHTHIHbIC
ycrnoBHs, JUOO TOCTYIUIGHHMS B bBaHK MICHTHYHBIX
ONEeKTPOHHBIX JIOKYMEHTOB, banx Oyzer
paccMaTpuBaTh KX W3 YKa3aHHBIX JOKYMEHTOB
KaK CaMOCTOSATENBHBIA JOKYMEHT, U OCYILECTBHUT BCE
JeficTBus, HeoOXoauMBbIe A mpoBeneHus Onepannu
MO0 KaKAOMY M3  MPEACTaBICHHBIX/TIEPEIaHHBIX
KnureHToM 10KyMEHTOB.

2.3.5. Ecmrm B Tekcte YcnoBH SBHO HE OTOBOPCHO
WHOE,  MOMEHTOM  TIOJYYEHHS  DIIEKTPOHHOTO
nokymeHTta baHkoMm sBisercs ero Perumctpamus B
Cucteme.

2.3.6. CTOpOHBI MIPHU3HAIOT B KAYECTBE CAUHOW IIKAJIBI
BpeMeHHn mpu pabore c Cucremoit MockoBckoe
nosicioe  Bpemsi. KOHTpOJBHBIM  SIBJISIETCSI  BpeMsi
CHCTEMHBIX 4aCOB arapaTHbIX cpeAcTB baHka.

2.3.7. CtopoHBI TNpH3HAIOT, YTO CBs3b KimeHTa CO
Cryx60ii KJIMEHTCKOM MOIJIEPIKKH Bbanka
ycTaHaBMBaeTcs 1o padounM nusM banka ¢ 09.30 o
18.30 4., B martauny — ¢ 09.30 mo 17.15 4., mo
MOCKOBCKOMY BpPEMCHU B MpEIIpa3JHHYHBIC THH B
COOTBETCTBUHU c MPHUKA30M o Banky,
OMyOJMKOBAaHHBIM B TMOPSJKE, NPEAYCMOTPEHHOM
nyHkToM 1.5 Ycnosuil.

2.3.PROCEDURE OF INTERACTION
BETWEEN THE BANK AND
THE CLIENT

2.3.1 The Bank conducts Transactions on the Account
of the Client based on the Clients’ orders. These
Orders are transferred by the Client to the Bank using
the Access Channels established by the Terms and
Conditions.

2.3.2. Confirmation of the authorship of Orders and
other Electronic Documents is carried out by the
Client by using Session Keys.

2.3.3. Transactions listed above in point 1.9 of the
present Terms and Conditions are conducted by the
Bank in accordance with the effective legislation of
the Russian Federation, regulatory acts of the Bank of
Russia, the present Terms and Conditions and terms
and conditions of the agreements on bank account,
bank deposits, issuing out and maintenance of bank
cards as well as brokerage service agreements signed
between the Bank and the Client.

2.3.4. The applied systems for transferring Orders
and/or free format messages to the Bank do not limit
the rights of the Client on submitting to the Bank
corresponding orders on conduction of Transactions,
and/or corresponding documents on conduction of
specified actions by the Bank in hard copy, created in
the form of the Bank, according to the agreement on
bank account (deposit) signed between the Parties.

Thereat, the Parties agree that in case the Bank
receives an Electronic document via the Access
Channels and corresponding document or order on
transaction conduction in hard copy, containing
identical conditions on Transaction conduction, either
in case the Bank receives identical Electronic
documents, the Bank will process each of the
mentioned documents as independent document and
will execute all actions required for the conduction of
Transaction for each document submitted / transferred
by the Client.

2.3.5. Unless otherwise explicitly stipulated in the
Terms and Conditions, the time of receipt of an
Electronic Document by the Bank shall be the time of
its Registration in the System.

2.3.6. The Parties acknowledge the Moscow local
standard time as unified time-scale when working in
the System. Check time is considered to be the RTC
of the Bank hardware.

2.3.7. The connection between the Client and the
Client Support Center of the Bank is established on
working days of the Bank from 9:30 a.m. till
6.30 p.m., on Friday from 9.30 a.m. till 5.15 p.m.
(Moscow time)on days before holidays according to
the order of the Bank published in compliance with
the procedure, stipulated by paragraph 1.5 of the
present Terms and Conditions.
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2.3.8. Tlpuem DeKTPOHHBIX JTOKyMEHTOB CHCTEMOit
OCYILECTBIISIETCS KPYTIIOCYTOYHO.

2.3.9. HcnomHenue DNEKTPOHHBIX  JOKYMEHTOB
KIHeHTOB OCYIIECTBISETCS B CPOKH, YCTAHOBJICHHBIC
3akoHoAaTenbcTBOM  Poccuiickoit  ®denepauun u
JoroBopoM  Mexay — banmkom  u  Kimenrtow,
OTIPENIeNAONINM TIOPSAIOK IMPOBEACHUS OIEpanuii 1mo
cooTBeTcTByOmEMY CUery.

2.3.10. Bamotasie omneparun o Cuetam KimeHToB ¢
ucronb3oBaHneM CHCTEMBI OCYIIECTBIITIOTCS C YIECTOM

TpeOoBaHUi BaJIFOTHOTO 3aKOHOJATeNbCTBA
Poccuiickoit @enepanuu.

2.3.11. CropoHbl NpU3HAIOT, YTO IEPEAaHHbIE
KnuentoMm, mpomenmuM B KaKIOM  ClIydae
HaJIeKaIuM 00pa3oM mpouenypsl AyTeHTH(UKaIuy,
DNeKTPOHHBIE JOKYMEHTBI, TIOATBEPKICHHbIe Pa30oBEIM
CEKPETHBIM [TapOJIEM, COOTBETCTBEHHO:

- YIIOBIIETBOPSIIOT TpeboBaHUIO
3aKIIOYCHHSI CAENKH B IIPOCTOH
MHCBMEHHOH  (opMeE ¥ BICKYT

HOPpUANICCKUC IoCICACTBUA,
AaHAJIOTHYHBIC noCJICACTBHUAM,
TMOPOKAAEMBIM CACIIKaMH,

3aKJIIOYEHHBIMU MYTEM TMOAIHCAHUS
JOKYMEHTOB  NpHU  (U3HYECKOM
(B3auUMHOM)  TPUCYTCTBHM  JIUI,
COBEPIIAIOIINX CACIKY;

- PaBHO3ZHAYHBEL, B TOM YHCIE HMEIOT
paBHYIO FOPUINIECKYIO u
JIOKa3aTeNbCTBEHHYIO CUITy
AHANIOTUYHBIM TI0 COJCPKAHUIO U
CMBICITY OKYMEHTaM Ha OyMa)KHOM
HOCHUTETIE, COCTaBIIEHHBIM B
COOTBETCTBHM C  TpeOOBaHUAMH,
MPEeIbIBIIEMBIMA K  JIOKyMEHTaM
Takoro poja, W TOAMHCAHHBIM
c0oOCTBEHHOPYUHOI MOIMUCKHIO
KnuenTa, u SBASIOTCS OCHOBaHHEM
Juist ipoBenieHust bankom Onepaunii
ot uMeHHn KimeHTa, ocyliecTBIeHHUS
Bbanxom COOTBETCTBYIOIIHNX
JIeCTBHH;

- HE MOTYT OBITh OCIIOPEHBI MU
orpunatbcsi CTOpOHAMU U TPETHUMU
JUIAMH ~ WIX  OBITh  MPU3HAHBI
HEJCWCTBUTEHLHBIMUA TOJHKO HA TOM
OCHOBaHWHW, YTO OHH TIepeJaHbl B
bank ¢ ucnonp3zoBanrem CHUCTEMBI U
Kananos nocryna;

- MOTYT OBITb  TPEICTABICHBI B

KayecTBe JI0Ka3aTeIbCTB,
PaBHOCHJIBHBIX MHUCbMEHHBIM
JIOKa3aTeIbCTBaM, B TOPSLIKE,
Mpe1yCMOTPEHHOM
3aKOHOJIaT€ILCTBOM Poccuiickoi
®denepanuu.

IIpu »TOM cooOmenus cBobGomHoro ¢opmara,
nepenannpie  Kimenrom mno Cucreme, B 4acTu
pacrniopsbkenusi KiteHTa JIeHEKHBIMH CPEACTBAMHU HA

2.3.8. Electronic Documents are accepted by the
System 24 hours a day.

2.3.9. The Client’s Electronic Documents are
performed within the timing established in accordance
with the legislation of the Russian Federation and the
agreement between the Bank and the Client setting out
the procedure of performing transitions on the

respective Account.

2.3.10. Foreign currency transactions on the Clients’
Accounts using the System are performed in
compliance with the foreign currency legislation of
the Russian Federation.

2.3.11. The Parties acknowledge that Electronic
Documents transferred by the Client, every time
properly passing the procedures of Authentication,
confirmed by means of a Session Key,
correspondingly:

- meet the transaction conclusion
requirements in a simple written
form and bring to legal
implications, originated by the
transactions, concluded by means
of ratification of documents in
physical (mutual) presence of
individuals concluding the
transaction;

- are equivalent, including having
equal legal and evidential force, to
identical documents in hard copies
in terms of content and meaning,
created in line with requirements to
such type of documents with
handwritten signature of the Client,
and are considered as foundation
for transactions conduction by the
Bank on behalf of the Client, for
making corresponding actions by
the Bank;

- cannot be contested or denied by the
Parties and third entities or be
acknowledged void only based on
the fact that they have been
transferred to the Bank by means of
the System and Access Channels;

- can be presented as testimonies,
equal to written evidences,
according to the procedure
stipulated by the legislation of the
Russian Federation.

In this case the free format messages that contain the
Client's instructions as to how to dispose of the funds
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Cuere, a TaKKe B YaCTH PACIOPSHKEHUS 00 OTKPHITHH U
3aKpBITUU cueTa (BKiIaga) BaHKOM K MCTIOJHEHHIO HE
MPUHUMAKOTCS.

2.3.12. CTOpoHBI IPU3HAIOT, YTO NepeAaHHble bankom
co00IMIeHNs CBOOOHOTO popmarta:

PaBHO3HAYHBL, B TOM YHUCIE HUMEIOT
paBHYIO IOPUIUYECKYIO u
JI0Ka3aTeNnbCTBEHHYIO cuy
AHAIIOTHYHBIM II0 COJEPXKAHUIO U
CMBICITy IOKYMEHTaM Ha OyMa)KHOM
HOCHUTEIIE, COCTaBJICHHBIM B
COOTBETCTBHM C  TpeOOBaHUAMH,
OpeIbABISEMBIME K JTOKyMEHTaM
TAKOro pojAa, MW  MNOJNMCAHHBIM
COOCTBEHHOPYYHOI IO ITUCHIO
YIOJTHOMOYEHHOTO  TPEACTaBUTEIL
banka, 3aBepeHHOI1 neyaThio baHka;
HE MOTYT OBITh OCIOPEHBI WIH
orpunathcsi CTOPOHAMHU M TPETHUMHU
IMIaMH WM OBITh  NPU3HAHBI
HEEUCTBUTENBHBIMU TOJABKO Ha TOM
OCHOBAaHMHU, 4YTO OHHM HEPEIAHBI
bankom ¢ ucnonb3oBanueM CHCTEMBI
u Kananos gocryna;

— MOTYT OBITb  TPEACTAaBICHBI B
KayecTBe JI0Ka3aTebCTB,
paBHOCI/IJ'ILHI)IX IINCbMCHHBIM
JI0Ka3aTeIbLCTBAM, B MopsizKe,
MpeayCMOTPEHHOM
3aKOHO/1aT€ILCTBOM Poccuiickoit
®Depnepanuy, pu 5TOM

JOIYCTUMOCTh TaKUX JOKa3aTeJIbCTB
HE MOJKET OTPULIATHCS TOIBKO Ha TOM
OCHOBAHHH, YTO OHH NPEACTABIICHEI B
BUJIE DIICKTPOHHBIX JIOKYMEHTOB.
23.13. B cootrBerctBHHM ¢  TpcOOBaHUAMH
3akoHojaTtenscTBa  Poccuiickoit  ®emepanuu 00
MH(QOPMHUPOBAHUU KJIMEHTa O COBEpPUICHHH KaXIOil
OIepalX C HCIOJIL30BAaHUEM JIEKTPOHHOTO CPElCTBa
wiatexxa bank ¢ momomipto CHCTEMBI YBEIOMIISET
Kimenta o coBepuienun kaxnaod Omepauuu c
UCIIOJIB30BaHHEM Pa30BOro CeKpeTHOro mapos.

ITo mepe coepuienuss Omnepanuil ¢ MCIONb30BaHUEM
PazoBoro cekperHoro mapois, bank He mo3gHEE
crenyromero  pabosero  aHA  Qopmupyer B
ABTOMATHUYECKOM PEXUME IJKypHal omepauuil B
Cucteme, k kotopoil y Kimenra umeercs nocTosHHBIN
(exxeTHEBHBIHM, KPYTJIIOCYTOUHBIN) nocTym o Kanamam
Joctyma. B ykasaHHBIX  KypHajax  oIepanui
CONIEpXKUTCA HWH(POPMAIUS O JABWKCHHH JCHEKHBIX
cpencts 1o Cuety u 0 coctossaun CyeTa.

Taxxe bank HezamennWTeNbHO MO Mepe 00pabOTKH
Pacnopspxenuit Kinuenra ¢dopmupyer B
aBTOMAaTHYECKOM pexume u nepepaer B Cucremy
nHpopmanuio o craryce PacniopsukeHuid.

®opmupoBanre baHkoM BbIIIEyKa3aHHOTO KypHala
onepauuil B Cucteme, a Takxe NnpucBoeHue baHkoM B
CucreMe cOOTBETCTBYIONIETO cTaTyca PacnopsbkeHuto,
SIBIIIETCSl HAJJIeKaIUM yBegomiienneM Kinenra, B Tom
quCe 0 pe3yJbTaTax MpHueMa K MCTIOTHEHHIO, OT3hIBA,
OTKa3a B UCTIOJIHEHUH PacropsokeHust B COOTBETCTBHU C
HOpMAaTUBHBIMM akTaMu banka Poccum, m He Tpebyer

on the Account and to open/close an account (deposit)
with the Bank transferred by the Client via the System
are not accepted and given effect to.

2.3.12. The Parties hereby acknowledge that the free
format messages, transferred by the Bank:

are equivalent, including having
equal legal and evidential force, to
identical documents in hard copies
in terms of content and meaning,
created in line with requirements to
such type of documents with
holographic  signature of the
authorized representative of the
Bank and verified by the stamp of
the Bank;

cannot be contested or denied by the
Parties and third entities or be
acknowledged void only based on
the fact that they have been
transferred by the Bank by means of
the System and Access Channels;

can be presented as testimonies,
equal to written evidences,
according to the procedure,
foreseen by the legislation of the
Russian Federation, thereat the
admissibility of such testimonies
cannot be denied only due to the
fact that they have been presented in
the form of Electronic documents.

2.3.13. In accordance with the legislation of the
Russian Federation on informing clients of transaction
performance with the use of electronic means of
payment, the Bank shall notify the Client of each
Transaction performance using the System confirmed
with a Session Key.

Upon conduction of Transaction by means of Session
Key, the Bank, not later than the next working day,
automatically generates transactions statement in the
System, to which the Client has permanent access
(daily, round-the-clock) via the Access Channels. The
above mentioned statements contain information on
the cash flows on the Account, as well as on the
balance of the Account.

Also, the Bank, upon processing the Orders of the
Client, automatically generates and transfers to the
System information on the status of the Orders.

The creation of the mentioned statement in the System
as well as assigning corresponding status of the Order
by the Bank is considered to be proper notification
given to the Client, including related to the results on
accepting for execution, revocation, refusal from
execution of the Order according to the regulatory acts
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JIOTIOJIHUTENLHOTO HampaByienus: bankom KiueHty
KaKHX-JTH0O0 YBEIOMIICHHH.

,Z[HCM MOoJIyucHUus Knuenrom ot banka YBEAOMIJICHUS O

COBeleeHHOﬁ Onepaunn, SABJIACTCA JCHb
q)OpMI/IpOBaHI/IH bankom BBIIIICYKA3aHHOT'O JKYpHalia
onepaunﬁ B Cucreme - 10 MEpE COBCpULICHUA

Ornepanuii, HO He TI031HEe paboyero AHsI, CACAYIOLIEro
3a JIHEM COBEPIIIEHHsI COOTBETCTRYIOIIEH Onepanun.

2.3.14. KimeHT 00s13yeTcsi He pe:ke OAHOTO pa3a B
AeHb OCYIIECTBIATH pocTyn K Cucreme mo Kanamam
JocTyma Ui HoilydeHHs — uUHGOpPMAammM o
3aperuCTPUPOBAHHBIX PaclOpsHKeHUSIX, U O COCTOSTHHU
Cuera B IHeNAX IPOBEPKH IPOBEACHHBIX baHKOM
Omneparyid, a TaKxKe JUIsl OJTy4eHHs XKypHalla orepanunit
0 COBCPIUICHHBIX Onepauymx C HCIIOJIB30BAaHUCM
Pa30Boro cexpeTHOro napois.

2.3.15. Henocrymenne B TteueHue 10 (mecsTn)
KaJIeHIApPHBIX nHen c HaThl Perucrpanuu
Pacnopspkenuss nucbMeHHOR mpereH3un Kiuenra,
COCTaBIICHHOH B CBOOOIHOHM (hopMme, HampaBiseMoi B
Bank ¢ momomeio Cucremsr mo Kanamam nmocryma/Ha
OymMa)kHOM HOcHUTelle, 0 Hecormacuu ¢ Omneparmet,
MIPOBEJICHHOW Ha OCHOBaHUM JaHHOro PacmopspkeHus
W/WIIA CIUCaHHBIM KOMHCCHOHHBIM BO3HATrpaXkJICHHUEM,

CUYUTAETCS IIPU3HAHUEM Knuenrom TaKoro
PacnopskeHuss ¥ NOATBEPKACHUEM IIPOBEICHHOU
Onepanun/CIucaHHOro KOMUCCUOHHOTO
BO3HArPaXIACHUs.

2.3.16. Tlocie mnonyuenuss bankom or Kiunenra
MUCBMEHHOM NpeTeH3uH 0 Hecorjacuu ¢ Omeparuei,
NPOBEICHHOH Ha OCHOBAaHMH COOTBETCTBYIOLIETO
PacnopspkeHHs1/ClTUCaHHBIM KOMHUCCHOHHBIM
BO3HArpaxJeHueM, baHk MpUOCTaHaBIMBACT NCHCTBUE
Cucremsl B oTHoLIeHHH KiMeHTa M BO30OHOBIISET €ro
TONBKO Tmocne mepenadn  Kimentom B BaHk
COOTBETCTBYIOILIETO 3asBJICHHS Ha OYMa)KHOM HOCHUTEIe
npu nuyHoM Busute Kimenra B bank.

of the Bank of Russia, and do not require additional
submittal of any notification to the Client by the Bank.

The day of receiving notification on conducted
Transaction from the Bank by the Client is considered
to be the day of generating the above mentioned
statement in the System by the Bank - upon
conduction of Transaction, but the day succeeding the
corresponding Transaction conduction day at the
latest.

2.3.14. The Client is obliged to enter into the System
at least once a day via the Access Channels for
obtaining information on registered Orders, and on the
account balance for the purposes of checking the
Transactions conducted by the Bank, as well as
obtaining statement on Transactions by using Session
Key.

2.3.15. In case the Client does not submit a claim on
disagreement with Transactions, conducted based on
the mentioned Order and/or deducted commission fee,
formed in free format and submitted to the Bank by
means of the System via Access Channels / in hard
copy within 10 (ten) working days as of the date of
Order registration, such Order is considered
acknowledged by the Client of such Order, and such
Transaction/deducted commission fee - confirmed by
the Client.

2.3.16. After receiving by the Bank a written claim
from the Client on disagreement on the Transaction
conducted based on corresponding Order/deducted
commission fee the Bank suspends the System service
for the Client and renews it only after submittal of
corresponding written application in hard copy by the
Client upon in-person visit of the Client to the Bank.
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24. 3AKIIOYEHHUE JOI'OBOPA
CPOYHOI'O BAHKOBCKOI'O
BKJUIAZIA, OTKPBITHUE U 3AKPBITHE
CYETA I10 BKUIAY

2.4.1. OTkpBITHE CYETa MO BKIAAY C HCIOJIH30BAHUEM
KananmoB poctyma ocymecTBiseTcs Ha OCHOBaHHHU
JIOTOBOPA CPOYHOTO 0aHKOBCKOTO BKJIAJIA,
3aKJIF0YaeMOro C UCroJib30BaHreM KananoB nocryma.
2.4.2. KiueHT mMeeT NpaBO OTKPHIBaTh BKJIAJABI B
MopsAJIKe, YKa3aHHOM B 1. 2.4.1 HacTtosmmx YCIoBUH,
TOJIBKO Ha CBOE M.

243. Jlng 3aKiIrOueHHs ~ JIOTOBOpa  CPOYHOTO
OankoBckoro Bkmaga KimeHT mocpenctBoM CHCTEMBI
HarpasisieT B baHk 3asBIeHHE HA OTKPBITHE CPOYHOTO
06aHKOBCKOro BKIaga 1o (opme, YCTaHOBIECHHOM
BaHkoM, B KOTOpPOM YKa3bIBAaeTCsl BUJA BKJIAAa, CPOK
BKJIaJja, CyMMa BKJIa/la, BaJIIOTa BKJIa U MHbIE YCIOBHUS
pa3MelneHus BKJIaja. ABTOPCTBO 3asBICHHA HA
OTKpBITHE CPOYHOTO 6aHKOBCKOTO BKJIa/1a
MOATBEpXKIAeTcsl  cpeicTBaMH  AyTeHTH(UKaluy,
NPEeyCMOTPEHHBIMU  HACTOSIMMHU Y CIIOBHSAMH, U
PazoBeIM  cekpeTHBIM maposieM. 3asBICHHE Ha
OTKpPBITHE CPOYHOTO OAHKOBCKOT'O BKJIAJa, POTOKOJIBI
nposezneHus onepanuidi B CucreMe, MOATBEPKAAIOIINE
KOppekTHyI0 AyrteHTH(uKkanmmo KimeHnra, a Takxke
poBepKy Pa3oBoro cekpeTHOTo maposis U COBEpIICHUE
omeparmn B Cucreme, SBISIOTCA JTOKYMEHTaMH,
MOATBEPXKTAFOIMHI BOJICH3BSIBIICHHE Krnmenra
3aKIIFOYUTH JOTOBOP CPOYHOTO OAHKOBCKOTO BKJajna W
cormacue c ero ycuosusiMmu. Bribop Kmnmentom
nocpenctBoM  CucreMpl  c4era, C  KOTOPOTO
OCYILECTBIIICTCS pa3MeEIleHHe JIEHEXHBIX CPEICTB BO
BKJIaJl, B COBOKYIHOCTH C HAaIIPaBJICHHBIM 3asBJICHHEM
Ha OTKPBITHE CPOYHOTO OAHKOBCKOTO BKJIAAA SIBIAETCS
ero  nopyueHnem  baHKy 0  chnucaHuM  C
cooTBeTcTByIommero Cuera CpeiicTB B pa3Mepe CyMMBbI
BKJIaJa C LIEJIBI0 UX 3a4MCIICHHS Ha COOTBETCTBYIOIIMIA
CYeT IO BKJIAMYy.

[MonTBepxkneHneM  3aKIIOYEHHS  JJOrOBOpA
CPOYHOTO OAHKOBCKOTO BKJIaJa SIBIISIETCS] OTPAaXKEHHE B
3asBICHMM HA OTKPBITHE CPOYHOrO0 OAHKOBCKOTO
BKJIaZla HOMepa M JaThl JIOTOBOpa  CPOYHOTO
6aHKOBCKOTO BKJIa/la ¥ HOMEpa c4eTa 10 BKIaTy.

2.4.4. BHeceHHE [CHEXKHBIX CPEICTB BO BKIJIAIHI,
OTKPBIThIE B COOTBETCTBUH C MyHKTOM 2.4 HACTOSIIMX
VYcnoBuid, Takke IMOATBEPXKAAETCS MPOTOKOIAMMU
NPOBEIEHUsI COOTBETCTBYIOMIEH oneparun B Cucreme,
MOATBEPXKJAIONMMU KOPPEKTHYIO AYTEHTHU(PHKAIHIIO
Knuenra, a Takxke coBeprieHue onepanuu B Cucreme.
2.45. Knuentr mmeer mpaBo mnoiyduTh B baHke Ha
OyMa)XHOM HOCHTEJIC SK3EMIUISIP COOTBETCTBYIOIIETO
3asIBJICHHS Ha OTKPHITHE CPOYHOT'0 OAHKOBCKOTO BKJIa (2
¢ oTMeTKO# baHka 1 (MiIH) BRIICKY U3 JIMIIEBOTO CUETa
0 BKJIAy.

2.4.6. KneHT BIpaBe pacTOPTHYTH JIOTOBOP CPOYHOTO
0aHKOBCKOrO BKJIaJa IyTeM HampaBiieHHs B baHk 1o
Cucreme  3asBIEHHS Ha  3aKpPBITHE  CPOYHOTO
0aHKOBCKOrO0 BKJaJa TII0 YyCTaHOBIeHHON bankom
¢dopme, moATBepKICHHOIO Pa3oBBIM  CEKpETHBIM
napoJjeM, IyreM Oe3HaJMYHOTO INepeBoja JICHEKHBIX
cpeactB Ha cuer KimeHTa, yKa3aHHBIH B TaKoM
3asBJICHUU. B 3asBJIeHNMM Ha 3aKpBITHE CPOYHOTO
0aHKOBCKOr0 BKJIaJa yKasblBaeTcs MHQpOpMAIMsI O

2.4.MAKING OF TIME DEPOSIT
AGREEMENT. OPENING AND
CLOSING DEPOSIT
ACCOUNTS

2.4.1. A deposit account shall be opened via the
Access Channels where it is opened under the time
deposit agreement made via the Access Channels.
2.4.2. The Client shall have the right to open deposits
following the procedure stipulated in cl. 2.4.1 hereof,
provided the corresponding deposit is opened only in
the Client's name.

2.4.3. The Client willing to make a time deposit
agreement with the Bank via the System shall submit
an application for opening a time deposit to the Bank.
Such application shall be in the form established by
the Bank. It shall contain information about the
deposit type, term, amount, currency as well as any
other deposit terms. The name of the applicant
submitting such application for opening a time deposit
shall be confirmed by the Authentication means,
provided for hereunder as well as by the Session Key.
The above application for opening a time deposit,
System transaction protocols confirming the Client's
Authentication is successful, the Session Key is
verified and the System transactions are completed
shall be the documents that confirm the Client is
willing to make a time deposit agreement and consents
to the terms thereof. The choice of the account for
debiting made by the Client via the System to later on
place the corresponding funds in time deposits and the
submitted Application for opening a time deposit shall
be the Client's instruction to the Bank to debit funds
from the corresponding Account in the amount equal
to the deposit amount to later on credit such funds to
the corresponding deposit account.

The fact that the date and number of the time deposit
agreement as well as the corresponding deposit
account number are mentioned in the application for
opening a time deposit shall serve to confirm the
making of the time deposit agreement.

2.4.4. The fact that funds have been deposited in
deposits opened under cl. 2.4 hereof, shall be also
confirmed by System transaction protocols that
confirm the Client's Authentication is successful and
the System transaction is complete.

2.4.5. The Client shall have the right to receive a hard
copy of the corresponding application for opening a
time deposit endorsed by the Bank and/or a deposit
account statement in the Bank.

2.4.6. The Client shall have the right to terminate the
time deposit agreement by submitting an application
for time deposit closure to the Bank via the System.
The application shall be in a form approved by the
Bank. This action shall be confirmed by the Session
Key and the funds shall be transferred by wire transfer
to the Client's account stipulated in the above
application. Such application shall also contain the
bank details of the account to be closed and the
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3aKpBIBAGMOM CHUETE, a Takke o cuere KnmeHta s
MEPEUNCICHUsI  OCTaTKa  JEHEKHBIX CPEICTB  C
3aKphIBAEMOr0 BKJIaAa. 3asBICHUE Ha 3aKphITHE
CpOYHOTO OAaHKOBCKOTO BKJIaJ(a, IPOTOKOJ MPOBEICHUS
onepauuit B Cucteme, MOATBEPKIAOIINN KOPPEKTHYIO
Ayrentudukammo  Knumenra, mnposepky Paszosoro
CEeKpPETHOI'0 TMapojii M COBEpIIEHHE ONepaluud B
Cucteme, SIBIISIIOTCS JIOKYMEHTaMH,
MOATBEPXKIAIONMMU  BoJeW3bsiBIeHHe KimeHta o
3aKPBITHH CPOYHOTO OAHKOBCKOTO BKJajaa (cdera IO
BKJIQZTY).

2.4.7. bank BmpaBe 0TKa3aTh KIMEeHTY B 3aKIIFOYCHUH
JOTOBOpAa CPOYHOTO OAaHKOBCKOTO BKIaga WIH
PacTOPTHYTH JOTOBOP CPOYHOTO OAHKOBCKOTO BKJIAZa B
clydasx, MIPESyCMOTPEHHBIX JieficTBYIOIIUM
3aKkoHogareascTBoM Poccutickoit @denepanuu.

2.4.8. baHk BripaBe OrpaHUYUTH BO3MOXKHOCTbH BBIOOpA
Knmnentom cuera it pa3MelieHus, Bo3BpaTa BKJIaga U
(uM) BBIIIATHI IPOLCHTOB TIPH MOJAYe 3asBICHHS 00
OTKPBITUH WM 3aKPBITHH CPOYHOTO OaHKOBCKOTO
BKJIaga o Cucreme. Ecii BO3MOXXHOCTB BBIOOpa cyeTa
JUIT  BO3BpaTa BKJIaAa WM YIUIaTBl IPOIEHTOB
CucteMoii He IPenyCMOTPEHA, TO B COOTBETCTBYIOIIEM
TIOJIE 3asBJICHHSI aBTOMAaTHYECKH YKa3bIBAeTCS CHUET, C
KOTOpOTO OCYIIECTBISIETCS (OCyIIEeCTBISIIOCH)
MepeYHCIICHUE IEHEKHBIX CPEJICTB BO BKIA.

2.5.XPAHEHUE PACIIOPSI)XEHUWA o
NPOBELEHUU OlNEPALINN,
HAOKYMEHTOB I10 BKITIALQY

2.5.1. bank 00s13aH 00ecreunTh XpaHeHNE MOTYUEHHBIX
ot Knuenrta Pacniopspkennii, JlIOKyMEHTOB 110 BKJIaTy B
TE€YeHHE  MPETyCMOTPEHHBIX  3aKOHOJATEIHCTBOM
Poccuiickoit ®Denepanuu  CpOKOB  JUIsl  XpaHEHUs
AQHAJIOTUYHBIX ~ JOKyMEHTOB,  COCTAaBJICHHBIX  Ha
OymaxkHom Hocurtene. Crmocod u dopmat XpaHEHUS
ornpezensrorcst baHkoM caMoCTOSTENBHO.

2.5.2. Bce omepammu, npomsBoguMbie CTOpOHaMHU B
Cucreme, Qukcupyrorcst OneparopoM B IPOTOKOIAX
paboThl MPOTpaMMBbI, XPAaHAIMUXCA B 0a3e JaHHBIX
Cuctemsl. B cimydae pasHormacusi Mexny bankom u
KnueHToM B OTHOIIEHHM TNEpEeJaHHBIX ODJIEKTPOHHBIX
JIOKyMeHTOB (hopmaTa CTOPOHBI MPU3HAIOT B Ka4eCTBE
JIOKa3aTeNbCTB YKa3aHHBIC 3aIlUCH, a TaKXKe 3aIlUCH B
mpotokosie  paboTel  CHCTEMBI, TIPEJOCTaBIsIEMbIS
OnepaTopom.

Cuctema BefeT yueT JeHCTBUM, NPOU3BOAUMBIX
Croponamu B Hedl. CdopmupoBanHble Oneparopom
COOTBETCTBYIOIIIUE  OTYETHl 1O  IPOU3BEIECHHBIM
omepanusaM (nericTeusiM) B CucreMe W mepelaHHbBIC B
BaHk B 31€KTPOHHOM BHJE MO 3aIIUIIEHHOMY KaHAy
CBSI3M TI0 3aIIPOCY YHOJIHOMOYEHHOTO paboTHHKa banka
SBISIFOTCS JTOCTaTOYHBIMH JI0Ka3aTelIbCTBAaMHU (DaKTOB
cosepreHnst CTOpOHAMU OTIEpaIiii U AEHCTBHH (B TOM
yrcie CucteMol aBTOMAaTHYECKH), TPETyCMOTPEHHBIX
HACTOSIIIUMH ~ YCIIOBHSIMH, H  MOTYT  OBITh
WCIIONIB30BaHBl TIPH Pa3pelIeHnH JIFOOBIX CIIOpOB, a
TaKOKe MPEJOCTABICHBI B CY/I.

3. KOH®ULOEHLUUNATIbBHOCTb

3.1. bank 00s13yeTCst MPUHSTD BCE AOCTYIHBIE MEPbI AJIsS
MPEJOTBPAIICHNS] HECAHKIMOHWPOBAHHOTO JOCTyHa

account indicated by the Client for transferring the
balance from the account to be closed. The application
for time deposit closure, the System transaction
protocol confirming the Client's Authentication has
been successful, the Session Key has been verified
and the System transactions have been complete shall
be the documents that confirm the Client's willingness
to close the time deposit in question (the deposit
account in question).

2.4.7. The Bank shall have the right to deny the Client
the making of a time deposit agreement or terminate
such time deposit agreement, where it is provided for
under the laws of the Russian Federation currently in
force.

2.4.8. The Bank shall have the right to limit the
Client's choice of accounts that can be used for
depositing funds, deposit pay back and/or interest
payments when an application for time deposit
opening or closure is submitted via the System. If the
System provides for no account options that may be
used for deposit pay back or interest payments, a
corresponding account that the funds transferred to the
deposit account are/were debited from shall be
automatically shown in the corresponding Application
field.

2.5. STORAGE OF DEPOSIT

DOCUMENTS AND ORDERS
REFERRED TO DEPOSIT
TRANSACTIONS

2.5.1. The Bank shall ensure that the Deposit
Documents and Orders received from the Client are
stored within the term stipulated by legislation of the
Russian Federation for storing similar documents
drawn up on paper. The method and format of storing
are determined by the Bank independently.

2.5.2. All the operations carried out by the Parties in
the System are fixed by the Operator in the protocols
of the System operations, which are kept in the System
database. In case of disagreement between the Bank
and the Client related to the transferred Electronic
Documents, the Parties acknowledge the mentioned
notes, as well as the notes fixed in the System
operations protocol provided by the Operator, as
evidences.

The System tracks the actions carried out by the
Parties therein. The corresponding reports on
conducted operations (actions) in the System,
generated by the Operator and transferred to the Bank
in soft copies through a protected communication
channel upon request of an authorized official of the
Bank, are considered to be sufficient evidences of
facts of operations and actions made by the Parties
(including automatically by the System), foreseen by
the present Terms and Conditions, and can be applied
for settlement of and disputes, as well as submitted to
the court.

3. CONFIDENTIALITY

3.1. The Bank is abliged to take all available measures
for preventing the unauthorized access of third parties
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TPEThbUX JHMIl K HWHPOPMAIUH, COCTABJISIONICH
OankoBckyto TaiiHy Kimenra. Jlrobass wHbopManus
TAKOTO POJa MOXET OBITh MPEIOCTABJICHA TPETHUM
JUIaM HE HMHaue Kak B TOPSAIKE, YCTAaHOBICHHOM
3aKoHOAaTenbcTBOM Pocculickoit @enepanuu.

3.2 Hacrosmum Knuenr  mpusHaer, 4TO
UCTIONB30BaHUE B COOTBETCTBHUM C HACTOSIIUMHU
VYcnoBussiMu Pa3oBBIX CEKpPETHBIX Maposeil, a Takxke
nopsimok AyTeHTuuKanmuu u Aoctyma Kimenra
CucreMe [OCTATOYHBI IS OOECIIEYEeHUs 3alllAThI
nepexaBaemoi mo Kanamam moctyma mHDOpMAIHA OT
HECAHKIIMOHMPOBAaHHOTO JOCTyNa K HEW TPETbHX JIULL.
IIpu sToM KitneHT noaTBEpKAAET, UTO EMY U3BECTHO O
TOM, YTO B mporecce JMCTaHIMOHHOTO OaHKOBCKOTO
00CITyKMBaHUs BO3MOKEH puck
HECAHKIIMOHUPOBAHHOI'O IOCTYIA TPETHUX JIHI K TAKOH
nH(OpMAaLUK ¥ HACTOSIINM BBIpaXKaeT CBOE COTJIacHe C
TeM, 4To baHKk He HeceT OTBETCTBEHHOCTH 3a
pasrinamenue nHdpopmanuu o Kimmenre B cirydyae Takoro
HECAHKIIMOHUPOBAHHOI'O TOCTYTIA.

3.3. Ilepemaua Kimmenrom Jlormra, BpemenHoro
napous, [Tapons, Kogosoro crnosa, Pa3oBbIx cekpeTHBIX
napoyieil TpeTbMM JIMIAaM HE [IOMyCKaeTcs, TaK Kak
BJIEUET PUCK HECAHKIIMOHMPOBAHHOTO JOCTYTA TPETBUX
i Kk nepenaBaemod mo  Kamamam  pocrtyma
undopmanun. B ciyqae nepenaun Kinuenrom Jloruna,
Bpemennoro mapoms, Ilapons, KomoBoro crosa,
Pa30BbIX CEKpETHBIX Napojeil TpeTbuM aunaM bank He
HECeT OTBETCTBEHHOCTH 3@ HECAHKIIMOHMPOBAHHBIN
JOCTYNl K TmepenaBacMod HH(popMaiuu U ymiepo,
MPUIMHEHHBIN Knunenty BCIEACTBHE  TaKOro
HECAHKLIIMOHUPOBAHHOI'O IOCTYTIA.

4. BOS3HAIPAXLOEHWE BAHKA

4.1. Pazmep u MOPANOK yaAepXKaHHUA KOMUCCHOHHOTO
BO3HArpaXIEHUS 3a MpenocTaBieHne bankoM yciayr B
COOTBETCTBHM C  YCJOBUSMH  YCTAHaBIMBAIOTCS
cornacHo Tapudam banka.

4.2. KilueHT HACTOSIIUM MPEeIoCTaBisieT baHKy mpaBo
CIHCHIBAaTE 0€3 JIOMOJHUTENBFHOTO PaCIOPsDKEHUS
Knuenta cyMMBI KOMHCCHOHHOTO BO3HArpaXKIACHUS
Banka 3a yciyru B cootBetcTBrU ¢ Tapudamu banka, a
TaKXke APYrue pacxobl, IOHECEHHbIE baHKOM B CBSI3H €
ucnonHenueM Pacnopspkenuid, JlokyMEeHTOB MO BKIaay
W/WIIA MHBIX DJEKTPOHHBIX TOKYMEHTOB, B TOM YHCIIE
KOMHCCHOHHBIE BO3HATPAKICHUSA 06aHKOB-
KOHTpareHToB, ¢ Mmooeix CuetoB Knnenta B banke, kak
OTKPBITBIX Ha MOMEHT mpucoennHeHns Kimenra k
HACTOSIIIUM Y CJIOBHAM, Tak u co CYeroB, KOTOpHIE
MoryT ObITH OTKpHITHI Kimenty bankom B Oyamymiem,
COTJIaCHO COOTBETCTBYIOIUM JIOTOBOpaM,
3aKIII0YEeHHBIM Mexkay CTOpoHaMH.

HecMmotps Ha ykazannble nonoxenust KiveHt
BIIPaB€  OCYLIECTBISITh  OIUIATy  KOMHCCHOHHOTO
BO3HarpaxjaeHus baHka 3a ycinyru B COOTBETCTBHH C
Tapupamu banka, a Takke JApyrue pacxobl,
MOHECEHHbIE bBaHKOM B CBSI3M C HCIOJHCHHEM
Pacniopspkenuii, JIOKyMEHTOB 10 BKJIaay W/WIIA HHBIX
DNEeKTPOHHBIX TOKyMeHTOB KimeHTa Tro0bIMH WHBIMHU
croco0amu, MPEIyCMOTPEHHBIMH 3aKOHOJATEIHCTBOM
Poccuiickoit ®epnepannu.

to the information considered bank confidentiality of
the Client. Any type of such information can be
provided to the third parties only according to the
procedure stipulated by the legislation of the Russian
Federation.

3.2. Hereby the Client acknowledges that the
application of Session keys according to the present
Terms and Conditions, as well as the Authentication
procedure and the procedure regulating the Client’s
access to the System by using Identifiers are sufficient
for protection of the information transferred via the
Access Channels from unauthorized access of third
parties. Thereat, the Client confirms that he/she is
informed about the possibility of a risk of
unauthorized access of third parties to such
information in the process of remote banking services
and hereby agrees with the fact that the Bank does not
bear responsibility for disclosure of information on
the Client in case of such unauthorized access.

3.3. Transferring of information on the Login,
Temporary Password, Password, Memorable Word,
Session Keys by the Client to third parties is
prohibited, as it generates risk of unauthorized access
of third entities to the information transferred via the
Channel of Access. In case of transferring of
information on Login, Temporary Password,
Password, Memorable Word, Session Keys by the
Client to third parties, the bank does not bear
responsibility for unauthorized access to transferred
information and the loss caused to the Client in the
result of such unauthorized access.

4. BANK FEE

4.1. The size and procedure on collecting the fee for
the services rendered by the Bank according to the
Terms and Conditions, is identified according to the
Rates of the Bank.

4.2. The Client hereby provides the Bank with a right
to write-off without additional instructions of the
Client the sum of Bank fee for rendered services
according to the Rates of the Bank, as well as other
expenses covered by the Bank for the purposes of
execution of the Orders, the Deposit Documents
and/or other Electronic Documents including the fees
of banks-contractors, from any Accounts of the Client
opened in the Bank, both opened at the moment of
affiliation of the Client to the present Terms and
Conditions and from the accounts that the Client may
open in future, according to corresponding
agreements signed between the Parties.

Notwithstanding the mentioned provisions,
the Client reserves the right to pay the Bank fee for the
rendered services according to the Rates of the Bank,
as well as other expenses covered by the Bank in
relation to execution of the Orders, the Deposit
Documents and/or other Electronic Documents of the
Client by any other means, stipulated by the
legislation of the Russian Federation.
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4.3. KiIMeHT HACTOSIINM JIaeT COrJiacue Ha UCIOHEHHE
(B ToM umcie wactuaHoe) baHkoMm, B TOMHOW cymMme,
JIOKYMCHTOB, YCTaHOBIICHHBIX bankom Poccum, mms
OCYILICCTBIICHUS TMpPaB, TMPEAYCMOTPEHHBIX M. 4.2, B
TeueHUe cpoka jaeicTeus JloroBopa Oe3 orpaHUYCHUS
MO KOJMYECTBY PACUCTHBIX TOKYMCHTOB, IO CyMME U
TpeOOBaHUSM U3 O00s3aTEIbCTB, BBITCKAIONIMX U3
Jorosopa.

4.4. baHK WMeeT NPaBO B OJHOCTOPOHHEM TIIOPSIKE
m3MeHaTh Tapudsr banka ¢ u3Bemennem Kinuenra e
no3nHee, deM 3a 10 (mecsATh) KaneHIApHBIX AHEH IO
BeTymuieHus: Tapu¢oB B cuily, MyTeM OITyOINKOBAHUS
uH(pOpMaLUK B MOPSIKE, IPELYCMOTPEHHOM B ITyHKTE
1.5 Ycnoswid.

5. YPEI'YIIUPOBAHUE
PA3HOrJIACUN

5.1. Cnopsl, BO3HUKAIOIIHUE B CBSI3U C HCIIOJTHEHHUEM
JoroBopa, CTOpoHBI 00s3yIOTCS pa3pemaTh IIyTeM
MIEPEroBOPOB C YUETOM MPUHIUIIOB JOOPOCOBECTHOCTH
YW B3aUMHOTO YyBakeHHUs. B ciydae HEBO3MOXXHOCTHU
YperyIupoBaHUs BO3HUKIIUX PA3HOTJIACHA MyTeM
neperoBopoB, CTOpOHBI OyIyT pacCMaTPHUBATH CIIOPHI B
Cyle B COOTBETCTBHH C  3aKOHOJIATEIHCTBOM
Poccuiickoit ®enepanuu.

5.2. B cnywsae nHecormacus KimeHTta ¢ aedcTBUSIME
banka, cBs3aHHBIMH C HCHONHEHWeM baHKOM
Pacniopspkennii, JJokyMeHTOB 1O BKIAAy W/WIH HHBIX
ONEeKTPOHHBIX [IOKYMEHTOB, KimmeHT HampaBmser B
bank ¢ nomomipto Cucremsl o Kananam nocrymna/na
OyMa)KHOM HOCHTEJIE 3asiBIICHHE C H3JI0)KEHHEM CYTH
MIPETEH3UH.

5.3. bank B Teuenue 14 (ueThipHaALATH) PabOUMX JHEH
OT  jgaTel  momyudeHus — mpereHsun  KimeHta
paccmaTpuBaeT 3asBiaeHue Kiuenra u, B 3aBUCUMOCTH
OT TpPHUHATOTO pEIICHUs, IMO0  YIOBJIECTBOPSCT
nperem3uro  Knmenrta, mmbo mepemaer Kiumenrty
3aKIIIOYCHHE O HEOOOCHOBAaHHOCTH €ro IPETCH3HU.
3akmo4eHHe O  HEOOOCHOBAaHHOCTH  IMPETSH3UH
Hanpasiisiercss Kimnenry no Cucreme, a Takxke MOXET
OBITH BBIJJAHO B IHCBMEHHOM BHJE C IIOANUCHIO
YIOJIHOMOYEHHOTO paboTHHKa Banka
Kimmenty/mpencrasurento KineHTa npu JTMYHOM SBKE B
baHk.

6. OTBETCTBEHHOCTb CTOPOH

6.1. TIPABA, OBbA3AHHOCTNU YU
OTBETCTBEHHOCTb BAHKA

6.1.1. bank o0Os3yerca mpexocraBiuATh KimeHTy
BO3MOXHOCTb IIOJyYEHHUS aKTyaJlbHOM M IOCTOBEPHOM
nHpOpPMALIT 0 MepeIaHHbIX Knuenrom
Pacnopspkennsax, omepammsix 1o ero  Cuerawm,
cocrossHuu ero CYeToB W WHYIO WHPOpMAIHUIO B
HOPSJKE, TPEyCMOTPEHHOM Y CIIOBHAMH.

6.1.2. bank BmpaBe OTKa3arh KIIMEHTY B MCIOITHEHUH
3apEruCTPUPOBAHHOTO  PacmopspkeHusi, eciu  MpH
HOCIEyIOUIeH MpoBepke OyaeT YCTAHOBJCHO, YTO

4.3. The Client hereby agrees (including partially) on
implementation by the Bank, in full sum, of the
documents, established by the Bank of Russia, for
execution of rights, stipulated in point 4.2, within the
period of validity of the Remote Banking Services
Agreement without limitations in terms of the quantity
of settlement documents, sum and requirements from
obligations, arisen from the Agreement.

4.4. The Bank reserves the right to change the Rates
of the Bank unilaterally by notifying the Client on it
not later than 10 (ten) calendar days prior to entry of
the Rates into force by means of publishing the
information according to the procedure stipulated in
point 1.5 of the present Terms and Conditions.

5. SETTLEMENT OF DISPUTES

5.1. The Parties are obliged to settle the disputes arisen
in relation to the implementation of the Agreement by
means of negotiations considering the principles of
fidelity and mutual respect. Provided that it is not
possible to settle the arisen disputes by negotiations,
the Parties will address the disputes in the court
according to the legislation of the Russian Federation.

5.2. In case the Client disagrees with the actions of the
Bank with regards to the implementation of the
Orders, the Deposit Documents and/or other
Electronic Documents by the Bank, the Client
transfers to the Bank an application, mentioning the
subject of complaint, by means of the System via the
Access Channel / in hard copy.

5.3. Within 14 (fourteen) working days as of the date
of receiving the claim of the Client the Bank processes
the application of the client and, depending on the
decision, either satisfies the Client’s claim, or
transfers the Client a conclusion on groundlessness of
the claim. The conclusion on groundlessness of the
claim is transferred to the Client via the System, as
well as can be issued to the Client / Representative of
the Client upon in-person visit to the bank, in written
for with the signature of an authorized employee of
the Bank.

6. LIABILITIES OF THE PARTIES

6.1. RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE BANK

6.1.1. The Bank shall provide the Client with an
opportunity to obtain relevant and reliable information
on the Orders transferred by the Client, Transactions
on their Accounts, the state of their Accounts, and
other information in accordance with the procedure
set out by the Terms and Conditions.

6.1.2. The Bank is entitled to refuse from the
execution of the registered Order of the Client in case
the subsequent checking will identify that execution
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WCTIOJTHEHUE  MpeaycMOTpeHHor uM  Onepamuu
MIPOTHBOPEYHUT 3aKOHO/ATENbCTBY Poccuiickoit
®enepanuu, HOpMAaTUBHBIM akTaM banHka Poccun,
YcnoBusaMm win 1oroopy Mexxay bankom u Knuenrom,
ONpENEIAIOIIEMY NOPSAIOK MPOBEAEHUS ONepanuil mo

COOTBETCTBYIOLIIEMY quTy.

6.1.3. bank BmpaBe B 1000 MOMEHT IO CBOEMY
YCMOTPEHHIO, B TOM YHCJIE, HO HE OrpaHH4YHMBasChb, B

ciIydae HapyLIEHUs Knuentom Horosopa
IUCTAaHIIMOHHOTO 0aHKOBCKOT'O 00CITy)KUBaHHUS,
Komnpowmerarmn, COBEpPILICHU Omneparnmn,
COOTBETCTBYIOIICH MIpU3HAKaM OCYILIECTBIICHHS

IepeBosia ACHEKHBIX cpeacTB Oe3 cormacust Knmenra,
oTkazaTb ~ KnmeHTy B HCIONHEHHH  JIIOOOTO
3apEerHCTPUPOBAHHOTO PacnopshKeHUs/IPHOCTaHOBUTh
€ro HCIoJHeHue, npu 3toM KineHt Bipase nepenats B
baHK COOTBEeTCTBYIOIlEE TOPYYEHUE HA IPOBEICHUE
Omnepaiuy B 0yMa)KHOM BUJIe, COCTaBIEHHOE MO hopme
baHka, B COOTBETCTBUH C JIOTOBOPOM OaHKOBCKOTO
cueTa (BKJIa/a), 3aKJII0YeHHBIM Mexk1y CTOpoHaMHu.

6.1.4. bamk BmpaBe moTpeboBaTh oOT KimeHra
NpeICTaBUTh, B TOM YHUCJIE, C MOMOIIbI0 CHCTEMBI,
HOATBEPXKIAIONINE TOKYMEHTBI, HEOOXOIMMBIC I
oCyIecTBIICHUsI baHKOM (yHKIIMH areHTa BaIOTHOTO
KOHTPOJI, B ClIydae OCYLIECTBICHHS KimeHToM
BanmrotHoii onepanuu.

bank BmpaBe oTkasath KimeHTy B HCHOJHEHHUH
3aperucTpupoBaHHOro  PacnopsbkeHus, B ciydae
HECOOTBETCTBUA INPOBOAUMOI BaitoTHON onepanuu
JIECTBYIOIEMY  BalllOTHOMY  3aKOHOJATEIbCTBY
Poccuiickoli ®enepauuu  W/uiaM  HENPENCTABICHUS
Kimenrom noarsepxaaonyx J0KyMEHTOB.

6.1.5. bank BmpaBe He BO3BpaIlaTh KOMHCCHOHHOE
BO3HArpaxxaeHue, mojydeHHoe oT Kimenra 3a
UCIIOJHEHNE PacropspkeHusl, 3aperuCTpUpOBaHHOIO B
Cucreme, eciu 1aHHOe PacropsbkeHre He MOXKeT OBbITh
BBITIOJTHEHO 110 HE3aBHCSIIMM OT baHka pUYHHAM.

6.1.6. bank He HeceT OTBETCTBEHHOCTH 3a
HEUCIIOJTHEHUE Pacnopspxenust H/Un HWHOTO
DneKTpOHHOTO JNoKyMeHTa KimeHTta B ciydae oTkaza
banka ot ucronmHeHHs PacnopspkeHHsT W/MIH HHOTO
DneKTpOHHOTO AoKyMeHTa KitneHTa, a Taioke B cirydasix
HEUCIIOJTHEHUS Pacnopsixenus W/uan HWHOTO
DneKkTpoHHOro nokyMeHTa KiineHTa, eciu ucrnonHeHue
MPUBEJIO OBl K HAPYIICHUIO TPEOOBAHMIA ICHCTBYIOIIETO
3aKOHOJaTeJILCTBA Poccuiickoi denepanum,
HOpMaTuBHBIX akTOoB banka Poccun, Hacrosmmx
YcnoBuid, 10roBOpoB 0aHKOBCKOTO cueTra (BKJIAJAa), a
TaK)Xe yCIOBUI MHBIX 3aKIIIOUEHHBIX MeX Ty Kinentom
1 bankowm coriameHu#t (Z0roOBOPOB), B TOM YHCIIE, ECIIH
Pacniopspkenne w/nnm WHOW OJEKTPOHHBIH TOKYMEHT
He Opo moxarBepxaeHo Kmmentom  Pa3oBbeiM
CEeKpeTHBIM TapoJyieM, Jubo mpoBepka PazoBoro
CEKPETHOTO Mapojs Jajia OTPUIATENIbHBIN pe3yibTar,
m0o0 paeHexkHBIX cpenctB Ha Cuerax Kimmenra He
JIOCTAaTOYHO JUIs UCTONHEHUs PacnopspkeHust (W/wmu
WHOTO DIICKTPOHHOTO JOKYMCHTA) W/WIU  YILIATHI

KOMHCCHOHHOI'O BO3HAIrpaXxJcHus BaHKy H/Unn
BO3MCIICHNA HWHBIX Ppacxoa0B banka B cBsS3M ¢
MMpOBECACHUEM Onepauun, OCYIICCTBJICHUA

COOTBETCTBYIOIINX JCHCTBHM, a TAK)KE B MHBIX CITyJasX,

of such Transaction does not meet the requirements of
the legislation of the Russian Federation, regulatory
acts of the Bank of Russia, the present Terms and
Conditions or the Agreement between the Bank and
the Client, identifying the transactions conduction
procedure on the corresponding Account.

6.1.3. The Bank is entitled to refuse from/suspend the
execution of any registered Order of the Client at any
time, at its own discretion, including, but not limited
to, in case of violation of the Remote Banking
Services Agreement, a Compromise, a Transaction
with the signs of money transfer performed without
the Client’s consent, thereat the Client reserves the
right to submit to the bank the corresponding orders
on Transaction conduction in hard copies created in
the form of the Bank and according to the agreement
of bank account (deposit) agreement, signed between
the Parties.

6.1.4. The Bank is entitled to request from the Client
submittal of justifying documents, including by means
of the System, required for carrying out the function
of currency control agent by the Bank in case the
Client conducts Currency transactions.

The Bank is entitled to refuse from the execution of
the registered Order of the Client in case of the
mentioned Currency Transaction does not meet the
requirements of the effective currency legislation of
the Russian Federation and / or failure of the Client to
present confirming documents.

6.1.5. The Bank is entitled to refuse from refunding
the fee received from the Client for execution of the
Order registered in the System, if the mentioned Order
cannot be executed due to reasons beyond the Bank’s
control and competence.

6.1.6. The Bank does not bear responsibility for
execution of Orders and/or other Electronic
Documents of the Client in case of refusal of the Bank
from execution of the Order and/or other Electronic
Document of the Client, as well as in cases of not
executing the Order and/or other Electronic Document
of the Client if such execution could have brought to
violations of requirements of the effective legislation
of the Russian Federation, regulatory acts of the Bank
of Russia, present Terms and Conditions, bank
account (deposit) agreements, as well as conditions of
other agreements (contracts) signed between the
Client and the Bank, including if the Order and/or
other Electronic Document was not verified by the
Client by means of Session Key, either the Session
Key identification gave negative result, either there
are not enough funds on the Accounts of the Client for
execution of the Order (and/or other Electronic
Document) and/or payment of the bank fee and/or
compensation of other expenses of the Bank related to
the Transaction conduction, taking corresponding
measures, as well as in other cases, foreseen by the
Terms and Conditions, corresponding bank account
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MPEAYCMOTPEHHBIX Y CIIOBUAMH, COOTBETCTBYIOIINM
JIOTOBOPOM ~ OaHKOBCKOTO  cdera  (BKIaga) W
3aKOHOAaTenbcTBOM Pocculickoit @enepanumu.

6.1.7. bank He HeceT OTBETCTBEHHOCTH 3a
HEBBINOJHEHUE, HECBOEBPEMEHHOE WM HENPABUILHOE
BBITIOJTHEHHE Pacnopspkenuit n/uinm WHBIX
DJeKTPOHHBIX HOKyMeHTOB KimeHra, ecimu 3T0 OBUIO
BBI3BAaHO MpeocTaBieHneM KilmeHToM HeJJOCTOBEpHOit
W/WIIA HETOYHOW WH(OPMAINY NPH 3aKIIOYCHUHN W/ TUTH
ucnonaHeHuu Jlorosopa, BBogoMm KimeHTOM HEBEpPHBIX
JAHHBIX, a TaKkKe 3a HapymeHne paboTsl CUCTEMBI B
pe3ynpTate OmMMOOK M HETOYHOCTEH, JOIYIIEHHBIX
Kimmentowm;

6.1.8. bamk He HeceT OTBETCTBEHHOCTH 3a yIepoO,
NPUYMHEHHBIH Knuenty BCJICICTBHE
HCCAHKIIMOHUPOBAHHOTO  HMCIIOJIB30BaHUSA TPCTbUMU
muuamu  Jloruna, Bpemennoro mnaposs, Pa3zosoro
CEKpeTHOro napouid, nepeganHsix Knuenty. bank Hecet
OTBETCTBEHHOCTb 3a HOCIIEICTBUS
HECAaHKIIMOHMPOBAHHOTO JOCTyNa TPEThbUX JHI[ K
CucrteMe HCKIIOYMTENBHO B CIIydasx, KOTAA TaKoi
HECAaHKIINOHNPOBAHHBIN JOCTYTI BBI3BAaH
HecoOmonenneM baHkoM TpeOoBaHMIT HACTOSIIMX
YcnoBuii;

6.1.9. bank He HeceT OTBETCTBEHHOCTH 3a IIOJIHOE WA
YAaCTHYHOE HEHCIOJHEHHE CBOMX 00513aTeNLCTB,
BBITEKAIOIINX U3 Y CIOBUM, €CIIM TaKOE€ HEHUCIIOJHECHUE
BBI3BAHO OOCTOSTEIILCTBAMH HEMPEOJOJUMON CHIIBI, B
TOM YHCIIE PEIICHUSIMU OpPraHOB 3aKOHOJATENbHOM,
CyaeOHOM W/WITM UCTIONIHUTEILHOMN BacTH Poccuiickoit
®enepanuy, a Taxke banka Poccun, koTopele AenaroT
HEBO3MOJKHEIM IS baHKa BBIIIOJHEHHE CBOMX
00s13aTeNBCTB; 3aJepPKKaMU TUIaTexkell o BuHe banka
Poccun; BOeGHHBIMH HEWCTBHUSIMH, CTHXHHUHBIMH WIIH
WHBIMH O€ICTBHSAMH, IPOUCXOAANINMH B paioHaX,
opUIHAEHO TIPU3HAHHBIMHA  HAXOMSIIMMHUCS  TIOZ
BIIMSTHAEM BBIIICYKa3aHHBIX OOCTOSTEIBCTB;

6.1.10. Bank He HeceT OTBETCTBCHHOCTH 3a
nocneAcTBUsl HapymieHus KimeHToMm TpeOoBaHMN H
MOJI0KEHUM HACTOSIIUX Y CIIOBH;

6.1.11. bank He Hecer OTBETCTBEHHOCTH 34
IMOCJIEICTBUS HapYIICHUS paboTocmocoOHOCTH
Kananos nocryna;

6.1.12. baHk He HeceT OTBETCTBEHHOCTH 32 HApYIICHUE
padoTel CUCTEMEI B pe3yJIbTaTe JCHCTBUM TPETHHX JIHII;

6.1.13. baHk He HeceT OTBETCTBEHHOCTH 3a YOBITKH
KinreHTa, BO3HMKIINE BCJIEJCTBUE HECBOCBPEMEHHOTO
coobmenns banky o Komnpomerarmm;

6.1.14. baHk He HeceT OTBETCTBEHHOCTH 3a YOBITKH
Knuenrta, Bo3HUKIIME B pe3ynbTaTe yTpaThl (TIOpYH,
nepexayn, yrepu, pasriamennu) Kmmentom JlormHa,
Bpemennoro maposs, Ilaposnsa, Komosoro ciosa,
PasoBoro cexpeTHoro napois.

6.1.15. bank He rapaHTHPyeT COBMECTUMOCTb CHUCTEMBI
C  ONEepalMOHHOM  CHCTeMOM U CTOPOHHUM
NPOrpaMMHBIM ~ OOECIIeYeHHEM, YCTAHOBJICHHBIM Ha
komItsrorepe Knmenra.

(deposit) agreement and legislation of the Russian
Federation.

6.1.7. The Bank does not bear responsibility for non-
execution, untimely or improper execution of Orders
and/or other Electronic Documents of the Client, if it
was arisen from the fact of providing inaccurate
and/or invalid information by the Client upon
conclusion and/or fulfillment of the Agreement,
entering of incorrect data by the Client, as well as for
System operations faults due to mistakes and
inaccuracies made by the Client;

6.1.8. The Bank does not bear responsibility for the
loss, caused to the Client in the result of unauthorized
usage by the third parties of the Login, Temporary
Password, Password, Session Key transferred to the
Client. The Bank bears responsibility for the
consequences of unauthorized access of third parties
to the System, exceptionally in those cases when such
unauthorized access is obtained due to failure of the
Bank to comply with the requirements of the present
Terms and Conditions;

6.1.9. The Bank does not bear responsibility for full or
partial non-execution of its obligations, arisen from
the present Terms and Conditions, if such non-
execution is conditioned by circumstances of the acts
of God, as well as by decisions of legislative, judiciary
and/or executive authorities of the Russian
Federation, as well as the Bank of Russia, which make
it impossible for the Bank to perform those
obligations; payments delays due to the fault of the
Bank of Russia; military actions; natural disasters and
other disasters taking place in the regions, officially
announced as impacted by the above mentioned
circumstances;

6.1.10. The Bank does not bear responsibilities for the
circumstances of violation of requirements and
provisions of the present Terms and Conditions by the
Client;

6.1.11. The Bank does not bear responsibilities for the
circumstances of performance faults of the Channels
of Access;

6.1.12. The Bank does not bear responsibilities for the
System operations fault in the result of actions of third
parties;

6.1.13. The Bank does not bear responsibilities for the
losses of the Client caused due to late notification to
the Bank on Compromise;

6.1.14. The Bank does not bear responsibilities for the
losses of the Client caused due to loss (damage,
transfer, loss, disclosure) by the Client of the Login,
Temporary Password, Password, Memorable Word,
Session Key.

6.1.15. The Bank does not guarantee compatibility of
the System with the operating system and third-party
software installed on the Client’s computer.
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6.1.16.  Pemenne 00  OTMEHE  HCIOJHEHUS
Pacmiopspkenust o mpoBemeHnn Ormepanuu b0 00
OTKJIOHECHWHM 3ampoca Ha OT3BIB JOKyMcHTa baHk
MPUHUMAET C Y4ETOM TPEOOBaHUs 3aKOHOAATECILCTBA
Poccwuiickoii ®enepanuu 0 0€30T3HIBHOCTH IIEpeBOJA
JICHEeXKHBIX cpeAcTB. B ciyuae oTMeHsl PacmopsikeHus
Bank BmpaBe He BO3BpamaTh KOMHCCHOHHOC
BO3HArpaXJeHue, TmonydeHHoe oT KimeHra, ecmu
oTMeHeHHoe Pacniopspkerne ObLTo 3aperHCTPHPOBAaHO B
Cucreme.

6.1.17. bank He HeceT OTBETCTBEHHOCTH BCIICICTBHC
HECAHKIIMOHUPOBAHHOTO  HCIIOJIb30BAHUS  TPETHUMHU
muuamu Koza pocrymna, UConb3yeMoro B MOOMIbHOM
MPUITIOKCHHUH.

6.1.18. bBank He HeceT OTBETCTBCHHOCTH 3a
HermonyueHue — KimueHToM — cMc-cooOIieHHi — Ha
3aperucTpupoBaHHblii HOMep 1o BuHe KimeHrta wiu
MOOWIILHOTO OIepaTopa, a Takke 3a yobITku Kinenra,
BO3HUKIINEC BCJICACTBUC HCTIOJIYUCHUA KJ'II/IGHTOM CMC-
coobmennit mo BuHe KimeHTa Wi MOOHIBHOTO
oreparopa.

6.1.19. B cimyuae yrparbel KnmeHTOM KOHTpONS Han
3aperucTpupoBaHHEIM HOMepoM baHk He HeceT
OTBETCTBEHHOCTH 332 HECAHKLIIMOHUPOBAHHBINA JOCTYII K
neperaBaeMoil  Ha  3aperucTpUpOBaHHBIA  HOMEpP
undopmaumn u ymep0O, npuyuHeHHBIH KimeHty
BCJIC/ICTBHE TaKOI'0 HECaHKIIMOHWPOBAHHOTO JOCTYIIA,
JI0 MOMEHTa noiydenus: oT KimeHra yBenomieHus 00
yTpaTe 3aperucTpupoBaHHOIO HOMEPA.

6.1.20. bank BmpaBe mnorpeboBarh oT Kimenra
MpeJCTaBUTh, B TOM 4HCIE, ¢ MOMOIb0 CHCTEMSI,
MOATBEPXKJAIONIEe JTOKYMEHTBI, HEOOXOJUMBIE IS
BEITONTHEHU baHkoMm TpeOoBanuii  DenepampHOTO
3akoHa oT 07.08.2001 Nel115-®3 «O npotuBoaeicTBUU
Jeranu3auuy  (OTMBIBAHHMIO) JI0XOJIOB, IOJTYYEHHBIX
MPECTYIHBIM ITyTeM, u (MHAHCHPOBAHUIO
Teppopu3May.

Bank BripaBe oTka3aTh KinneHTy B HCTIOTHEHUH
3apETUCTPUPOBAHHOTO PacmopspkeHHsT B ciiyvasx,
MPEIYCMOTPEHHBIX ASHCTBYIOIIMM 3aKOHOJATEILCTBOM
Poccuiickoit  depepauuu 0 IPOTUBOACHCTBUU
jeranu3anuy  (OTMBIBAaHHIO) JOXOJOB, MOJIYYECHHBIX
MPECTYNHBIM ITyTeM, ¥ (PHHAHCHPOBAHUIO TEPPOpU3MA.

6.2.MIPABA, OBbA3AHHOCTNU YU
OTBETCTBEHHOCTb KITMEHTA

6.2.1. KnneHT 0053yeTcs coOt01aTh peKOMEHIALNH 110
nHdopmanmoHHoi Oe3omacHocTH Tpu  pabore ¢
Cucrtemoil, yxasanuele B [Ipunoxenun Ne2 «x
VYchnoBusiM, a TakXke IIEPUOJMYECKH pacchlIaeMble
bankom mo Cucreme u  myOlMKyeMble  Ha
kopriopatuBHOM UHTepHeT-calite banka. Knuent Hecet
PUCK  BO3MOXHBIX  YOBITKOB B pe3yjbTare
HECAaHKIIMOHWPOBAHHOTO JIOCTyNa TPEThUX JIMI[ K
Cucteme, B TOM 4YHCIE€ B PE3yIbTaTe HCIIOTHECHUS
bankoM DJIEKTPOHHBIX IOKYMEHTOB, INEPEAAaHHBIX B
Bbank or wmenun Kimmenta m mnoammcanaeix ACII
Knuenra.

6.1.16. The decision to cancel a Transaction Order or
to reject a Request on document revocation shall be
taken by the Bank based on the requirements of the
legislation of the Russian Federation on irrevocability
of money transfers. In case of cancellation of an
Order, the Bank is entitled to refuse from refunding
the fee received from the Client if the canceled Order
was registered in the System.

6.1.17. The Bank does not bear responsibilities for
unauthorized use by third parties of the Access Code
used in the mobile application.

6.1.18. The Bank shall not be liable for the Client's
failure to receive SMS sent to the Registered Number,
where such failure is due to the Client's own fault or
the fault of the mobile network provider. The Bank
shall also not be liable for any losses the Client suffers
as a result of such failure to receive SMS, where such
failure is due to the Client's own fault or the fault of
the mobile network provider.

6.1.19. Where the Client loses control over the
Registered Number, the Bank shall not be liable for
any unauthorized access to information sent or
transferred to such Registered Number and for
resulting losses the Client may suffer till the notice of
the Registered Number loss has been received from
the Client.

6.1.20. The Bank shall have the right to demand that
the Client submit the supporting documents (including
the submission of such documents via the System)
necessary for the Bank to meet the requirements of
Federal Law No. 115-FZ dated 07.08.2001 "On the
Counteraction of the Legitimization of Proceeds of
Crime and the Financing of Terrorism™.

The Bank shall have the right to deny the Client the
execution of the registered Order in cases provided for
under the effective laws of the Russian Federation on
the counteraction of the legitimization of proceeds of
crime and the financing of terrorism.

6.2.RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE CLIENT

6.2.1. When working in the System the Client is
obliged to follow the information safety
recommendations mentioned in Appendix No. 2 to the
present Terms and Conditions, as well periodically
sent by the Bank via the System and published in the
corporate web-site of the Bank. The Client bears the
risk of possible losses in the result of unauthorized
access of third parties to the System, including in the
result of execution of Electronic Documents by the
Bank transferred to the Bank on behalf of the Client
and signed with the EHS of the Client.
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6.2.2. B ciyuae otTka3a baHka OT HCIOJIHEHUS
3apeructpupoBanHoro Pacnopsokenusi, KnueHnt Brpase
o0OpatuThes B baHk 3a moyyueHHEM COOTBETCTBYIOIICH
WH(POPMALIUY, B TOM YUCIIC O IPUIMHAX HCUCIIOTHCHUS.

6.2.3. Knuent HECEeT OTBETCTBEHHOCTD 3a
NPaBUJIBHOCTh M aKTyaJbHOCTh BCEX CBEJCHHH,
CO00IIaeMBIX UM Banky, npu

3aKJIFOYEHNUU U UCIIOJHEHUN HacTosmero Jlorosopa.
I[Ipn m3MeHeHWH yKa3aHHOWM B  3adABICHHH O
MPUCOCIMHEHUN K YcioBusM wmHpopMmarmu, KimeHT
00s3aH HEMEIVICHHO YBEOOMHUTH 00 3ToM bamk B
MIMCbMEHHOM BH/JIE TIpU JINYHOM siBKe B baHk. B ciyuae,
ecnmu  KimeHT HapymraeT mNOPSAOK HCIOJIB30BAHUS
CucteMbl B 4aCTH MCHOIHEHHS CBOEH OOS3aHHOCTH T10
npesfocTaBleHn0 baHKy nocTOBepHOI MH(pOpManuu
(oOHOBNIEHHO# MH(pOpPMALUK B Cllydae ee W3MEHEHHS),
bank  BmpaBe  NPHOCTAHOBUTH  MCIOJIH30BAHUE
Knnentom Cucremsl. Jlo MoMeHTa nmonydenus bankom
yBenomsieHuss KimeHra o0 W3MEHEHHMHM KOHTAKTHOM
nHpopmanuy, baHK He HeECeT OTBETCTBEHHOCTH 3a
HETIONyYeHHE WJIM HECBOEBPEMEHHOE IIONydCHHE
HanpasyieHHOW Kimenty xoppecnonnenuuu, a Knuenr
HECeT BCC PHCKH BO3MOXHBIX YOBITKOB, BBI3BAHHBIX
HETIONy4eHHEM WM HECBOCBPEMEHHBIM IIOJydCHHEM
HarpaBieHHOI KineHTy KoppecnoHICHINH.

6.2.4. Kiment o0s3yercs oOecneydTh XpaHEHUE
nHdopmanuu 0 HOJYYEHHOM Bpemennom
naposie/usmMeHeHHoM I[laposie crmocoboM, enaroIum
Bpemennsiii napons/[lapoip HEZOCTYNMHBIM TpPETHUM
JunaM, B TOM 4HcCIe, He coolmarh BpeMeHHBIi
napoib/[lapons  paborHmkam  banka, a  Taxke
HE3aMeIUTENBHO YBEIOMIISATD bank 0
Kommnpomerannu Bpemennoro naposs/Iaposs.

6.2.5. Kimment o0s3yercs He mpoBoauth no Cueram

olepanuH, CBsI3aHHBIC c OCYIIECTBICHUEM
NpeapPHHUMATENICKON eI TeIbHOCTH.
6.26. B  cmywae  yTpaThl = KOHTpPOJsSl  Haj

3apeructpupoBaHHbIM HOMepoM KimeHT o006s3yercs
He3aMeUITUTENBHO coo0uuTh 00 3TOM B baHk.

6.2.7. KiueHt o0s3yercs oOecrneduTh MOJIEPIKAHUE
mpreMa CMC-COOOIIEeHnH Ha 3aperucTpupoBaHHOM
HOMEpe.

7. U3MEHEHMUE yCII0BUUA

7.1. YcnoBus MOTYT OBITh M3MEHEHBI 110 WHUIMATHUBE
banka myTem BHECEHHS U3MEHEHHUN W/WIIH JIOTIOJTHEHUH
B YCIIOBUS, B TOM 4YMCIE IIyTEM YTBEPXKACHUS HOBOMU
penakuuu  YcClOBUHM, B IOPSIKE, YCTaHOBICHHOM
HACTOSIIIUM pa3ieioM Y CIIOBUM.

7.2. V3meHeHus u/WIU [OIMOJHEHHS B YCIOBHS,
BHeceHHbIe baHkoM, BCTynaloT B cuity 1o ucrederuu 10
(mecsTy) KaleHOapHBIX THEH C AaThl OIyOIMKOBAaHUS
bankoM wuHpopManny 00 STHX W3MEHEHHSIX W/WIN
JOTIONHEHHAX JMOO ¢ JaThl BCTYIUICHUS W3MEHEHHH
W/WIK IOTIONHEHUH B CHILy, €CJIM TaKas JaTa yKa3aHa B

6.2.2. In case of refusal of the Bank from execution of
a registered Order the Client may apply to the Bank
for respective information, including that of the
reasons for such execution failure.

6.2.3. The Client bears responsibility for the accuracy
and relevance of all data transferred to the Bank upon
conclusion and implementation of the present
Agreement. In case of changes related to the
information mentioned in the Application on
affiliation to the Terms and Conditions, the Client is
obliged to notify the bank on those changes
immediately in a written form and in-person visit to
the Bank. Provided that the Client violates the
procedure on using the System related to
implementation of own obligations with regards to
providing the Bank with accurate information
(updated information in case of its change), the Bank
reserves the right to suspend the use of System by the
Client. Till the moment of receiving by the Bank a
notification from the Client on changing contact
information, the Bank does not bear responsibility for
non-receipt or delayed receipt of correspondence
directed to the address of the Client, and the Client
bears all the risks of possible losses, related to non-
receipt or delayed receipt of correspondence directed
to the address of the Client.

6.2.4. The Client shall store the information about the
received Temporary Password / changed Password in
a way that makes the Temporary Password / Password
inaccessible to any third party, including not provide
the Temporary Password / Password to the Bank
employees, as well as immediately notify the Bank if
the Temporary Password / Password is compromised.

6.2.5. The Client shall not carry out any transactions
on the Accounts related to entrepreneurial activities.

6.2.6. In case the Client lost control over the
Registered Number, the Client must immediately
notify the Bank thereof.

6.2.7. The Client will secure continuous and
uninterrupted receiving of SMS at the Registered
Number.

7. CHANGE IN THE TERMS AND
CONDITIONS

7.1. The present Terms and Conditions may be
changed by the initiative of the Bank via making
adjustments and/or amendments in the Terms and
Conditions, including via verification of the new
edition of the Terms and Conditions, according to the
procedure stipulated by the present section of the
Terms and Conditions.

7.2. Adjustments and/or amendments in the present
Terms and Conditions, made by the Bank, enter into
force after 10 (ten) calendar days as of the date of
publication of information by the Bank on such
adjustments and/or amendments, either as of the date
of entering into force of adjustments and/or
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ONyOJIMKOBaHHOW wWHGpopManuu, HO He panee 10
(mecaTn) KaleHIAPHBIX THEH C MaThl OIMyOJWKOBaHUS
nHbopMaLH.

B cnywyae m3meneHus 3akoHopatenbcTBa Poccuiickoit
®enepanuu  YCloOBHs, 10 MOMEHTa HUX HW3MEHEHMS
bankoM npuMeHsOTCA B 4acTH, HE MPOTUBOpEUallen
TpeOOBAHUSIM 3aKOHOJaTEIbCTBA Poccuiickoit
Denepanu.

7.3. KimmeHT 00s13aH He pexe oxHoro pasza B 10 (mecsTs)
KaJCHOApHBIX IHEW 3HAKOMHUTHCS C HH(pOpMAaIHeH,
myonukyemoit bankom B cooTBeTCTBHU C ByHKMOM 1.5
Ycnosuid.

7.4. B cimyugae Hecoriacus KimeHTa ¢ M3MEHEHUSIMH
W/MIKM JOTIOJIHEHUSIMH, BHECCHHBIMH B Y CIIOBHS, HIIH
YCIIOBUSIMU HOBOY pefakuuu Y cioBull, KiineHT Brpase
pactopruyTh /loroBop B mopsifike, YCTaHOBJIIEHHOM B
paszoene 8 Y cnoBuid.

75. B cmywae, ecam [0 BCTYIUICHHS B CHIY
OnmyOJIMKOBaHHBIX ~ baHKOM  H3MEHEHWH  W/WIHN
JIOTIOTHEHNH, BHECCHHBIX B Y clloBHs, baHK He momyqmn
yBenomsienuss Kimenta o pacropkeHun Jlorosopa,
CTOpOHBI MPU3HAIOT, YTO YKa3aHHBIC H3MEHEHUS W/HITH
JIOTIONTHEHHUs B Y clI0BUSA NpUHATHI KitneHToMm.

7.6. bank He HeceT OTBETCTBEHHOCTH, €CIH
nHpopManss 00 W3MEHEHUH W/WIM JIOTOJHEHUU
VYcnoBuii, omyOnuKOBaHHAas B TOPSAKE U B CPOKH,
YCTaHOBJICHHBIE Y CIIOBHSIMH, He ObIJIa MOTydYeHa H/WIN
M3ydeHa W/WIHU NIPaBUIIbHO HCTONKOBaHa KitmenTom.

7.7. JIroOble M3MEHEHHUS W/WIN TOTOJHEHUS B Y CIIOBUS
C MOMCHTAa UX BCTYIUICHHS B CHIy pPaBHO
PacTpoCTpaHSIIOTCS Ha BCEX JIHI, IPUCOSAHHUBIIHXCS K
VYcinoBusiM, B TOM 4YHCJI€ MPUCOCTUHUBIIMXCS K
YcnoBusiM paHee JaThl BCTYIUICHUSI U3MEHCHUH W/HITH
JIONIOJIHEHUH B CHILY.

8. CPOK JEWCTBUS U MOPSIHOK
PACTOP)EHWS1 JOFTOBOPA

8.1. JloroBop BCTyHaeT B CHIY C MOMEHTA IOJTYYCHUS
Kinentom 3asiBieHus o IpUCOSAMHEHUN K Y CIIOBUSIM C
otMeTKoM banka.

8.2. JloroBop neWCTByeT J0 MOMEHTa IPEKpaICHUsI
BCEX JIOTOBOPOB OAHKOBCKOTO cyeTa (HE KacaroIIiXCs
CYETOB ISl PACUETOB C HMCIOJIb30BaHUEM OAHKOBCKHX
KapT) U JJOTOBOPOB cYeTa BKIIAJA «JI0 BOCTPEOOBaHUSI,
3aKio4eHHbIX KiuentoM ¢ bankom.

8.3. JloroBop MO>eT ObITh PaCTOPTHYT 10 TPEOOBAHHIO
o1Ho# 13 CTOPOH B CIIEAYIOIIEM MOPSIKE:

8.3.1. B cmyuae pacropxkenuss [lorosopa 10
uHnnuatiee banka, bank yBegomisier 00 3TOM
Kinuenta ne mno3anee, ueM 3a 14 (4eTbIpHAIUATH)
KaJICHIApHBIX JHEH 10 AaThl pactopskeHus JloroBopa

amendments, if such date is mentioned in the
published information, but not earlier than 10 (ten)
calendar days as of the day of publication of
information.

In case of changes in the legislation of the Russian
Federation, the Terms and Conditions, till the moment
of their adjustment by the Bank, are applied insofar as
they do not conflict with the requirements of the
legislation of the Russian Federation.

7.3. The Client is obliged to get familiarized with the
information, published by the Bank according to point
1.5 of the present Terms and Conditions at least once
in 10 (ten) calendar days.

7.4. Provided that the Client disagrees with the
adjustments and/or amendments, made in the Terms
and Conditions or with the conditions of the new
edition of the Terms and Conditions the Client
reserves the right to cancel the Agreement according
to the procedure mentioned in Section 8 of the present
Terms and Conditions.

7.5. In case the Bank receives no notification from the
Client on cancellation of the Agreement prior to
entering into force of the adjustments and/or
amendments of the Terms and Conditions published
by the Bank, the Parties acknowledge that the
mentioned adjustments and/or amendments of the
Terms and Conditions are accepted by the Client.

7.6. The Bank bears no responsibility if the
information on adjustments and/or amendments of the
Terms and Conditions published according to the
procedure and within the deadlines, established by the
present Terms and Conditions, was not received
and/or studied and/or properly interpreted by the
Client.

7.7. Any adjustments and/or amendments in the
Terms and Conditions, as of the day of entering into
force, equally refer to all parties affiliated to the Terms
and Conditions, including parties affiliated to the
Terms and Conditions earlier dates of entering into
force of adjustments and/or amendments.

8. PERIODS OF VALIDITY AND
PROCEDURE ON AGREEMENT
CANCELLATION

8.1. The Agreement enters into force as soon as the
Client receives the Application on affiliation to the
Terms and Conditions with the Bank’s mark.

8.2. The Agreement is effective till the moment of
cancellation of all agreements on bank accounts (that
have no attitude to the accounts for settlements by
using bank cards) and "on-demand" deposit
agreements signed between the Client and the Bank.
8.3. The Agreement can be canceled upon request of
one of the Parties according to the procedure as
follows:

8.3.1. In case of Agreement cancellation by the
initiative of the Bank, the Bank notifies the Client on
it not later than 14 (fourteen) calendar days prior to
the date of Agreement cancellation by means of
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MOCPEACTBOM HAIPaBJICHHUSI COOOIIEHHUS IO IOYTOBOMY
anpecy KnmeHrta, cooOmEeHHOMY UM IIPH 3aKITIOYCHUH
JoroBopa, 6o ¢ momoinslo CHCTEMBI, JIHOO WHBIM
CrocoooM, YCTaHOBJICHHBIM YcnoBusiMu.
ObsizatenbcTBa baHka 1O mpHeMy M HCIOJIHEHHIO
Pacnopsoxennii, JJokyMEHTOB 10 BKJIAAy W/WIIM UHBIX
ONEeKTPOHHBIX  JOKYMEHTOB C  HCIOJb30BAHHUEM
CucteMbl CUMTAIOTCS NPEKPallCHHBIMM C JaThl U
BPEMEHH, YKa3aHHBIX B YBEJOMJICHUU.

8.3.2. B cmywae pacropxenus JloroBopa 10
nannuaTuee Knmenta, Kiuent yBemomisier 00 3TOM
bank  myreM — HampaBieHHS ~— YBEAOMIICHHS O
pacropxernn JloroBopa mo Cucreme mmb0 IyTeM
MpE/CTaBICHUS B baHK MUCHMEHHOTO YBEJOMJICHHS O
pactopkenun JloroBopa npu snumuHoW sBke Kimenra
(npenctasutens Kinuenrta) B bank. JloroBop cunraercs
pacToprHyTeiM € JdaTbl  peructpauuud  bankom
YKa3aHHOI'O YBEIOMIJICHHS, IIPU YCIOBUH OTCYTCTBHUS Y
Kinenra 00s13aTebCTB 10 TOTAIICHHIO nepea bankom
3agomkeHHocTn 1o Jloroopy. Ilpm  Hammumm
YKa3aHHBIX 00513aTENbCTB (o) TMOTAIICHHIO
3aJoKeHHOCTH Tiepen bankom [loroBop cuuraercs
PacTOPTHYTBIM C MOMEHTa HCIIOJHEHUs! 00S3aHHOCTH
TI0 OIUIaTe YKa3aHHOM 3a/10JDKEHHOCTH.

Bce Pacnopspkenus, JJoKyMeHTHI 1O BKJIagy W/WIA
VIHbIE DNeKTPOHHBIE JIOKYMEHTBI Kinenra,
3aperucTpupoBaHHble baHKOM 0 MOMEHTa HOTy4eHUs
yBegomuenus: Knwenta o pacropxenun Jlorosopa,
MOJyIekKAT HCIIONHEHHI0 baHKOM B COOTBETCTBHH C
VYcenosusamu.

C momenTa norydenust bankom ysenominerusa Kinenra
o pacropxxenun [lorosopa bank npekpamiaer npueM u
3aBepIaeT UCTIOJTHEHUE panee MPUHATHIX
Pacnopsokenuit  Knuenra, JloKyMEHTOB 1O BKJIALy
MHBIX DJIEKTPOHHBIX JIOKYMEHTOB.

B cnygae momydenus bankom yBemomiieHHS O
pactopxkeruu JloroBopa, oTkmoueHne KimeHra ot
CHCcTEeMBI OCYIIECTBIISIETCS

- TEKymUM pabouyuM JHEM - €CIM 3asBICHHE OT
Knmentra mnonyueno no 17.30 mo MoOCKOBCKOMY
BpeMeHH (B MATHHUILY — A0 16.15, B npennpazqHUYHBIE
JIHU — He MeHee ueM 3a | (oAuH) Yac 10 OKOHYAHHS
pabodero JHs, yCTAaHOBJICHHOTO NpHKa3oM 1o baHKy,
OIyOJIMKOBAaHHOM B TOPSIKE, IPEAYCMOTPEHHOM
nyHKTOM 1.5. YcnoBuii) Tekymiero pabo4ero aHs;

- cleaylonuM pabodnuM JHEM — €CJM 3asBICHHE OT
Knuenra nomyueno mocne 17.30 mo MOCKOBCKOMY
BpemMeHn (B  maTHUOY - mocne  16.15, B
Ipeanpa3fHUYHbIe JHH — MeHee 4eM 3a | (oauH) 9ac 10
OKOHYaHHUS pabodvero AHS, YCTAHOBJIEHHOTO MPUKa30M
mo  bamky, omyOnmkoBaHHOM B TIOpSIKE,
MPeayCMOTpEHHOM ITyHKTOM 1.5 YcnoBuil) Tekyiero
pabodero qHS WM B JI000€ BpeMs BBIXOJHOTO HIIH
NpPa3HUYHOTO JHS.

8.4. Ilpekpamenune oOs3artenscTB 1o JloroBopy He
BJIEYET TpEeKpalleHus] O00s3aTeNIbCTB 10  HHBIM
JIOrOBOpaM  (COIJIAICHUSIM), 3aKIIOYEHHBIM MEXIY
Knuenrom n bankowm.

sending a message to the post address of the Client,
mentioned by the latter upon conclusion of the
Agreement either by means of the System, or by any
other means established by the Terms and Conditions.
The obligations of the Bank on acceptance and
execution of Orders, the Deposit Documents and/or
free format messages by using the System are
considered terminated as of the date and time,
mentioned in the notification.

8.3.2. In case of Agreement cancellation by the
initiative of the Client, the Client notifies the Bank on
it via transferring a notification on Agreement
cancellation by means of the System either by
submitting a written notification on Agreement
cancellation to the Bank for which purpose the Client
(the Client's representative) shall visit the Bank
personally. The Agreement is considered canceled as
of the date of registration of the mentioned
notification by the Bank provided that the Client has
no debt service obligations to the Bank under the
Agreement. In case of presence of such debt service
obligations to the Bank, the Agreement is considered
canceled as of the moment of performance of
obligations on payment of the mentioned debt.

All Orders, the Deposit Documents and/or other
Electronic Documents of the Client, registered in the
Bank till the moment of receiving the notification of
the Client on Agreement cancellation are subject to
execution by the Bank according to the mentioned
Terms and Conditions.

As of the moment of receiving the notification of the
Client by the Bank on Agreement Cancellation, the
Bank stops accepting and finalizes the execution of
early Orders, the Deposit Documents and other
Electronic Documents of the Client.

In case the Bank receives notification on Agreement
cancellation, the Client is removed from the System
as follows:

- on the current working day - if the Application from
the Client is received before 5:30 p.m. Moscow Time
(on Friday — till 4.15 p.m., on days before holidays
- 1 (one) hour before the end of the working day,
stipulated by the order for the Bank, published
according to the procedure, stipulated by point 1.5 of
the present Terms and Conditions) of the current
working day;

- on the next working day - if the Application from
the Client was received after 5:30 p.m. Moscow
Time (on Friday — after 4.15 p.m., on days before
holidays - less than 1 (one) hour before the end of the
working day, stipulated by the order of the Bank,
published according to the procedure, stipulated by
the point 1.5 of the present Terms and Conditions) of
the current working day or at any time on
weekends and holidays.

8.4. Cancellation of obligations under the Agreement
does not bring to cancellation of obligation under
other agreements (contracts) signed between the
Client and the Bank.
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NMPUNOXEHUE Ne1. 3AABJNIEHUE O NPUCOEANHEHUU K YCITOBUAM
/ APPENDIX NO. 1. APPLICATION ON AFFILIATION TO THE TERMS AND CONDITIONS

3ASIBJIEHUE

0 NMPUCOETMHEHMH K Y CJI0BHAM JUCTAHIMOHHOI0 0AHKOBCKOI0 00Ty KMBaHUSA PU3HIECKUX JULL

nocpeacreom Cucremsl EuroLink 8 AO AKB «<EBPO®UHAHC MOCHAPBAHK»
APPLICATION

on affiliation to the Terms and Conditions on remote banking services rendered to physical entities via

EuroLink system in Evrofinance Mosnarbank

®damvumus Mms Otyectio / Full name

Hara poxxaenus / Date of birth
T'paxnanctso / Citizenship

JIOKyMEeHT, yZHOCTOBEpSIIOIIUN JIMYHOCTh

(HauMeHOBaHUE, cepusl, HOMEP, KOTa i KeM

BeimaH) / Personal identification document
(name, series, number, date of issue, issued

by)

Anpec peructpanus /

Address of registration

Anpec haKTHIEeCKOTo NPOXKHUBaHUS /
Residential address

Jomarrauii TenedoH /

Home telephone number
MoOunbHbIH TenedoH /

mobile telephone number

Konosoe cioBo: / Code word:

HaCTOSIIJ_II/IM 3a4BJSIIO O HNPUCOCIUHCHUU K I[el\/'ICTByIOIlICI\/II peaakuunu Ycnouit JUCTAHIHUOHHOTI'O 0aHKOBCKOI'0

obcenyxuBanus usmdeckux i nocpeacreoM Cucremst EuroLink 8 AO AKB «kEBPOOMTHAHC MOCHAPBAHK» (nanee —
VYcnoBus) B mopsjke, MPenycMOTpeHHOM craThed 428 ['paxkmanckoro kojaekca Poccuiickoit @enepamun. Bee monmoxeHus
VYcnoBuil pa3bsICHEHBl MHE B ITOJHOM 00BeMe, BKIIOYAs OTBETCTBEHHOCTH cTOpoH, Tapudpsl AO AKB «EBPO®UHAHC
MOCHAPBAHK», cny4an w TOpSAOK yBEOOMIICHHH OO0 ONepanusX, COBEPIIAEMBIX IO MOMM OaHKOBCKHM CYETaM C
HCTIONb30BAHUEM 3JIEKTPOHHOTO CPEJCTBA IUIATeXa M MOPSIOK BHECEHHs B YCIIOBHUs M3MEHEHHWH W momonHenuii. / Hereby |
apply for affiliation to the effective edition to the Terms and Conditions of the Remote Banking Services rendered to physical
entities by means of Euro Link System in Evrofinance Mosnarbank (hereinafter referred to as Terms and Conditions) according
to the procedure stipulated by Article 428 of the Civil Code of the Russian Federation. All provisions of the Terms and Conditions
are explained to me in full, including the responsibility of parties, rates of Evrofinance Mosnarbank, cases and the procedure for
the notification of transactions on my bank accounts using electronic means of payment and the procedure of changing and
amendment of the Terms and Conditions.

Ha ocHoBanuu Hacrosiiero 3assinenus nporry: / Therefore, please:

Ne

1

npeaocraBuTb MHE JAOCTYH K Cucreme JAHUCTAHIIMOHHOT'O 0aHKOBCKOT'O 06CJ'Iy)KI/IBaHI/I$I EuroLinkn o0ecrneunTs
BO3MOXXHOCTb €€ HUCIIOJIb30BaHUA IJIs1 JUCTAHIIMOHHOTIO 0aHKOBCKOTO OGCJ'Iy)KI/IBaHI/IH B COOTBETCTBHU C YCIOBHSIMH H
Tapudamu. / provide me with access to the Euro Link Remote Banking System of Evrofinance Mosnarbank and ensure
possibility of its use for remote banking services according to the Terms and Conditions and the Rates.

MPEIOCTaBIsATh BpeMeHHblil mapons goctyma k CucreMe MUCTaHIMOHHOTO OaHKOBCKOro obcmyxuBanus EuroLink,
PasoBrnie CCKPETHBIC MapoOJii, a TaKKe I/IH(bOpMI/IPOBaTI) MCEHA C IIOMOLIBIO CPEACTB MOOMIILHOI CBSI3H O COBCPIICHUHN
Ka)XI0H orepanuu o MoeMy cuety (caeram), oTkpeIToMy(-6iM) B AO AKB «tEBPOOMTHAHC MOCHAPBAHKY, a Takxe
00 onepanuax, COOTBETCTBYIOIUX NPU3HAKAM OCYHIECTBJICHUSA NEPEBOAA NCHEKHBIX CPEJCTB 6e3 Moero corjacus, o
(axTe Bxoma/monsITK BXoa B CHCTEMY € HCII0JIb30BaHHEM DIICKTPOHHOTO CPE/ICTBA IIATEXKa IO CIISAYIOIeMy HOMEpY
tenedona: / provide me with a Temporary Password to access the Euro Link System of remote banking services), Session
Keys, and inform me via mobile communications of each transaction performed on my account (accounts) with
Evrofinance Mosnarbank using electronic means of payment, of Transactions with the signs of money transfer performed
without my consent, and of any System sign-in or attempted sign-in to the following telephone number:

SA3BIK SMS-COOBILIEHMH
(BBIBPATH O/lMH us ) .
[IPEJJJIOKEHHBIX BAPHAHTOB) - pycckwuii / Russian - anrsmiickuit / English
/ SMS LANGUAGE (CHOOSE ONE
OPTION)

cosnarensHoe cormacue AO AKB «EBPO®UHAHC | Evrofinance Mosnarbank (address: 29 Novy Arbat Street,
MOCHAPBAHK» (Mecto Haxoxaenus: 121099, r. Mocksa, | Moscow, 121099, OGRN (Primary State Registration
yaI.
reHepalibHasl JIMLCH3MsS Ha OCYIIECTBICHHEM OaHKOBCKHX | operations No. 2402, dated 07.23.2015) (hereinafter referred
omeparmii Ne2402 ot 23.07.2015) (manee — bank) Ha | to as the Bank) for processing (including receipt from me

51 BBIpakaro KOHKpETHOE, MH()OPMHUPOBAHHOE U I hereby give my express and informed consent to

Hoeelit  Apbar, ax. 29, OI'PH 1027700565970, | Number) 1027700565970, general license for banking
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00paboTKy (BKIIOYAs IMOJNYYCHUE OT MEHS H/WIIM OT JIFOOBIX
TPETbUX JINI, KOTOPHIE COCTOAT ¢ BaHKOM B JOTOBOPHEIX
OTHOIIICHUSX) C HCIOJIb30BAaHUEM CPEICTB aBTOMATH3AIMH
nid 0e3 TaKOBBIX, BCEX MOMX IEPCOHAIBHBIX NaHHBIX U
MOATBEP)KIAl0, YTO, JaBas TaKOE COrJacue, IeHCTBYIO
cBO0OOJHO, CBOEH BOJICH U B CBOMX MHTEpEcax.

Cornacue maeTcs MHOHM B IEJSIX OCYIIECTBIICHUS
Bankom  QyHKOMHA, BO3JMOXKEHHBIX HAa  KPEIUTHEIE
opraHu3aluu 3akoHojareabcTBoM Poccuiickoit @enepanumy,
a Takke Ul IHeneil npuHATHA baHkoM pemieHns o
BO3MOKHOCTH OTKpBITHSI OaHKOBCKOTO cUeTa, cdera IIo
BKJIaay (ZIETO3UTY), B TOM UHCIIE IIPOBEPKH JTOCTOBEPHOCTH
CBEJICHHH, yKa3aHHBIX MHOI mpu oOpamieHnu B baHk u B
MPEIOCTaBICHHBIX  JOKYMEHTAaX, 3aKIIOYCHHUS JIOOBIX
CIEJOK, CBI3aHHBIX C OTKPHITHEM OAHKOBCKOTO CUETa, CueTa
10 BKJIAAY (IEMO3UTy), U MX AANbHEHIIET0 MCHOJHEHHS, B
TOM 4YHCJE, PACTIOPSDKCHUSI JEHEXHBIMH CPEICTBAMHU I10
YKa3aHHBIM CYeTaM KaK Ha OyMa)KHBIX HOCHUTENSAX, TaK U C
NIOMOIIBIO  JJIEKTPOHHOW  CHCTEMBI  JMCTaHIMOHHOTO
0aHKOBCKOTO 00CITy)KMBaHNS, COBEPILECHUS HHBIX
OaHKOBCKHX OIEpalyii, B LEIAX NPUHITHSA PELICHUH WU
COBEPILCHHUS HHBIX ACHCTBHH, MOPOKIAIOIINX IOPUANICCKIC
MOCJIEJCTBHUS B OTHOILICHUH MEHS H/WIN JPYTHX JINL, B LENAX
peanm3anuu (MCTIOTHEHUS ) MIPEIYCMOTPEHHBIX
3aKoHOAaTeNbcTBOM  Poccuiickoit ~ ®enepanuu  mpas
(oOs3anHOCTEl) baHka mpu BeneHWH OAHKOBCKUX CUETOB,
CYETOB IO BKJIAAy (AEHO3UTY), OCYIIECTBICHHS XPAHECHUs, B
TOM 4HCJIE B DJEKTPOHHOM BHJE, B LEIIX oOecHedeHHs
Oe3onmacHocti Knmenta u baHka, MepeBO3KH W 3aIUTH
MEPCOHANBHBIX JAHHBIX, MOJMYYCHHBIX B BBIIICYKAa3aHHBIX
LeJISIX, ¥ paclpoCTpaHsIeTCs Ha MOU IIEPCOHAJIbHBIC JaHHBIC,
YKa3aHHbIE MHOW B AHKETe (PU3UUECKOTO0 JIMIIA, MOTydaeMOi
BankoM B COOTBETCTBHM C  3aKOHOJATEIBCTBOM O
MIPOTUBOJACHCTBAY JieTanu3aluy  (OTMBIBAHUIO) JOXOIOB,
MOJYYSHHBIX MPECTYHHBIM MyTeM, M (HHAHCHPOBAHHIO
TEppopH3Ma, a TAKKe YKa3aHHBIX (COJEPIKAIUXCs) B MHBIX
JIOKYMEHTax, MPEeAOCTaBIsIEMBIX MHOU B BaHK, a Takxke Bcex
MOHMX  TEpPCOHANBHBIX  [AHHBIX,  HAXOJAIIUXCI B
pacropshKeHUH TPEThUX JIUI, KOTOpBIe cocTosT ¢ bankoM B
JIOTOBOPHBIX OTHOILCHHUSX.

baHk MMeeT mpaBO OCYIIECTBIATH CIEAYIOIINE
neiictBus  (Omepanuu) WIM  COBOKYIHOCTh  JICHCTBHUI
(omeparnuii) B OTHOLIEHMHM MOUX I€PCOHAJBHBIX JAHHBIX,
KOTOpBIE HEOOXOAWMBI MM JKeNaeMbl IS JOCTHIKECHHS
BBIIICYKA3aHHBIX IIeNell, ¢ CcoOmromeHreM TpeOOoBaHMiA

OaHKOBCKOH TaWHBI: cOOp, 3amiCh, CHCTEMAaTH3AIHIO,
HaKOIUIGHWE,  XpaHeHWe, yTouHeHHe  (OOHOBJIECHHE,
W3MCHEHUs), W3BJICYCHHE, WCIOJIb30BAaHUE, Iepernady

(mpenmocTaBneHne, OOCTYI), B TOM YHCIE, MEpeaady MOHUX
MEPCOHANBHBIX JaHHBIX ONepaTopy Ui OCYIIECTBICHUS UX

obOpabotku mno mopyuenuto banka, obe3nuuuMBaHuE,
ONIOKMpOBaHUE, yHaleHHe, yHUuTOXeHune. OOpaboTka
MEPCOHATIBHBIX JAaHHBIX OCYIICCTBJIACTCA bankom C

NPUMEHEHHEM CIIEIYIOIIUX OCHOBHBIX CHOCOOOB (HO, He
OrpaHHYMBAsCh MMH): XpaHEHHE, 3allUCh Ha OyMaKHbIE U
9NICKTPOHHBIE HOCHTENHM M HX XpaHEHHe, COCTAaBJICHUE
nepevHeil, MapKHpoBKa.

HacrosimuM moaTBEpXKIal0 CBOE COrjacue Ha
npenocraBnenne  bankom — Omepatopy — jgocTyma K
uHpopmanuu o6 OTKpHITHIX B baHke cuerax 1 06 onepanusix
[0 TaKUM CyYeTaM, OCYILECTBJIAEMBIX B paMkax Jlorosopa
JIMCTAHIIMOHHOTO OAaHKOBCKOTO OOCITYXXKMBaHHMS B LEIIX
ucnonHeHust Joropopa UCTAHIMOHHOTO OOCITY)XHBaHUS U
npexoctaBiennss OmnepatopoM yciryr banky B pamkax
Cepsuca — «<FAKTURA.RU».

Hacrosiee cornacue aeiicTBUTenbHO B TeueHue 10
(mecatun) ner. Ilo ucTeyeHUN yka3aHHOTO CpOKa JEHCTBHE
COIVIACHsl CUMTAETCs IPOJUICHHBIM Ha KaXKble CJICHYIOIINE
IISTh JIET TIPU OTCYTCTBHHU CBEIEHMII O €ro OT3bIBE.

51 yBemomiieH (@) 0 CBoeM IpaBe 0TO3BATh COTJIacHe
ITyTeM noja4y B baHk MIChMEHHOTO 3asiBICHMSI.

and/or from any third parties who are in the contractual
relationship with the Bank) all my personal data, with or
without automation means, and confirm that by giving such
consent, | act freely, on my own accord, and in my own
interests.

| hereby give my consent for the purpose of the
Bank performing the functions assigned to credit institutions
by the laws of the Russian Federation, and also for the
purpose of decision-making by the Bank on the possibility of
opening a bank account, a deposit account, including
verification of the reliability of information specified by me
when contacting the Bank and in the documents provided, the
conclusion of any transactions related to the opening of a
bank account, a deposit account, and their further
performance, including the disposal of funds on the above
accounts, both on paper and via the electronic remote
banking system, the performance of other banking
operations, for the purpose of decision-making or
committing other actions generating legal consequences for
me and/or others, for implementing (exercising) the Bank’s
rights (obligations) provided for by the laws of the Russian
Federation in the framework of keeping bank accounts,
deposit accounts, safekeeping, including in electronic form,
for the purpose of ensuring the security of the Client and the
Bank, transportation and protection of personal data received
for the above purposes, and my consent shall apply to my
personal data specified by me in the Individual’s
Questionnaire received by the Bank in accordance with the
laws on countering the legalization (laundering) of criminal
proceeds and terrorism funding, as well as those specified
(contained) in other documents provided by me to the Bank,
as well as all my personal data held by third parties that are
in the contractual relationship with the Bank.

The Bank may perform the following actions
(operations) or set of actions (operations) with respect to my
personal data as necessary or desired to achieve the above
objectives subject to the compliance with the banking
secrecy requirements: collection, recording, systematization,
accumulation,  safekeeping, clarification  (updating,
changing), extraction, use, transfer (provision, access),
including the transfer of my personal data to the Operator for
processing on behalf of the Bank, depersonalization,
blocking, deletion and destruction. The Bank shall process
personal data using the following main methods (but not
limited to): storage, recording in soft and hard versions, and
their safekeeping, listing and marking.

I hereby confirm my consent for the Bank to
provide the Operator with access to information on accounts
opened with the Bank and on transactions on such accounts
within the framework of the Remote Banking Services
Agreement for the purposes of fulfillment of the Remote
Services Agreement and service rendering by the Operator to
the Bank within the framework of the Service
FAKTURA.RU.

This consent shall be valid for ten (10) years. After
the expiry of this period, the consent shall be deemed
extended for every five years thereafter in the absence of
information on its revocation.

I am notified of my right to revoke my consent by
submitting a written application to the Bank.
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51 yBemomieH (a), YTO TIPENOCTaBICHHE MHOIO I am notified that inaccurate or unreliable
HETOYHOH © HexoctoBepHoil wuHbopmammu u or3biB | information provided by me and the revocation of this
HACTOSIIETO COINIACHs MOTYT MOBIEYh HEBO3MOXHOCTH | consent may result in the impossibility of service rendering
OKazaHus yciayr baHkom. by the Bank.

VKkassiBass B JIIOOBIX TMPEIOCTABISEMbIX baHKy By providing information about third parties in any
JOKYMCHTaX CBEICHHS O TPEThHX JIMIAX, s nopydato banky | documents submitted to the Bank, | instruct the Bank to
OCYILIECTBIISATh B COOTBETCTBUH C BhIIICyKa3aHHBIMU Hesisimu | process (the list of actions (operations) and the description of
obpaboTky (mepeuyeHb jeiicTBuil (omepaumii) u omucanue | methods are specified above) the personal data of such
cmoco0OB  yKa3aHO  BBIIIC) TEPCOHANBHBIX  JAHHBIX | parties in accordance with the above-mentioned purposes.
YKa3aHHBIX JIHII.

IIpenocraBnennsle MHOW baHkKy mnepcoHambHEIE I received the personal data of third parties
JIaHHBIC TPETHHX JIMIl HOJIYYCHBI MHOI B cooTBercTBUM ¢ | provided by me to the Bank in accordance with the
TpeboBaHMsAMH W B  TOpsOKe,  yCTaHOBJIEHHBIMH | requirements and the procedure established by the personal
38KOHOIATEILCTBOM Poccuiickoii deneparuu o | data laws of the Russian Federation. There are no restrictions
MepPCOHANBHBIX JaHHBIX, IPH 5TOM KaKuX-Tu00 orpannyeHuii | on such personal data processing set out by the subject
Ha MX 00paboTKy cyObekToM mepcoHanbHbIX maHHbix He | thereof. The third parties are notified of their personal data
YCTaHOBIICHO, yKa3aHHbIC TPEThH JIMLA yBeIOMJIEHbI 00 | processing that is performed by the Bank in compliance with
obpaboTke HMX mepcoHaNbHBIX NaHHBIX bankom, koropas | the requirements for the personal data confidentiality and
OCYIIECTBIISETCS Bankom c coomonenunem | safety of personal data in the course of their processing, and
KOH(HICHITNATHHOCTH MEPCOHAITBHBIX JTAHHBIX u | agree therewith.
obGecrneuenns 6e30MaCHOCTH IEPCOHATBHBIX JAHHBIX TIPU HX
00paboOTKe U C HEH COTJIaCHBI.

Hacrosiuum st yBeZomiieH (2) O TOM, dYTO I am hereby informed that the requirements for the
TpeboBaHuMs K 3amure 00pabaThiBaeMbIX IepcoHaibHbIX | protection of personal data being processed, the legal,
JNaHHBIX HEOOXOAMMbIE MpPaBOBBIE, OpraHU3alMOHHBIE u | Organizational and technical measures required to protect
TEXHHYECKHE MEpBI 0 3alllUTe MEPCOHANbHBIX JaHHBIX OoT | personal data from unauthorized or accidental access,
HENPaBOMEPHOr0 WM ciydvaifHoro mgoctyma Kk HuM, | destruction, modification, blocking, copying, provision, and
YHUUTOXKEHUS, W3MEHeHUs:, OJokupoBanus, Komuposanus, | other unlawful actions in relation to personal data shall be
NpENOCTaBICHUsT M HMHBIX HempaBoMepHbIX jeiictuil B | determined by the Bank based on the requirements of Federal
OTHOIIIEHHH MIEPCOHAIBHBIX JaHHBIX onpenenstores bankom | Law No. 152-FZ, dated 07.27.2006 “On Personal Data” and
¢ yueroM TpeGoBanuii @enepanbpHoro 3akona ot 27.07.2006 | other regulations of the Russian Federation.

Nel52-®3 «O  mepcoHambHBIX  JaHHBIX» M HHBIX
HOpPMAaTUBHO-NIPaBOBBIX akTOB Pocculickoit dexepanu.

HO}Z[HI/ICB.B HaCTOAIICC 3a$[BJ'IeHI/Ie, NOATBEPKAAL0, YTO A0 3aKIIFOYCHUA ﬂOFOBOpa O3HAKOMIJICH C PeKOMeHZ[aLII/IﬂMI/I mo
uHbopMarnoHHOH Ge3omacHoctu. / By signing this Application, | certify that | have read the Recommendations for information
security prior to entering into the Agreement.

CornacHo TpeboBanmsM cT.9 DenepanpHoro 3akoHa ot 27.06.2011 r. Ne 161-P3 «O HaumoHaIEHOU IMIATEKHON
cucTeMe» s yBEIOMIICH 0 TOM, uTo bank nHpopmupyer KireHTa 0 coBepIIeHUH KaXKI0# onepanuy ¢ HCroibp30BaHneM CHCTEMBI
JMCTaHIIMOHHOTO GaHKOBCKOTO 00cmyxuBanust EUroLink myrem hopmupoBanus u Hanpasnenus B CuctemMy )ypHaa orepanuii
no cuery Kimenra. / In accordance with the requirements of Article 9 of Federal Law No. 161-FZ, dated 06.27.2011, On the
national payment system, | am informed that the Bank shall inform the Client of performing each transaction with the EuroLink
System of remote banking services by generating and submitting to the System of a transactions statement on the Client’s
account.

HacrosimuM monTBepikaato, 9TO YKa3aHHBIA B JaHHOM 3asBICHHA HOMEp TelieoHa MOIAEPKUBAET NMPHEM CMC-
coo6mmenuiil. / Hereby I confirm the phone number provided in this application supports incoming SMS.

Bce pucky, cBs3aHHBIE C HEMONYYCHHEM CMC-COOONICHWI 1O MOeil BHHE WM BHHE MOOWIBHOTO OIeparopa,
npunumaio Ha cebst. / | accept all the risks resulting from failure to receive SMS due to my own fault or the fault of the mobile
network provider.

IToonuce / Signature @amunusn U.0. | Surname and Initials

3anosnsiercss Bankom / To be filled in by the Bank

IIpu peructpauun B CucTeMe IUCTAaHIMOHHOTO OaHKOBCKOTO obciyxuBanus EuroLink
KJIMEHTY npucBoeH Jlorux: /

The following Login was assigned to the Client upon registration in the EuroLink Remote
Banking System:

Pa6oruuk banka: / 201__
Employee of the Bank:
noonuce / signature Damunusn U.0. | Surname and
Initials

B Cllydae HeIoJIy4eHHUsI CMC-COOOIIEHHI Heo0X01uMo 00paTuThest B BaHk, a Takxke k cBoeMy MoOmIibHOMY onieparopy. / If you
do not receive SMS, you need to contact the Bank, as well as your mobile operator
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MPUNOXEHUE Ne2. PEKOMEHOALIUMU
no NMHPOPMALIMOHHOM
BE3OIMNMACHOCTH

B cBMBH ¢ ydYacTHBIIMMHUCA CIyYasiMH
NPOBEICHUS MOIICHHIYECKUX OIepalLyii o nepeBoay
JIEHEKHBIX CPEACTB C HCIOJIb30BAHHEM CHCTEM
JQUCTAaHIIMOHHOTO OaHKOBCKOTO OOCITY>KHBaHHS depe3
cetb MHTepHET M B LeNIX HPEJOTBPAILCHUSA
HECaHKIOHUPOBaHHOTO noctyna K Cueram Kimenra
CO CTOPOHBI 3JI0YMBIIIEHHUKOB baHK HacTosATEIbHO
peKOMeHAyeT (PU3NYECKUM JIULAM - MOJIBb30BaTENsIM

CucreMsl co0moaTh cIenyIoNIne MepBI
nH}pOpMaMOHHOH 6€30NaCHOCTH:
e lcnonp3oBaTh Ha IIOCTOSHHOM OCHOBE

aHTHBUPYCHOE IIPOrpaMMHOE obecredeHue ¢
MOCTIeTHEH aKTyalbHOM Bepcueii 0a3 (Ha Bcex
YCTpOMCTBaxX, ¢ KOTOPBIX OCYIIECTBISIETCS
noctyn B CucTteMy WnIM Ha KOTOpBIE
MPUXOIUT sms/push yBeIoMIIeHHUE).

PerynsipHo  BBINOJIHATE ~ AQHTUBHPYCHYIO
MIPOBEPKY JUIst CBOEBPEMEHHOTO
0oOHapy)XeHHsl BPEIOHOCHBIX INPOrpaMm (Ha
BCEX YCTPOMCTBAX, c KOTOPBIX
ocyIiecTisieTcst 1ocTyn B CHCTeMY H/HIA Ha
KOTOpBIE MPUXOAUT sms/push yBegomiieHHE).

e PerymspHo ycraHaBnuBaTh  OOHOBIICHHMS
OTEpPallMOHHOM  CHCTeMBI U Opaysepa
WntepHer (mocpexncTBOM KOTOpPOTO

ocyecTBisieTcs 1ocTyn k Cucteme) (Ha Bcex
YCTPOWCTBAX, C KOTOPBIX OCYILECTBIAETCA
noctyn B CucreMy W/niIM Ha KOTOpBIE
NPUXOIUT sms/push yBeZoMIIeHHUE).

Ocy1ecTBisTh BXOJI B Cucremy
MOCPEACTBOM  TPSMOTO  HAabopa  CCHUIKH
https://elf.faktura.ru/?site=evrofinance B
cTpoke Opay3epa WM IO CCbUIKE Ha
odunmanipHoM caiite banka. Ilpu 3ToMm
BCerja  MpOBEpsSITh, UYTO  COEIMHEHHE
OCYILECTBIISIETCS 110 6€30I1aCHOMY IIPOTOKOITY
https wa ampec *.faktura.ru (mampumep,
elf.faktura.ru). B aapecHoii cTpoke HOJDKEH
TIOSIBUTHCS 3HAYOK 3aKPBITOTO 3aMKa.

He momp3oBatecs CHCTEMOH C TOCTEBBIX
pabounx Mect (MHTEpHET-Kade U 1p.).

He ycranaBimBaTh OOHOBJICHUS CHCTEMHOIO
IporpaMMHOT0 oOecriedeHusT win Opaysepa
UuTepHet, moryuyeHHbIe OT UMEHU baHka 1o
ANIEKTPOHHOHN TI0YTE WK APYTUM CIIOCOOOM,
HE OTKPBIBATh CCBUIKH B TaKHX IIOYTOBBIX
coobmenusx. [lomyduB Takoe cooOIIeHuE,
HEe3aMEeIUTEBHO coo0mMTh 00 3TOM baHky.

Hcnons3oBaTh NpUIOKEHUS HA cMapT(doHaX
TOJIBKO N3 OHULIMATIBHBIX HICTOYHUKOB (Apple
Store, Google Play/ Play Market).

APPENDIX NO. 2 RECOMMENDATIONS
ON INFORMATION SECURITY

With a view to the increasing number of fraud
transactions of funds by means of remote banking
systems via Internet and for the purposes of prevention
of unauthorized access of hackers to the Accounts of
the Clients, the Bank strongly recommends to physical
entities - System users to meet the following measures
of information security:

To use on permanent basis anti-virus software
with the last updated version of databases (on
all devices used to access the System and/or
that receive SMS/push messages).

To perform anti-virus screening on regular
basis for timely disclosure of hazardous
programs (on all devices used to access the
System and/or that receive SMS/push
messages).

To install regularly the updates of the
operational system and the Internet Browser
(which is used for accessing the System) (on
all devices used to access the System and/or
that receive SMS/push messages).

It is recommended to access the System via
direct link
https://elf.faktura.ru/?site=evrofinance or the
link on the official web-site of the Bank. One
should always make sure that connection with
*fakturaru  (e.g.,, elffaktura.ru) s
established via the secure protocol (https). A
closed lock icon will appear in the address bar.

Do not access the System using the guest
workplaces (cyber cafe, etc.).

Do not install updates of system software or
Internet browser received from the Bank via
electronic mail or otherwise, do not open links
in such mail messages. Inform the Bank on the
above mentioned upon receiving such
messages.

Use only those smartphone apps that are
downloaded from trusted official sources
(Apple Store, Google Play/ Play Market).
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PerynsipHo, He pexe OJHOrO pa3a B JIeHb
TOJTy4aTh nH(OpMaIHIO o
3apETUCTPUPOBAHHBIX PacmopsDKEHUSIX W O
coctostHuu CHeToB.

bank pexomennyer KiueHTy yduTHIBaTh
pucku npu padore ¢ Cucremoii uepes cetb MHTEpHET
W TOHMMaTh, YTO  HCIOIb30BAaHHE  TOJBKO
AaHTUBHPYCHOTO IPOrPaMMHOTO OOECIICUCHNUS HE 1aeT
100%  rapaHTMM  3amUTBEl ~ OT  IIPOBEACHUS
3JI0yMBIIIJICHHUKOM MOIIEHHHYECKUX OIEpaluii B
Cucteme.

CneayeT YUYUTBHIBATH CaMBbIC
pacnpoCTpaHCHHbIC Ha CETOAHAIIHUM JCHb CXEMbI
MOIICHHHUYCCTBA B CCTU I/IHTepHeTI

o «CouvanbHbli  UHXUHUPUHID» -
3IIOYMBIIIICHHUKA pacchuIaloT
Ccoo0IIEHNS TTOCPEICTBOM
SMS/>nexTpoHHOH  TOYTHI WK
3BOHAT OT HMMeHM baHka W mon
pa3InIHBIMH npeagoraMmu

MBITAIOTCA MOJYYUTH OT KJII/ICHTa
Jlorunsl, [Maponu, ®.N.0, HOMEpa
CYETOB, KapT, MUH-KOJIOB U T.JI.

«DummHT» — KitreHTy npuceuiaetcs
MO0 TMOYTe WIM HWHBIM CII0COOOM
CCBUIKA Ha TIONNCIBHBIA  CalT,
KOTOPBIi MOKET BH3yalbHO HE
OTIMYATBbCA OT MOJJIUHHOTO, C
npocs00ii BBecTH Jlorun, Ilapons Ha
noctyn k CucrteMe U Jpyrue JTaHHbIe
01 JTFOOBIM TMPEIOTOM (UCTEK CPOK
JIEUCTBUSI Tapoiisi, HEOOXOAUMOCTh
npoiTu JIOTIOJTHUTEIHHYIO
ABTOPH3AIIHIO, pa30IOKUpPOBKa
3a0JI0KUPOBAHHOTO JIOCTYMA | T.I1.).

3apaxxeHre BPEIOHOCHBIM KOJOM -

MIPOUCXOTUT yepes
pacmpocTpaHeHue BPEIOHOCHBIX
IpOrpaMMm yepes WHurepuer-
pecypcesl, HaInpuMmep, CaiThl
COITMAJIBHBIX ceTen HITH
MOCPEACTBOM CIaM-PacChUIKU Yepe3
3JIEKTPOHHYIO 1ouTy. Ilocne
3apaxxenus  Cucrembl  Kimenra
BUPYCOM HIN CTPOSTHOM»

3JI0YMBIIUIEHHUK TOJYYaeT MOJHBIN
KOHTpoJb HaJ CUCTEMOH.

IIpu ucrons3zoBarny CHCTEMBI HEOOXOIUMO
MIOMHUTb, 4TO:

Bank He paccbutaeT cooOIIeH s TOCPECTBOM
SMS wuaM SNeKTpOHHOM MOYTHI, a TakXKe He
MIPOM3BOIUT TeJIe()OHHBIE 3BOHKH C IIEJIBI0 TIOJTyYEeHUS
JanHbeIx Knnenta unn nanssix o Cucreme.

B cayuyae BoisiBaeHus KiimeHTOM Moao3puTebHbIX
onepanuii B Cucreme He00X01MMO
He3aMeNINTeJbHO cBA3aThes co Cay:kooi
KJIMEHTCKOH MoJ/Ieps:KKH Mo TejedoHaMm,
ony0JMKOBAaHHBIM Ha opuUIIHATBLHOM caiiTe Banka.

e Receive information about the registered
Orders and the status of the Accounts at least

once a day.

The Bank recommends the Client to consider
the risks upon working in the System via Internet and
understand that only use of anti-virus software
provides with 100% protection guarantee from fraud
transactions by hackers in the System of the Client.

It is necessary to consider the most widely

spread schemes of fraudulent activities in the Internet
for today:
“Social engineering” — hackers send
SMS /email or call you on behalf of
the Bank and under various pretexts
try to get the Client’s Login,
Password, Print Name, numbers of
accounts, cards, pin codes, etc.

“Fishing” — The Client receives by
mail or otherwise a link to fake web-
site, which can be visually identical
to the official one, with a request to
enter the Login and Password for any
reasons (Password is out-of-date,
additional authorization is required,
unlocking of the blocked access,
etc.).

Infection by a malicious code — by
means of spreading malicious
programs via Internet resources, for
example, social networks web-sites,
or by spamming via electronic mail.
After infecting the Client’s System
with a virus or a “Troyan” program
the hacker gets full control over the
System.

When using the System it is required to
remember that:

The Bank does not send any SMS or email and
does not call its clients trying to receive the Client's
data or any System data.

In case the Client discloses suspicious transactions
in the System, it is required to refer to the
ClientSupportCenter immediately via telephone
numbers published on the official web-site of the
Bank.
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