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OU3NYECKHUX JINI TOCPEACTBOM
CUCTEMBbI EUROLINK
B AO AKBb «<EBPO®UHAHC
MOCHAPBAHK»

TEPMUHDBI U OITPEJEJIEHUSA

ACII KimnenTta — aHanor coOCTBEHHOPYYHOH MOIIIHICH
Knmenra, ynmocroBepsommuii (akT COCTaBICHUS U
MOJNUCaHUs DJIEKTPOHHOTO JTIOKYMEHTa, IIepeaBaeMoro
B bank or wumenn KimeHra ¢ ucnonb3oBaHHEM
CucteMbl, YIOCTOBEPSIOUMI MOMJIUHHOCTh TaKOIo
ONEeKTpOHHOIO  JOKyMEHTa, BKJIIO4as BCE  €ro
o0s3aTeNnbHble PEKBU3UTHI, MO3BOJISIONIMN JOCTOBEPHO
YCTaHOBUTb, YTO 3HeKTpOHHLII>i JOKYMEHT HUCXOOUT OT
Knuenta. B kausectBe ACII ucnons3yercst Pa3oBblit
CEKPETHBIN MapoJib.

AyTeHTHQUKATNSA - mporeaypa TIPOBEPKH
noanuHHoct Kimenrta ¢ momometo Jloruna, Ilaposs,
Bpemennoro mapoisi, KomoBoro cimoBa WM WHBIM
crocooom, PEAYCMOTPEHHBIM Y CnoBUsIMH.
ITonoxurensHbIN pe3yibTar AyrteHTudUKamn
MOJITBEPXKIACT, 4TO (opMUPOBaHHE U Tepenava B baHk
DNEeKTPOHHBIX NOKyMeHTOB/oOpamienne B bank uepes
Ciyx0y KIMCHTCKOHN MOAICPIKKH, MPOU3BOJAUTCS CAMUM
Knuentom.

bank — AKL[HOHEPHI:IVI KOMMEPYECKHWI BAHK
«EBPOOMIHAHC MOCHAPBAHK» (akumonepHoe
obOmecTBo). Mecto HaxoxaeHus: 121099, Poccus,
r. MockBa, yn. HoBerit ApbOar, n.29. I'eHepanphas
nunensusa banka Poccun Ne 2402.

BanoTHple omepanmMm — OICpalWH, SBISIONIHECS
BAJIOTHBIMHU onepanuaMun B COOTBETCTBHUHU C
JIEHCTBYIOIIUM 3aKOHO/ATEIbCTBOM Poccuiickoit
denepanuu.

Bpemennbiii napoJb - YHUKaIbHAsI
MTOCTIEIOBATENEHOCTh CHMBOJIOB, HaTpaBJsieMast

Knmnenty bankom mocpencTBoM cMc-cooOmIeHHs Ha
3aperucTpUpoBaHHBI ~ HOMEp, W  HCIOJb3yeMas
Kinentom B kxauectse [lapons nmpu nepBoM BXOAE B
Cucrtemy, a TakKe B ClIyuae BOCCTAHOBJICHHS JJOCTYyMa K
Cucreme mocne  Kommpomerammun/yTpaTel — HIH
OJIOKMPOBKH Cucremoit [Mapons n/vnm
Jlornna/mpuocranoBnenus nocryna k Cucreme.

JucraHnnonHoe 0aHKOBcKoe 00CHy:KHBaHHe —
npenocraBieHiue barnkom KimeHTy ¢ ucmoib3oBaHHEM
KananoB noctyma BO3MOXHOCTH Tepenavyn baHKy
DNEKTPOHHBIX JOKYMEHTOB B IEJISIX MPOBEACHUS
Onepauuit, mnpenocrasienue bankom Kiuenty ¢
ucrnonp3oBaHneM KaHanoB pocTyna wWHQOpMAIUU O
TIOJTYYCHHBIX B banke Kpeaurax, PpasMEIICHHBIX
CpPOYHBIX BKJIaJaX, BBINYHNICHHBIX Ha HWMA KimenTa
0aHKOBCKHMX KapTax, ocratkax u Onepanusax mo Cyeram,
WHBIX  CBEICHWI, MPEIOCTaBICHHE BO3MOXKHOCTHU
OCYIIECTBJIICHUSI ~ TEPEMUCKH  Mexny bankom u
Knuentom ¢ ucnons3oBanueM Kananos gocryna.

JUCTAHIIMOHHOTO 0aHKOBCKOI0
oocayxuBanus  (JoroBop) — J0rOBOp  MeXay
Knuentom u  banHkoM,  3akiIO4eHHBIM  IMyTeM
npucoeauHenuss Kimenra k VYcnosusm. Jlorosop
BKIIIOYaeT B ce0s TOANKMCaHHOE 3asiBICHHE O
MIPUCOCIMHEHUH K YCIIOBUSIM, HACTOSIIIME YCIOBUSI U

Jorosop

RENDERED TO PHYSICAL ENTITIES
BY MEANS OF EUROLINK SYSTEM IN
EVROFINANCE MOSNARBANK

TERMS AND DEFINITIONS

EHS of the Client — an equivalent of handwritten
signature of the Client certifying the deed of drafting
and signing an Electronic document transferred to the
Bank on behalf of the Client using the System,
authenticating such Electronic document including all
its compulsory details, in order to reliably determine
that the Electronic document is coming from the
Client. A Session Key is used as the EHS.

Authentication — a procedure of the Client
authentication using Login, Password, Temporary
Password, Memorable Word or any other means set
out in the Terms and Conditions. The positive
outcome of Authentication verifies that the creation
and submittal of electronic documents to the Bank/the
application to the Bank’s customer support is carried
out by the Client.

Bank — Evrofinance Mosnarbank. Location: 29 Novy
Arbat, Moscow, Russia, 121099. General license No.
2402 of the Bank of Russia.

Currency transactions - transactions that are
currency transactions according to the legislation of
the Russian Federation in force.

Temporary Password — a unique sequence of
symbols sent to the Client by the Bank by means of
SMS to the Registered Number and used by the Client
as a Password at first login, as well as in case of the
System access recovery after a Compromise/loss or
blocking by the System of the Password and/or
Login/suspension of access to the System.

Remote Banking Services — rendering by the Bank to
the Client, using the Access Channels, possibility to
transfer to the Bank Electronic Documents for the
purposes of Transactions conduction, and the Bank's
submittal of information to the Client on the credits
obtained in the Bank, opened term deposits, bank
cards issued out in the name of the Client, balances
and Transactions on the Accounts, other information
via the Access Channels, as well as providing
possibility to hold correspondence between the Bank
and Client using the Access Channels.

Remote Banking Services Agreement (the
Agreement) — an agreement between the Client and
the Bank concluded through affiliation of the Client to
the Terms and Conditions. The Agreement includes a
signed Application on affiliation to the Terms and
Condition, these Terms and Condition, and the Rates




Tapudst banka.

3asiBjieHMe O TIPUCOETUHEHHMH K YCJIOBHAM —
MUCBMEHHOE BOJCH3bsBIcHHEe KIMEHTa 3aKIIOYHTh
[orosop.

3aperncTpupoBaHHBIii HOMep — HOMEP MOOWIBHOTO
teneoHa, ykasaHHbIH KimeHrom B 3asBieHHH O
MIPUCOEIMHEHNH K YCIIOBHSIM WM 3asBJICHUM O CMEHE
HOMEpa MOOWIBHOTO TenedoHa I Heied MOTyIeHHUS
HH(OPMALUK B COOTBETCTBUH € JlOrOBOPOM.

Hnentudukarop mosayyareiss CpeACTB — HOMEp
MoOmnmpHOTO  TenmedoHa  KimeHTa,  MMO3BOISIOMIHIA
0JIHO3HAYHO YCTaHOBHTH Knunenra cpenu

ONpENeIeHHOI0 MHOXeCTBa KJIMeHToB B baHke u
OTpPENEIUTh PEKBU3UTHI AJISI OCYIIECTBICHUS IIEpeBoja
neHexHbIx cpenacts Kimmenty Ha ero Cuer B banke co
Cuera npyroro KnuenTa, otkpsiToro B banke.

Kanan pocryma — kaHan nepefadyd  DIEKTPOHHBIX
JIOKYMEHTOB, o0CITy)KBaHUE 1o KOTOPOMY
TPOU3BOAUTCS c UCIIOJIE30BaHHEM
CICLHATI3HPOBAHHBIX TEXHUYECKHX CpencTB
(UaTeprer) 6e3  yuactmsa  pabotHukoB  baHka,
obecreYnBaOINi Kimenram BO3MOXHOCTB

CaMOCTOSITENIbHO (OPMHUPOBATh U IepenaBaTh B baHk
DONEeKTpOHHBIE JIOKYMEHTBHI W ToJiyuaTh OT baHka
OJNEeKTPOHHBIE TOKYMEHTHI.

KumeHnt — ¢pusndeckoe nuio, umetomiee Cuera B banke,
OTKpPBIThIE HA OCHOBAaHUH JIOTOBOpa OAHKOBCKOTO cYeTa
(He  kacaromierocss ~ CUe€TOB IS  pacueToB ¢
UCIOIb30BaHUEM OaHKOBCKHX KapT) W/WIM JOrOBOpa
cdera BKJIAJa «JI0 BOCTPEOOBaHUY.

Kopn J0CTyna - YETBIPEX3HAYHBIH KOJI,
ycraHaBiuBaeMbli KimeHTOM B MOOWJIBHOH BepcHH
Cuctemsl EuroLink, mis 6p1cTpoit AyTeHTHDUKAITHH.

KonoBoe ci10BO — mocienoBaTenbHOCTh CHMBOJIOB,
n3BecTHas Tobko Kimenty u banky, ncnons3yemast aist
Aytentudukanuu KimeHTa mpu oOCITy>KUBaHHH depe3
Cnyx0y kimeHTCKOoW mojaepxku. KoaoBoe ClIoBO
MOJKET UCIIOJIB30BATHCSI MHOTOKPATHO.

Komnpomeranuss — yrpara KimeHTOM KOHTpoOJs Haj
3aperncTpupoBaHHBIM HOMEpPOM, a TaKkKe yTpara
bankom wnmu KiMeHTOM YBEpPEHHOCTH B TOM, 4YTO
KoH(uaeHMansHass nHpopmams (Jlormn, BpemeHHbIi
napoib, [lapoms, KomoBoe ciioBo) He MoeT OBITh
HCTONb30BaHa TPETbUMHU JTHIAMHU.

Jlorun - YHUKaJIbHAS TI0CIIEI0BATEILHOCTh
OyKBEHHBIX/IIN(POBBIX CHMBOJIOB, HCIOJb3yeMas st
Ayrentudukanmuun  Kmmenra B Cucreme.  [lpu

peructpannu Knuenra B Cucreme Jlorun Gpopmupyetcst
bankom B aBTOMaruueckoMm pexume. B mocneacTsuu

Knuent BnpaBe wu3Menutrs JlormH B mopsake,
YCTaHOBIICHHOM Y CIIOBHSIMH.
Onepanusi — He MOpoTUBOpedalas ACHCTBYIOLIEMY

3aKoHOAATEeNbCTBY Poccuiickoit @exepanuu oneparus
[0 PacHopsDKEHUIO ACHEKHBIMHU cpeacTBamu KineHra,
ucnonHsiemass baHkoM Ha OCHOBaHMM OJEKTPOHHBIX
JIOKYMEHTOB, TE€pelaBaeMbIX B COOTBETCTBUU C

of the Bank.

Application on affiliation to the Terms and
Condition — a written expression of the Client’s will
to enter into an Agreement.

Registered Number — a mobile telephone number
specified by the Client in the Application on affiliation
to the Terms and Condition or an Application on
changing the mobile telephone number for the
purposes of receiving information under the
Agreement.

Recipient Identifier - a mobile telephone number of
the Client, which allows to unambiguously identify the
Client among a certain number of the Bank Clients
and determine the details for transferring funds to the
Client's account with the Bank from the account of
another Client opened with the Bank.

Access Channel - electronic documents transfer
channel, which is serviced by means of special
technical tools (Internet) without engagement of the
employees of the Bank, providing the Clients with an
opportunity to generate and transfer to the Bank
electronic documents on their own.

Client — a physical entity, holding Accounts in the
Bank opened under the bank account agreement (that
is not related to any settlement accounts with bank
cards linked to them) and/or the "on-demand" deposit
account agreement.

Access Code — a four-digit code set by the Client in
the mobile version of the EuroLink System for fast
Authentication.

Memorable Word — a sequence of symbols, known
only by the Client and the Bank, used for
Authentication of the Client when dealing with the
Client Support Service. The Memorable word can be
multiply used.

Compromise — loss of control by the Client over the
Registered Number, as well as loss of confidence by
the Bank or the Client with regards to the fact that the
confidential information (Login, Temporary Password,
Password, Memorable Word) cannot be used by the
third parties.

Login — a unique sequence of alphanumeric characters
used for the Client Authentication in the System.
When the Client is first registered in the System the
Login is generated by the Bank automatically. The
Client has the right to later on change the Login
following the procedure stipulated in the Terms and
Conditions.

Transaction — the Client’s cash assets disposition
operations not contradicting the applicable legislation
of the Russian Federation, implemented by the Bank
based on the Client’s Order transferred according to



http://context.reverso.net/translation/english-russian/alphanumeric+characters+and

VYcaoBusamu.

IMapoanb - MOCJIEI0BATEIFHOCTD CHMBOJIOB,
CaMOCTOATENBHO co3faHHas KiueHtoMm, ucnoss3zyeMas
st Ayrentudukanun Kimenra npu oOCITy)KMBaHHH 110
Kananam pnocryna. Ilapons MOXeT HCIOIB30BAThCA
MHOTOKPaTHO.

Pacnopsi:xenne - DJIeKTPOHHBIN JIOKYMEHT,
conepxauuil pacnopskeHue KnueHTa Ha coBeplieHHe
omHOW wiM HecKompkux Omnepanuii, mepegaHHBIN
Knuentom banky ¢ ucnons3zoBanuem Kananos nocryma.

Perncrpanuss —  aBTOMAaTH4YECKOE€  BHECEHHE B
QNEeKTPOHHON (opMe 3amicu O MOITydeHHH bankom
OneKkTpoHHOTO JOKyMeHTa KimeHta B IPOTOKOJBI
paboTBl TpOrpaMMBl, XpaHsmpecs B 0a3e ITaHHBIX
Cucrembl, KOTOpbIE aBTOMAaTH4YeCKUd (GopMHUpYIOTCS H
Benytcss B Cucreme. Peructpanmsa 3aBepiaercs
IIPUCBOCHHEM OJIEKTPOHHOMY JIOKYMEHTY cCTaTryca
«IIpuHsaT».

Pa3oBblii  CeKpeTHBI 1AapoJIb —  YHUKaJIbHas
MOCIEI0BATENBHOCTE CHMBOJIOB, HCHONb3yeMmas Ui
MOJATBEPKAEHUS]  MOAJIUHHOCTH, HEM3MEHHOCTH U
LEIOCTHOCTH OIEKTPOHHOIO JOKYMEHTa, a TaKXke
aBTopcTBa KnMeHTa B OTHOIIEHHHK NiepeiaBaeMbIX baHky
ONeKTpOHHBIX HOKyMeHTOB. Ilocime wncnonb3oBaHUA

PasoBbrit CEKpETHBIN napojib CTAHOBUTCS
HeneHcTBUTENbHBIM. Kaxaeiii  Pa3oBbIil  cekpeTHBINH
apoib HpU3HAETCS Croponamu aHaJIo0roM

COOCTBEHHOPYYHOH TMOMANMCH H TPU COBEPUICHUH
Omnepanuii sIBISETCS CPEIACTBOM YIOCTOBEPEHHUS TpaB
pacnopsKeHHS JIEHE)KHBIMU CpelcTBaMu,
Haxojgmumucs Ha Cuere, B COOTBETCTBHHM CO CTaThei
847 I'paxnanckoro konekca Poccuiickoir denepauuu.
Pa3oBBIll CEKpETHBIM MapoJib MOXET OBITh TOJYyYeH
Knuenrom MTOCPEICTBOM CMC-COOOIIEHUS 158101
mocpenctBoM  PUSH-cooOmenuss (mpu — HaIW4uu
TEXHUYECKOH BO3MOKHOCTH).

Cucrema EuroLink (Cucrema) —  cucrema
JuCTaHIIMOHHOTO 6aHKOBCKOTO o0cITy)KHBaHUS
(bu3MYeCKUX JIUI, HCIOJIb3yeMas, B TOM 4YHUCIE, B
Ka4yecTBe DJIEKTPOHHOT'O CPEJCTBA IIaTexka.

Canyx0a KJIMEHTCKOH NOMIEP:KKH — TO/pa3/ielieHue
banka, ocymiectBisitoniee  obciyxuBanue KineHTOB
npu  obOpameHmn B bank  mo  Ttenedowny,
oIyOJINKOBaHHOMY Ha KopropatuBHOM MHTepHeT-
caiire banka.

CoenuHeHHe —  IIOCJENOBATENLHOCTHL  JEHCTBUH
Knuenra, HEOOXOMUMBIX U TIOJNYYEHHUS JOCTyHa K
Cucreme mno Kanamy poctyma B mpeaenax OIHOIO
HEMPEepHIBHOTO HWHTEpBaja BpeMeHW. [l Kaxmoro
Coenunaenus AyTeHTH(QUKAIUS TPOU3BOIUTCS OJMH pa3
M CYHTAETCS JEHCTBUTEIBHOM B TEYEHHUE BCETO
Coenuuenus.

Croponbl — bank u Kimnenr.

Cuer - cuer Kimenra, orTkpeiThii B baHke Ha
OCHOBaHHMU JIOTOBOpa OAHKOBCKOTO CYeTa W/WIA
JIOTOBOpA CUYeTa BKJIAJa «I0 BOCTPEOOBAHUI.

Tapndnr banka — pasmep Bo3HarpaxjeHus banka 3a
npenoctaBienue KIiMeHTy yciayr mo HCIHOJIb30BaHUIO
Cucrembl, B TOM 4HCIE€ 3a INPEJOCTaBICHHE
BO3MOXHOCTH mnpoBeaenus Omnepanuii nmo Cuery c

the Terms and Conditions.

Password — a sequence of symbols created by the
Client and used to authenticate the Client for servicing
through the Access Channels. The Password can be
multiply used.

Order — an Electronic Document containing the
Client’s instruction for conducting one or several
Transactions, transferred by the Client to the Bank by
means of Access Channels.

Registration — an automatic process of making an
electronic entry on the Bank’s receipt of the Client’s
Electronic Document in the program protocols stored
in System database, which are automatically generated
and maintained within the System. The Registration is
deemed complete when the Electronic Document is
assigned "Accepted " status.

Session Key — a unique sequence of symbols used for
identification of the authenticity, immutability, and
coherency, as well as the Client’s authorship of the
Electronic Documents transferred to the Bank. A
Session Key becomes invalid after it is used. Every
Session Key is acknowledged by the Parties as an
equivalent of handwritten signature. When making
any Transactions, the Session Key certifies the rights
to dispose of the funds on the Account under Article
847 of the Russian Federation Civil Code. The Session
Key can be received by the Client via SMS or a PUSH
message (subject to technical capability).

EuroLink System (System) — a system of Remote
Banking Services rendered to physical entities, used,
without limitation, as an Electronic Means of
Payment.

Clients Support Service — a Bank unit servicing
Clients upon referring to the Bank by the telephone
published on the Bank’s corporate website.

Connection — a sequence of Client’s actions required
for getting access to the System via the Access
Channel within the frameworks of one continuous
interval of time. For each Connection the
Authentication is performed once and considered valid
for the entire period of Connection.

Parties — the Bank and the Client.

Account — the Client’s account, opened in the Bank
under the bank account agreement and/or under the
"on-demand" deposit account agreement.

Bank Rates — the size of Bank fees for the System
usage services rendered to the Client, including for
providing with an opportunity to conduct Account




HCI0Ib30BaHuEM CHCTEMBI.

YcaoBuss — HacTosIue YCIOBUS JUCTAHIIMOHHOTO
0aHKOBCKOTO oOcnyxuBaHus ~ (DU3MYCCKUX  JIHII
nocpeactBom  Cuctemsr  EuroLink B  AO AKB

«EBPOOMTHAHC MOCHAPBAHK».

JdaexkTponHoe cpeacTBo miarexa (ICII) — cpenctso
n (wm) cnocod, mno3Bostonme Kiuenty banka
COCTaBIISTh, YIOCTOBEPSTH U TIEpeaBaTh PacopsHKEHUS
B LICJIIX OCYIIECTBIICHUS IIEPEBOAA ICHSKHBIX CPEICTB B
paMKax mpuMeHsIeMbIX (opM Oe3HAIMYHBIX PacueToB C
UCIIONB30BaHUEM UH(OPMALMOHHO-
KOMMYHHMKalIMOHHBIX ~ TEXHOJOTHH,  DJIEKTPOHHBIX
HocHTedell MH(pOpPManuW, B TOM YHCIE IUIATEKHBIX
KapT, a TAKXKE HHBIX TCXHUYECKHX YCTPOMCTB.

DJIeKTPOHHBbIN JOKYMEHT — JIOKYMEHT, MTOAMUCAHHBINA
ACII Knnenra, nuadopmaiusi B KOTOPOM IPEACTaBICHA
B DJIEKTPOHHOI hopMe, BKIIIOYas, HO HE OIPaHUYNBAsICh,
paclopsbkKeHHss O TepeBOAE JACHEKHBIX CPEJCTB,
yBeZoMiieHHe 00 W3MEHEHHH/OTCYTCTBUM HW3MEHEHUH
paHee MpPEeJCTaBICHHBIX NICHTH(UKAINOHHBIX
CBEJICHUH B paMKax MpoBeAeHUs baHKOM MepOonpusATHA,
HamnpaBJICHHBIX Ha MICHTU(QHUKAIMIO W E€XEroxHoe
OOHOBIIEHWE CBEAEGHHH O CBOMX KIHEHTaX, HX
NPEACTaBUTEISX, OeHeUIMapHBIX BIAAENbIAX U
BBITOAOTIPHOOpETAaTENAX, WHBIE 3asBiIeHUS. KimeHnt
MIPU3HAET, YTO 3JIEKTPOHHBIA NOKYMEHT (B TOM YHCIIE
NPUIOKEHHUS K JJIEKTPOHHOMY JOKYMEHTY, €Clli
TaKOBBIE UMEIOTCA), COOPMHUPOBAHHBIN U NIepeTaHHBIN B

Mopsiike, TIPeAyCMOTpeHHOM  JloroBopoMm, uMeeT
PaBHYIO IOPHIMYECKYI0 CHJIy C JOKYMEHTOM Ha
OyMa)KHOM HOCHTEJIE, MO CaHHBIM

COOCTBEHHOPYYHOM TIOAIHUCHIO.

PUSH — coobmienne — coo0uieHne, UCTIONb3yeMoe s
nepeaayd MHGOPMALUK HA MOOWIbHBIC TeJIe(OHBI O]
yhopaBieHHeM onepannoHHEIX cucteM i0S, Android OS
(mo texnomorusm Apple Push Notification Service u
Google Cloud Messaging).

1. OBLYME INOJIOXXEHUA

1.1. Hactosmme VYcCIOBUS YCTaHABIMBAIOT MOPSIOK
oOcimyxuBaHUs (U3UYECKUX JHI C WCIOJIE30BAaHHEM
CucreMbl U ONpeAesOT BO3HUKAIOLUIUME B JTOU CBS3U
IpaBa, 00s13aHHOCTU M OTBETCTBEHHOCTH CTOPOH.

1.2. YcnoBus sBIAIOTCS THHOBBIM (opMysipoM banka u
MOTYT OBbITh NMpUHATH KiMeHTOM He MHade Kak IyTeM
NPUCOEIMHEHHsT K YCJIOBUSIM B LIEJIOM B TOPSJIKE,
YCTQHOBJIEHHOM Y CIIOBUSIMU.

1.3. 3axmouenue Jlorosopa ocymiectBisiercs KiimeHrom
B COOTBETCTBHHM cO cTaTbeil 428 I'paxxmaHckoro
KOJIeKCca Poccwuiickoii Oenepanyn myTeM
npencraBieHus B bank 3anenenun o npucoeounenuu
Ycnoeuam na OymaxkxHOM  HOcuTEne B JABYX
9K3EMILIIpax, cocraBieHHoro no ¢opme Ipuroxkenns
Nel k YenoBusim.

1.4. Tnst noarBepkaeHus (daxTa 3akioueHus Jorosopa
u peructpauun B Cucteme bank mnepemaer Knmenrty
SK3EMIULIP 3aseieHus 0 npucoeouHeHuu K Ycioeuam
¢ ommemxoii 0 noayuenuu banxom u npuceoennvim

transactions by means of the System.

Terms and conditions — the present terms and
conditions on remote banking services rendered to
physical entities via EuroLink system in Evrofinance
Mosnarbank.

Electronic Means of Payment (EMP) — a tool and
(or) method which enable the Bank’s Client to draft,
certify, and transfer orders for the purposes of
transferring monetary funds within the framework of
applicable forms of cashless settlements using
information and communication  technologies,
electronic information carriers, including payment
cards, as well as other technical devices.

Electronic Document — a document signed with the
Client’s EHS containing information in electronic
form, including but not limited to, instruction to
transfer funds, a notice of change/no change in the
identifying information previously submitted in the
framework of the Bank activities aimed at the
identification and annual update of information about
its Clients, their representatives, beneficial owners and
beneficiaries, other applications. The Client
acknowledges that an electronic document (including
attachments to the electronic document, if any)
generated and transferred in the manner provided for
in by Agreement, has equal legal force with the
document on paper signed with the handwritten
signature.

PUSH message - a message used to send information
to mobile phones running iOS, Android OS (via Apple
Push Notification Service and Google Cloud
Messaging technologies).

1. GENERAL PROVISIONS

1.1. The present terms and conditions stipulate hereby
the physical entities service procedure in connection
with the System and identify the rights, obligations
and responsibilities of the Parties arisen in this regard.

1.2. The Terms and Conditions are considered to be a
typical form of the Bank and shall be accepted by the
Client only by means of affiliation to the Terms and
Conditions in general according to the procedure
stipulated by the Terms and Conditions.

1.3. The Agreement conclusion is carried out by the
Client in line with the Article 428 of the Civil Code of
the Russian Federation by presentation to the Bank an
Application on affiliation to the Terms and
Conditions in hard copy according to the form
presented in Appendix No. 1 to the present Terms and
Conditions.

1.4. To confirm the Agreement conclusion and
registration in the System the Bank provides the Client
with a copy of the Application on affiliation to the
Terms and Conditions with the Bank’s receipt mark




Jozunom onn éxooa ¢ Cucmemy.

15, bamk c¢ menpo o3HakomueHHMs Kimenra c
nHdopmanueii, npexycMoTpeHHol JloroBopom, B TOM
qyucie ¢ YCIOBHSAMH, pa3MeIlaeT BCIO HEOOXOIUMYIO
nHopmanuio Ha KopHopaTHBHOM IHTepHeT-caiite

banka  www.evrofinance.ru  w/wim  pasmemnraer
00BsABIIEHUS Ha CTeHOax B CTPYKTYPHBIX
noApa3aACJICHUAX BaHKa, OCYHICCTBJIAOIUX

obciyxnBanmne KimeHTos.

1.6. MomenTom myOnukanuu Y cI0BUH B WHPOPMALINH,
a TaKkKe MOMCHTOM oO3HakomieHus Kimenra c
ONMyOJMMKOBaHHBIMH  YCIOBUSAMH W mH(popMarmen
CYMTAaeTCI MOMEHT HUX IIEPBOTO pPa3MEIICHUS Ha
kopnopatuBHOM WHTepHeT-caiite banka.

1.7. OnoBemenre Kinenta mo Bompocam, CBSI3aHHBIM C
HCTIONHEeHHueM JloroBopa, B TOM 4YHCJE OIOBELICHHE
Kiuenra 06 orpaHMYeHHH/TIPUOCTAHOBICHUH JIOCTYIA K
Cucreme mno wuHmnuatuBe banka, 00 Omepanusx,
COOTBETCTBYIOIINX MpU3HAKaM OCYILIECTBIICHUS
mepeBosia ICHEeXKHBIX cpeacTB Oe3 cormacus Kimenra,
ocymecTBisiercss bamkom mo CucremMe wWwim 1O
3aperucTpupoOBaHHOMY HOMEDY 137070101 MyTeM
HaIpaBJICHUSI NMHUCBMEHHOTO YBEIOMIIEHHSA IO ajpecy,
yka3aHHOMYy KIMeHTOM B KOHTAaKTHOW WH(OpManuu
3asBieHUs] O TPUCOETUHEHUH K YcCIoBUsIM. baHk He
HECeT OTBETCTBEHHOCTH 3a HETATHBHBIE IOCIEICTBHSA,
KOTOpBIE MOTYT BO3HUKHYTh y KimeHta BcnencTBue
HETIOy4eHUs: yBemoMileHHs oT baHka yka3aHHBIMHU
BBILIE crocobamu B CBA3U c
HE/IOCTOBEPHOCTHIO/HEAKTYAIBHOCTRI0  MH(OpMAITHH,
ykazaHHOH KiMeHTOM B KOHTAaKTHOW WH(pOpMAanuu, a
TaKK€ B CBA3M C HeJocTynmHocTeio st Kimenra
YKa3aHHBIX CLIOCOOOB CBSI3H.

1.8. [ucraHimonHoe OaHKOBCKOE  OOCTy)XHBaHUE
Kimenra ¢ ncnonp3oBanuemM CHCTEMBI IIPOU3BOINUTCS B
COOTBETCTBHHM C 3aKOHOJATEILCTBOM  Poccuiickoit
®denepanuuy, Ycnosusamu " JIOrOBOpaMHu,
3aKIOuYeHHbIMU Mexay bankom u Kiuentom, winu
WHBIMM  JOKyMeHTamMH  baHka,  oOmnpeaenstouumMu
TIOPSIJIOK MPOBENIEHUS OTIEPAIIUi MO COOTBETCTBYIOIEMY
Cuery.

19. bamk B coorBerctBUM cC JloroBopoM U Ha

OCHOBaHHUHU COOTBETCTBYIOIIUX SHCK’I‘pOHHLIX
JAOKYMCHTOB OKa3bIBaAcCT Kiuenram yciayru no
peaOCTaBIICHUIO BO3MO>KHOCTHU IpoBEACHUSA C

ucnoib3oBanueM CHCTEMEI CJICAYIONX onepaunﬁ:

— TIepeBOJ  JICHEXKHBIX  CpPEACTB B
POCCHICKHX PYOISIX MEXKAY CBOMMH
Cueramu B banke u Ha cBoW cuera B
JIPYTUX KPEIUTHBIX OPTaHU3aIHIX;

— TepeBOJ]  JEHEXHBIX  CPEICTB B
poccHiicKuX pyOsIsiX Ha CYETa WHBIX
HnoxydaTteneit (ropuuecKux u
(u3MUECKHX JIHL);

— TepeBOoJ, JECHEXKHBIX CPEICTB B
poccuiickux pyoisix Ha cuer banka;

— TepeBOoJ, JECHEXKHBIX CPEICTB B

POCCHICKHX pYOJITX U B HHOCTPAHHOMN
BAIOTE Ha  OpOKepCKHe  cueTa,

and the assigned Login to enter the System.

1.5. The Bank posts all the necessary information on
the  corporate  website of the Bank -
www.evrofinance.ru and/or posts announcement on
information boards in the structural units of the Bank
servicing the Clients, for the purposes of information
provision to the Client as set out by the Agreement,
including the Terms and Conditions.

1.6. The time of publication of the Terms and
Conditions and information, as well as the time of
presentation of the published Terms and Conditions
and information to the Client shall be deemed to be the
time when they are first posted on the corporate
website of the Bank.

1.7. The Client shall be notified by the Bank of the
issues related to the performance of the Agreement,
including notification of the Client of any
restriction/suspension of access to the System on the
Bank’s initiative and Transactions with the signs of
money transfer performed without the Client’s
consent, via the System and/or the Registered Number
and/or by written notification to the address specified
by the Client in the contact information of the
Application on affiliation to the Terms and
Conditions. The Bank shall not be liable for any
adverse effects that may occur due to the Client’s non-
receipt of a notification from the Bank via the above
communication means due to wrong/outdated
information specified by the Client in the contact
information, as well as due to the inaccessibility of
such communication means for the Client.

1.8. The Remote Banking Services shall be rendered
to the Client using the System in accordance with the
legislation of the Russian Federation, the Termsand
Conditions, and the agreements concluded between
the Bank and the Client, or any other documents
setting out the procedure of performing transitions on
the respective Account.

1.9. The Bank, according to the Agreement and based
on the applicable Electronic Documents, renders
services to the Clients, providing the opportunity to
conduct the following transactions by means of the
System:

— money transfer in Russian Rubles
between own Accounts opened with
the Bank and to own accounts with
other credit organizations;

— money transfer in Russian Rubles to
other recipients’ accounts (legal and
physical entities);

— money transfers in Russian Rubles to
the Bank account;

— money transfers in Russian Rubles
and foreign currency to brokerage
accounts opened for the Client with



http://www.evrofinance.ru/
http://www.evrofinance.ru/
http://context.reverso.net/translation/english-russian/brokerage+accounts
http://context.reverso.net/translation/english-russian/brokerage+accounts

oTkpeIThie B banke s Knuenra;

— TepeBOJ]  JEHEXHBIX  CPEICTB B
MHOCTPaHHOH BaJlOTe Ha CBOU CYETa,
Ha  cyera HWHBIX  IOJydYarelnei
(ropunuueckux W (QU3NYECKUX JIHMI) B
Banke, a Takke Ha CBOM CUeTa, cueTa
WHBIX IOJyYaTened (IOpUAMYECKUX |
¢usnyeckux ML) B JIPYTUX
KPEOUTHBIX OPTraHN3alIHAX;

— TMOKYNKH-TIPOJAXH HMHOCTPaHHOH
BaJIOTHI 3a pyOIH;

— JOCTYH K COXPAaHCHHBIM KOIHSIM
OJNeKTPOHHBIX JOKYMEHTOB;

— TMOJyd4eHHE >KypHajla omnepauuii 1o
Cueram (B pyOJsiX M HHOCTPAaHHOU

BaJIIOTE);

— TmonydeHue HHGOPMAIMUA O CPOYHBIX
BKJIaJIax;

— moJy4eHune HHGOPMAIMH O KPEAUTaX;

— MOJy4eHHe uHpOpMAIUU 0
0aHKOBCKUX KapTax;

— MOJy4eHHe uHpOpMAIIU 0

OpOKEepCKUX CcUeTax;

— moxydeHue uWHpopMamuu 00 >Tamax
obpabotku B baHke ormpaBneHHOrO
KnuenToM DJIeKTpOHHOIO JOKYMEHTA,

— MOJIyYeHHUe YBEIOMIICHU o
HEOIUTaYeHHBIX MmTpadax u Hamorax (B
ciydae odopmieHns

COOTBETCTBYIOIIEH MOIUCKH);
— camocrosTesibHass  cMeHa  [lapous,

Jlornna;

— (opmupoBaHHUE cBOCH 0a3bl MabIOHOB
IJIATEXKEI;

— ob0meH c¢ bankoM cooOmeHusIMHu
CBOOOJHOTO dbopmara (c
BO3MOKHOCTBIO NPUCOCTUHCHHUS
(aiinoB), B TOoM umcie 00 OT3bIBE
DNIEeKTPOHHOTO JIOKyMEHTa o

MOMEHTA €ro MUCIoJIHeHHsT baHkoMm.

1.10. Yeayru B pamkax MoOwibHOH Bepcun CHcTeMBI
EuroLink! JIOCTYITHBI Kauenram banka,
3aperucTpupoBaHHbiM B CHcTeMe W MMEIOIINUM
TEXHUYECKYI0  BO3MOXHOCTh  JUI  HCIIOJIb30BaHMS
MoOmbpHOM Bepcun Cuctemsl EuroLink.

1.11. TIpencraButens KimeHta Tpu  HaIU4uu
COOTBETCTBYIOIIEH JOBEPEHHOCTH BIpaBe B paMKax
JloroBopa oT umenn KnveHTa moAnuChBaTh U MOAABATH
3asBJIEHUS O:

- ooxupoBaHuu CUCTEMBIL

- cmeHe Jloruna;

- HarpaBJieHHud BpemeHHoro naposs;

- pactopskenuu JloroBopa.

Bce ocranbHble AeMcTBHST B paMKax —HACTOSIIETO
JHorosopa KireHT 00s13aH COBEpIIIATh JIMYHO, €CIIH HHOE
MIPSAMO HE TPEyCMOTPEHO Y CIIOBHSIMH.

the Bank;

— money transfer in foreign currency
to own accounts, to other recipients’
accounts (legal and physical entities)
opened in the Bank, as well as to
own accounts and to accounts of
other recipients (legal and physical
entities) in other credit
organizations*;

— foreign currency exchange for
Rubles;

— access to stored copies of the
Electronic Documents;

— retrieval of a transactions statement
(in RF Rubles or foreign currency);

— retrieval of information on term
deposits;

— retrieval of information on credits*;

— retrieval of information on bank
cards™;

— retrieval of information on brokerage
accounts;

— retrieval of information on the
Electronic  document  processing
phases in the Bank;

— receiving notifications about unpaid
fines and taxes (if there is a
corresponding  subscription in
place)*;

— independent change of Password
and/or Login;

— creation of own base of payments
templates;

— exchange of free format messages
with the Bank (that provides for
the possibility of file attachment),
including on the revocation of the
Electronic  document until its
execution by the Bank.

1.10. The services provided via the mobile version of
the EuroLink System1 are available to the Bank's
Clients who are registered in the System and have the
technical capability to use the mobile version of the
EuroLink System.

1.11. Where there is a corresponding power of
attorney in place, the Client's Representative shall
have the right to sign and submit the following
applications on behalf of the Client as provided for
under the Agreement:

- for System blocking;

- for Login change;

- for receiving the Temporary Password;

- for the Agreement termination.

All the other actions and measures hereunder shall be
taken by the Client personally, unless provided
otherwise by these Terms and Conditions.

! TIpu nanuuuyn TexaudecKoii BosmMoxkHocTH y banka / Subject to technical capability of the Bank
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1.12. Ha ortHomeHuss Mmexnay bankom u KiueHtom
PpacpoCTpaHsIIOTCS (Kimment CUHTACTCS
MPUCOETUHUBIINMCA  K) YCJOBHS —IPENOCTAaBICHUS
cepBUca MO MEpPEeBOAY  JICHEXKHBIX  CPEICTB  C
UCIIONIb30BaHUEM HOMepa MOOWIbHOrO TeneoHa B
KayecTBe HACHTH(UKATOpAa PEKBU3UTOB IOJIyYaTels
JICHE)KHBIX CPEICTB B paMKaX CHCTEMBI OBICTPBIX
IUIaTeXeH, YTBEpXKICHHbIE bBaHKOM, TEKCT KOTOPBIX
OIMyOJMKOBaH B MOPSIKE, MIPEIyCMOTPEHHOM TI. 1.5 m 1.
1.6 Hacrosmmx Y clIoBHii.

1.13. [na mwenmeidt VYcnoBuii HepaOOYNMH  THSMH
CUHTAIOTCSI CYyOOOTHI U BOCKPECEHbS (BBIXOIHBIC ITHU),
32 HCKIIOYEHHEM OOBSBICHHBIX pabodynMU JHAMHU B
YCTaHOBJIEHHOM 3aKOHOAaTEILCTBOM Poccuiickon
Ddeneparu MOpsaKe, a TAKKe Hepadboure Mpa3THHYHBIC
JIHY, ycTaHOBJIeHHbIE TpynoBeiM koaekcoM Pocculickoit
Oenepanyy, U Te JHHU, HA KOTOpbIE B CHIy HOPM
JIEACTBYIOIIETO 3aKOHOJATENbCTBA Poccuiickoit
denepanyiy  MEPEHOCATCS BBIXOAHBIC THH. Pabounmu
JTHIMH IS 1eiaed  YCIOBHH CUHTAOTCS JHH, HE
SIBIISTEOTITHCCS HEepaboInMu THAMH COTJIACHO
HACTOSILIEMY NMYHKTY Y CJIOBHM.

1.14. OTHOLIEHUS Banka u Knuenra,
HEyperyJIupOBaHHbIC HaCTOSALINMHU YcnoBusmu,
pETYIHPYIOTCS  ICHCTBYIOIIUM  3aKOHOAATEIHCTBOM
Poccuiickoit  ®enepanuu, HOPMATUBHBIMU  aKTaMH
banka Poccum, a Takke IOrOBOpaMHM, 3aKIHOYCHHBIMU
Mexny bankom m KnmeHTom, Ha OCHOBaHMH KOTOPBIX
Knuenty otkpriTe Cuera.

1.12. Relations between the Bank and the Client shall
be subject to (the Client is considered to have joined)
the Terms and Conditions for providing a money
transfer service using a mobile phone number as an
identifier of the Recipient's details within the fast
payment system approved by the Bank, the text of
which is published in accordance with the procedure
stipulated in points 1.5 and 1.6 hereof.

1.13. For the purposes of these Terms and Conditions,
Saturdays and Sundays (weekends) shall be deemed
non-business days, except those declared business
days in accordance with the procedure established by
the laws of the Russian Federation, as well as non-
working holidays specified in the Labor Code of the
Russian Federation and the days which weekend days
are carried over to by virtue of the applicable laws of
the Russian Federation. Business days for the purposes
of these Terms and Conditions shall be deemed days
that are not non-business days hereunder.

1.14 Relations between the Bank and the Client not
governed by these Terms and Conditions shall be are
governed by the Russian legislation, regulations of the
Bank of Russia, as well as the agreements concluded
between the Bank and the Client, on the basis of
which Accounts are opened for the Client.

2. UCI10JIb3OBAHUE CUCTEMbI

2.1.4JOCTYIN K CUCTEME

2.1.1. Joctym k Cucreme mpenocrabisieTcss KimeHTaMm,
3aKITIOYMBIIMM J[OrOBOp AMCTaHIIMOHHOTO GAaHKOBCKOTO
00CITy)KHBaHHS MyTeM NPUCOCAWHEHHS K YCIOBHUIM, U
3aperucTpupoBaHHbiM bankom B Cucreme.

2.1.2. HOocryn Kmuenta x CuHcTeMe OCYIIECTBIISICTCS
TOJIBKO TIPH YCJIOBUH 00s3aTE€NbHON AyTeHTH(UKAIIH
Kinenra.

2.1.3. Odunumnansueiii agpec CUCTEMBI B CETH HHTEPHET:
https://dbo.efbank.ru.

2.1.4. JlormH mus BXOIAa B CHUCTEMY IIPHUCBAMBACTCS
bankom B MomeHT peructpauuu Kinuenra B Cucreme. B
ciydae yrparsl/KoMiipomeranum/6JI0KUPOBKI
Cucremoii JloruHa, a Taxke B MHbIX ciydasx KiueHt
(mpencrasurens Knuenrta) BnpaBe 0OpaTHTHCS JIMYHO B
opuc banka g mnpucBoeHus HoBoro JlormHa ¢
COOTBETCTBYIOIIMM THCHMEHHBIM 3asBIeHHEM. KimeHT
BIIPAaBE CAaMOCTOSITEIbHO U3MEHNUTH JIOTHH MOCpeaACcTBOM
Cucremsl.

2.1.5. BpemeHHblii mapoip HampasiseTcs KimeHty
BankoMm MOCPEICTBOM CMC-COOOILEHHS Ha
3aperucTpupoBaHHbIl HOMEp mpu mojade KimeHToM
3aneénenus o0 npucoeduHeHuu K Yciaoeuam, TpU
BO300HOBJICHUHU paboTHI Cucremsl rmocJie

2. UTILIZATION OF THE SYSTEM

2.1.ACCESS TO THE SYSTEM

2.1.1. The access to the System is provided to the
Clients who have signed Agreements on remote
banking services by means of affiliation to the Terms
and Conditions and registered in the System by the
Bank.

2.1.2. The access to the System is granted to the Client
only after the Authentication.

2.1.3. The official address of the System in the
Internet network: https://dbo.efbank.ru.

2.1.4. The Login to enter the System is assigned by the
Bank at the moment of registration in the System. In
case of loss/Compromise/blocking by the System of
the Client’s Login and in other cases the Client (the
Client's Representative) may personally apply to a
Bank Office in writing to obtain a new Login. The
Client shall have the right to independently change the
Login via the System.

2.1.5. A Temporary Password shall be sent to the
Client by the Bank by means of SMS to the Registered
Number upon the Client submitting the Application
on affiliation to the Terms and Conditions upon
resumption of the System’s operation after suspending



https://dbo.efbank.ru/
https://dbo.efbank.ru/

MIPUOCTAHOBIEHHA JOCTylla K HEH NpH Mojade
Knuenrom COOTBETCTBYIOILIETO MMUCBMEHHOTO
3asBJICHUS/TI0 MHULIMAaTHBe baHka. BpemeHHBIN mapoib
JEUCTByeT B  TEYEHHE CpOKa, YKa3aHHOIO B
HanpaBJIeHHOM cMc-cooOmennu. [lpu HanpaBieHHH
Knuenty Bpemennoro mapons bank aHHymupyer
nerictByromuii [apons Knuenra.

2.1.6. KimeHr o0s13aH n3MeHnTh BpemeHHBIN nmaposip B
TEYEHUE CPOKA €ro NEHCTBUS Ha NOCTOsiHHBIN [lapos,
npu 3ToM BpemenHslii naponbs aHHyaupyetcs. [
npopomkeHns pabotel B Cucreme, B TOM dmHCIEC B
cirydae yrpatsl/KoMmpomeTannn/6JI0KHUpOBKH
Cuctemoit Bpemennoro mapoms/Ilapoms  Kiment
(mpencrasurens KnnenTa) nomkeH oOpaTUTHCS JTHIHO B
opuc baHka g modydeHus HOBoro BpemeHHoro
apoJjid ¢ COOTBETCTBYIOIIUM IMUCbMCHHBIM 3a4BJICHHUCM.

217.B caysae  Kommpomeranuum  Bpemennoro
napodst/[Taponst/Jloruna/3aperucTpupoBaHHOTO
Homepa/KomoBoro cnoBa KimeHT BmpaBe cooOmmuTh
Barky o ¢akre Kommpomerammu uyepes Ciyx0y
KIIMEHTCKOW IOIAEPKKH C yIETOM IOJIOXKEHHH IyHKTa
2.3.7 wHacrosmMx YCIOBUH Uil  HOCIEAYIOLIEH
o6moxupoBku barkom mocryna Knnenta B Cucremy.

2.1.8. bank 6nokupyer pocryn Kinuenra B Cucremy Ha
ocHOBaHMHU TpeboBaHus KimeHra, nepegaHHOTo UM IpU
nuYHOW sBKe B BaHK (IlepeJaHHOro NpencTaBHTEIEM
Knuenta npu nmuuHoi siBke B bank) unm gepe3 Ciyx0y
KIIMEHTCKOM MOAJIEPKKH.

2.1.9. lna nponomxenust padbotel B CucTteMe B cilydae
yTpaThl KiieHTOM KOHTpOJIst Hall 3aperucTpHpOBaHHBIM
HOMepoM KUIMeHT NomkeH oOpaTHThCs JIMYHO B oduc
banka 11 yka3aHWsT HOBOTO 3aperHCTpUpPOBaHHOTO
HOMepa.

2.1.10. Hcnonp3oBanue Bpemennoro
mapoirst/[Taporns/Jlornna/KomoBoro  cnmoBa,  nelicTBHe
KoTOporo 0suT0 mpekpamieHo bankom (o TpeGoBaHUIO
Knuenta, mo coOCTBEHHOW WHUIMATHUBE B Ciydae
Kommpomeraruu u T.11.), HE JOIMYCKAETCI.

2.1.11. Cwmena KomoBoro ciioBa MPOU3BOIUTCS
Kimentom nipu nmuaaOoM obpamennn B oduc banka.

2.1.12. TloaxmoyeHne K MOOMIbHON Bepcru CHCTEMBI
EuroLink ocymectBisiercss KimmeHTOM caMOCTOSTEIBHO
MMOCPEICTBOM CKAYMBAaHUS M YCTAHOBKM MOOMIHLHOTO
npwioxkenust Evrolink (mas i0OS B App Store, mns
Android B Google Play), ee 3amycka Ha CcBoeM
MOOWIILHOM ycTpoicTBe. [l paboTel B MOOWMILHOM
Bepcun  Cucrembl  ucnojie3yiorcs  JloruH — u
[Tapons/BpemeHHBIN mapoib, UCTIONB3YyeMbIE I BXO/a
B Cucremy. KitmeHT MOXeT Takke yCTaHOBUTH MIPABUIIO
JUT BXOJa B MOOMIEHOE mpuiioxkenne mo Koxy mocryma
(mpemnaraeTcs MPUIIOKCHUEM TIPU MIEPBOM BXOJIE) JINOO
¢ nomotneio Touch ID, Face ID u nmpyrux crmocoGos,
MPEIYCMOTPEHHBIX B MOOWIBHOM MPHWIOXKCHHUU (TIpU
HAIMYAA TEXHUYCCKOH BO3MOXKHOCTH MOOMIBHOTO
YCTPOWCTBA).

2.1.13. Uudopmammst O MOCTABIIUKE MOOMIHLHOIO
npuitokeHns Evrolink W ycnoBusl €ro MCTIOJIb30BaHUS

access thereto upon submission of a respective written
application by the Client/at the initiative of the Bank.
The Temporary Password shall be valid for the period
specified in the SMS. When sending a Temporary
password to the Client, the Bank cancels the current
Client Password.

2.1.6. The Client must
Password within its validity with a permanent
Password. Then, the Temporary Password will
become null and void. To continue working in the
System, including in case of
loss/Compromise/blocking by the System of the
Client’s Temporary Password/Password, the Client
(the Client's Representative) shall personally apply to
a Bank Office in writing to obtain a new Temporary
Password.

replace the Temporary

2.1.7.In case of Compromise of the Temporary
Password/Password/Login/Registered
Number/Memorable Word, the Client may inform the
Bank of the Compromise through the Client Support
Service taking into account the provisions of point
2.3.7 of these Terms and Conditions, for subsequent
blocking by the Bank of the Client's access to the
System.

2.1.8. The Bank shall block the Client’s access to the
System based on the Client’s personal request
submitted in the Bank personally (submitted by the
Client's Representative personally) or through the
Client Support Service.

2.1.9. To continue working in the System in case the
Client lost control over the Registered Number, the
Client shall personally apply to a Bank Office to
specify a new Registered Number.

2.1.10. It is not allowed to use the Temporary
Password/Password/Login/Memorable Word
terminated by the Bank (upon the Client’s request on
their own initiative in the event of Compromise, etc.).

2.1.11. The Memorable Word may be changed on the
Client’s personal request submitted in the Bank
personally.

2.1.12. Connection to the mobile version of the
EuroLink System is carried out by the Client himself
by downloading the Evrolink mobile application (from
App Store for i0S, from Google Play for Android),
installing and launching it on his mobile device. The
Login and Password/Temporary Password used to
enter the System are used to work in the mobile
version of the System. The Client may also set a rule
to login to the mobile application via the Access Code
(offered by the application at the first login) or via
Touch ID, Face ID and other methods supported by
the mobile application (subject to technical capability
of the mobile device).

2.1.13. Information on the provider of the Evrolink
mobile application and terms of its use are placed on
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pa3MemnIaloTcs Ha KoprnopaTuBHOM MHTepHeT-caiite
Bauka www.evrofinance.,ru u Ha cTeHZaxX B

CTPYKTYPHBIX nmoApa3acJICHUAX EaHKa,
OCYIIECTBJIAIOIINX 06CJ'Iy)KI/IBaHI/Ie Kiuenros.
Pazmenienue yKaBaHHOﬁ I/IH(I)OpMaHI/II/I O3HayacT
TOATBEPIKACHUC BO3MOXHOCTHU HCIIOJIB30BaHUA

Kiuenrom  moOunbHOW — Bepcum  CucTeMbl B
COOTBETCTBUH C Y CJIOBUSAMHU.

2.2.NNPUOCTAHOBKA U
OrPAHNYEHWNE
OBCIIYXXUBAHUA

2.21. bBamk BmpaBe 0e3  TIpEABAPUTEIHHOTO
yBenomieHus Kimenta, B TOM ducie, HO He
OTpPaHMYMBAsACh, B clydyae HapymeHus KineHTom
HoroBopa, Kommpomeranuu, BboisBneHus Omnepaiui,
COOTBETCTBYIOIIUX MpU3HAKaM OCYILIECTBIICHUS
nepeBojia JIEHEXHBIX cpelacTB Oe3 cormacus Kimenra,
BPEMEHHO IPHOCTAaHOBUTh WM OTPAHWYUTH JIOCTYI
Knuenta x Cucreme. B stom cnyyae bank B cpok He
Mo3JHee  clieAyromiero  pabodero  AHA  IOCIe
MIPUOCTAHOBKH/OTPAaHWYEHHUST JOCTYNa YBEIOMIIAET O
¢axTe MPUOCTAHOBJICHUS/OTPaHUYCHUS JOCTyTIa
Knuenta B Cucreme B NOpsAake, NpeayCMOTPEHHOM
ITyHKTOM 1.7 HacTosIMX Y CIOBHI.

2.2.2. baHk BmpaBe BBOAWTH OrPAaHUYCHUS] Ha
ncnons3oBanue Kimenrom KanamoB noctyma, B TOM
YHpclIe OrPAaHHYUTh IIepeueHb BUAOB OIEKTPOHHBIX
nokyMmeHToB, Oneparuii u PacniopsbkeHui, mpoBeeHne
U Teperadya KOTOpbIX Bo3MOxHa KnimentoM 1o
onpeneneHHoMy Kanamy pmocTyma, a Takke HM3MEHATh
mepedeHbs Omnepanwii W (QYHKIHHA, KOTOPHIE MOTYT
OCyIIeCTBISIThCS.  KNMEHTOM ¢ HUCHOJIb30BaHHEM
CucTeMsl 1 OrpaHUYUBATh BpEMsI IpHEMa U UCTIOHEHUS
Pacnopsoxenuit.

2.2.3. dakt MIPUOCTAHOBJICHUSA/OT PAHUICHHUS
obcnyxkuBanus B CuUcTeMe HEe OTMEHSET 0053aTelbCTB
KnuenTa, BeITEKaOMMUX U3 DJIEKTPOHHBIX JOKYMEHTOB,
MOATBEPKACHHBIX Pa30BBIM  CEKPETHBIM  MapoJieM,
MOJIYICHHBIX BaHKOM W  3aperucTpUpOBaHHBIX B
Cucreme 10 npuocTaHoBieHUs AeicTBUS CUCTEMBI.

2.2.4. Cucrema aBTOoMaruuecku Oinokupyer Jlorun
Knmnenra Ha 60 cexyHn mnociie Tpex HENpaBHIBHBIX

MOITBITOK BBOJIA ITapous. ITocne Tpex
MOCIIeIOBAaTeNbHEIX  OnokupoBok [lapons Kiuenra
Cucrtema aBTOMATHYECKH MIPUOCTAaHABIMBAET

obcyxnBanue Kmmenta. st mponomkeHust paboTsl B
Cucteme KimeHT BmpaBe o0paTuThcst JUYHO B O(pHC
banka.

2.25. bBamk BmpaBe 0e3  IpEABAPUTEIHHOIO
yBegomieHus ~ KimeHTa  BBOAUTH — OrpaHUYEHUS,
NIPUOCTAHABIMBATE U (MJIM) NPEKpaliaTh BO3MOXHOCTh
IIpUMeHeHHs1 MoOmIIbHOTO npritoskerust Evrolink.

the Bank's corporate website www.evrofinance.ru and
on information boards in the structural units of the
Bank servicing the Clients. The placement of the said
information shall mean the confirmation of the Client's
ability to use the mobile version of the System in
accordance with the Terms and Conditions.

2.2.SERVICE SUSPENSION AND
RESTRICTION

2.2.1. The Bank reserves the right to suspend or
restrict the Client’s access to the System without
preliminary notification, including, but not limited to,
in case of violation of the Agreement by the Client or
a Compromise, identification of Transactions that
qualify for a case of fund transfer without the Client’s
consent. In this case the Bank, not later than the next
working day after suspension / limitation of access,
should notify on the fact of suspension/ limitation of
the Client’s access to the system according to the
procedure mentioned in point 1.7 of the present Terms
and Conditions.

2.2.2. The Bank reserves the right to impose
limitations on the usage of Access Channels by the
Client, including the list of types of Electronic
Documents, Transactions, and Orders, which can be
conducted and transferred by the Client using a
specific Access Channels, as well as to change the list
of types of Transactions and functions that may be
carried out by the Client using the System and to limit
the time of acceptance and performance of Orders.

2.2.3. The fact of suspension / restriction of services in
the System does not cancel the obligations of the
Client arisen from the Electronic Documents verified
by the Session Key, received by the Bank and
registered in the System before suspension of the
System operation.

2.2.4. The system automatically blocks the Client’s
Login for 60 seconds after three incorrect password
attempts. After three consecutive cases of the Client’s
Password blocking the System automatically suspends
service rendering to the Client. To continue working
in the System the Client may personally apply to a
Bank Office.

2.2.5. The Bank may introduce restrictions, suspend
and/or terminate the usability of the Evrolink mobile
application without prior notification of the Client.

2.3.MOPSIOK B3AUMOLEUCTBUSA
BAHKA U KITUEHTA

2.3.1. banmk ocymectBiusier Omnepanuu mo Cuery

2.3.PROCEDURE OF INTERACTION
BETWEEN THE BANK AND THE
CLIENT

2.3.1. The Bank conducts Transactions on the Account
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Knuenta ©Ha ocHoBanuu Pacnopsoxenuit Knwmenra.
Vkazannsle Pacnopspkenus mnepenatorcs Kimenrom
BaHKy ¢ HMCHOJB30BAHUEM OIPENENEHHBIX Y CIOBUAMU
Kananos nocryna.

2.3.2. lTloxtBepxneHue aBTOpcTBa PacrmopspkeHMH |
WHBIX  OJIEKTPOHHBIX  JIOKYMEHTOB  IIPOW3BOJHTCS
Kiuenrom npu nomoniu PazoBoro cekpeTHOTo napodis.

2.3.3. Onepauuu, nepedyucieHHble B 1.1.9 HacTosmux
VYcaoBui, OCyIECTBISIOTCS baHKOM B COOTBETCTBUU C
JENCTBYIOILUM 3aKOHOIATEILCTBOM Poccutickoit
®enepanuy, HOpMaTHUBHBIMU akTamu banka Poccun,
HACTOAIIMMH YCIOBHSIMH M YCIOBHAMH JOTOBOPOB
0aHKOBCKOTO  cYeTa, JOTOBOPOB  BBIIYCKa |
oOcrmyxuBaHusg  OaHKOBCKMX  Kapr, JIOTOBOPOB
OpOKEpPCKOT0 OOCHYXHBaHUS, W HHBIX JOTOBOPOB,
3aKiI049aeMbIx Mexny bankom u Kinentowm.

2.3.4. HUcnoms3zoBanue CucTeMbl i [epefadd
BHCKTPOHHI)IX JOKYMCHTOB HC OI'pPaHMYMBACT IIpaBa
Knunenra o MIPEIOCTABICHUIO B Bbank
COOTBETCTBYIOIIUX PacmopspkeHW Ha TIpOBEICHUE
Omnepanuii, WA COOTBETCTBYIOIINX TOKYMEHTOB Ha
ocymecTBieHHe BaHKOM ompeneneHHBIX ICHCTBUI Ha
OyMa)XHOM HOCHTENC, COCTaBJICHHBIX 10 Qopme,
MPEIYCMOTPEHHOW  COOTBETCTBYIOIIMM  JOTOBOPOM,
3aKIIIOYCHHBIM Mexny CTOpoHaMH, W/HIH C yYeTOM
TpeboBaHUN 3aKOHOJATENbCTBA Poccuiickoit
denepanuu.

ITpu 3Tom CTOpPOHBI cOTamaTCa C TeM, 9TO B CIydae
MOCTyMJeHuss B baHK OJIEKTPOHHOrO OKYyMEHTa IIO0
Kanamam 1ocTtyma M COOTBETCTBYIOLIETO JOKYMEHTa
WIM paclopspkeHHs Ha mpoBeaeHue Ormnepanun Ha
OyMa)XHOM  HOCHTEJE, COJepXKalluX HJICHTHYHbIC
ycnoBus, JMOO TOCTYIDIEHHMS B bBaHK HMIEHTHYHBIX
DNeKTPOHHBIX TOKyMEHTOB, baHk Oyzer paccMarpuBaTh
KaX bl n3 yKa3aHHBIX JOKyMEHTOB KaK
CaMOCTOSATENbHBIH  TOKYMEHT, W OCYLIECTBHT BCE
JeUCTBHUS, HEOOXOAUMBIE [UIsl TpoBeieHHst OTiepaiuy 1o
KaXIOMY M3 MpeICTaBICHHBIX/TeperaHHbIX KimeHToM
JIOKYMEHTOB.

2.3.5. Ecnu B Tekcte Y CI0BHUi SIBHO HE OTOBOPEHO MHOE,
MOMEHTOM  TOJIYUYEHHsI DJEKTPOHHOTO JOKYMEHTa
bankowm siBnsiercst ero Peructpanus B Cucreme.

2.3.6. CTOpOoHBI NMPHU3HAIOT B KaYECTBE €IUHOM IIKAJIBI
BpeMeHH npH pabote ¢ CucreMoit MockoBckoe MmosicHoe
BpeMsi. KOHTPOJIBHBIM = SIBISE€TCS BPEMsSI CHUCTEMHBIX
4YacoB aInmnapaTHeIX cpeacTsB banka.

2.3.7. CropoHBI IpHU3HAIOT, YTO CBs3b KimeHTa co

Cayx0oii KITMEHTCKOM MTOJIAEPIKKH Banka
ycraHaBimMBaeTcs mo pabounmm nHsAM banka c¢ 09.30 mo
18.30u., B marauiy — ¢ 09.30 mo 17.154., mo

MOCKOBCKOMY BpEMEHH B NpEANpPa3THUIHBICE IHA B
COOTBETCTBHUH C IIPUKa3oM 1o baHKy, omy0IMKOBaHHBIM
B MOPSIKE, IPETYyCMOTPEHHOM IMYHKTOM 1.5 Y coBHid.

2.3.8. Ilpuem OnexTpoHHBIX HOKyMeHTOB CucTeMoii
OCYIIECTBIISICTCS. KPYTIIOCYTOYHO.

2.3.9. Ucnomnenue  DNEKTPOHHBIX  JTOKYMEHTOB
KineHToB oOCyIIecTBIsIeTCsl B CPOKH, YCTaHOBJICHHbBIE
3aKoHojarenbcTBOM  Poccmiickoit  denepauuu u
JIOTOBOPOM MEXLY bankom u KiuenTom,

of the Client based on the Clients’ orders. These
Orders are transferred by the Client to the Bank using
the Access Channels established by the Terms and
Conditions.

2.3.2. Confirmation of the authorship of Orders and
other Electronic Documents is carried out by the
Client by using Session Keys.

2.3.3. Transactions listed above in point 1.9 of the
present Terms and Conditions are conducted by the
Bank in accordance with the effective legislation of
the Russian Federation, regulatory acts of the Bank of
Russia, the present Terms and Conditions and terms
and conditions of the agreements on bank account,
issuing out and maintenance of bank cards as well as
brokerage service agreements, and othex agreements
signed between the Bank and the Client.

2.3.4. The applied systems for transferring Orders
and/or free format messages to the Bank do not limit
the rights of the Client on submitting to the Bank
corresponding orders on conduction of Transactions,
and/or corresponding documents on conduction of
specified actions by the Bank in hard copy, made in
the form provided for by the relevant agreement
between the Parties and/or considering the legal
requirements of the Russian Federation .

Thereat, the Parties agree that in case the Bank
receives an Electronic document via the Access
Channels and corresponding document or order on
transaction conduction in hard copy, containing
identical conditions on Transaction conduction, either
in case the Bank receives identical Electronic
documents, the Bank will process each of the
mentioned documents as independent document and
will execute all actions required for the conduction of
Transaction for each document submitted / transferred
by the Client.

2.3.5. Unless otherwise explicitly stipulated in the
Terms and Conditions, the time of receipt of an
Electronic Document by the Bank shall be the time of
its Registration in the System.

2.3.6. The Parties acknowledge the Moscow local
standard time as unified time-scale when working in
the System. Check time is considered to be the RTC of
the Bank hardware.

2.3.7. The connection between the Client and the
Client Support Center of the Bank is established on
working days of the Bank from 9:30 am. till
6.30 p.m., on Friday from 9.30 am. till 5.15p.m.
(Moscow time)on days before holidays according to
the order of the Bank published in compliance with
the procedure, stipulated by paragraph 1.5 of the
present Terms and Conditions.

2.3.8. Electronic Documents are accepted by the
System 24 hours a day.

2.3.9. The Client’s Electronic Documents are
performed within the timing established in accordance
with the legislation of the Russian Federation and the
agreement between the Bank and the Client setting out
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OIPE/ISINISAIONINM TIOPSIIOK POBEACHUS OIEpaluil 10
cooTBeTcTByOmEeMy CUery.

2.3.10. Bamrornsie onepauuu nmo Cueram KimeHTOB C
ucrnosib3oBaHueM CHUCTEMBI OCYIIECTBISIIOTCS C YU€TOM
TpeOOBaHUI BaJTIOTHOTO 3aKOHOAATENbCTBA Poccuiickoii
®denepanuu.

2.3.11. CropoHBl TpPU3HAIOT, 4YTO IeEpeAaHHbIC
Kimentom,  mpomemmmMm B KaKAOM  Clydae
Ha/JIeKamuM o0pa3oM mponenypy AyTeHTHDUKAIIH,
DJIeKTPOHHBIE TOKYMEHTHI, IONTBEPKICHHBIE Pa3oBbIM
CEKPETHBIM IapoJIeM, COOTBETCTBEHHO:

- YIAOBJIETBOPSIIOT TpeOOBaHUIO
3aKIIOUYEHUsT CHEJIKM B  INPOCTOH
NUCBMEHHOH  (opMe H  BJIEKYT
IOpUANYECKHUE HOCIIE/ICTBHS,
aHaJIOTUYHbIE TIOCJICACTBHSM,
MOPOXKJaEMBIM C/IeNKaMH,
3aKJIIOYCHHBIMH IIyTEM IOJIHCaHUs
JIOKYMEHTOB npu bu3ryeckoM
(B3amMHOM) MIPUCYTCTBUH JIVIL,
COBEPIIAMOIINX CICNKY;

- paBHO3HAYHBI, B TOM YHCIEC HMEIOT
paBHYIO IOPUANYECKYIO u
JI0Ka3aTeIbCTBEHHYIO CHITY

AQHAJIOTUYHBIM TI0 COJCPKAHUIO U
CMBICITY JTOKYMEHTaM Ha OyMaXHOM
HOCHUTEJIE, COCTaBJICHHBIM B
COOTBETCTBUM  C  TpeOOBaHHIMH,
NMPEeABABISIEMBIMH K  JIOKYMEHTaM
Takoro poja, W  TOJIUCAHHBIM
CcOOCTBEHHOPYYHOUH MIO/IMUCKIO
Knuenrta, U SBIAIOTCS OCHOBaHHEM
s nposeneHus: bankom Omnepanuit
ot mMeHH KimeHTa, OCYIIECTBICHUSI
bankoM coOTBETCTBYIOIIMX JAEHCTBUM;
HEe MOTryT OBITh OCIOPEHBI WU
orpunarscsi CTOPOHAMH U TPETHUMHU
JUIAMUd Wi OBITh  TPHU3HAHBI
HEJICUCTBUTEIBHBIMM TOJILKO Ha TOM
OCHOBaHHWH, YTO OHU TiepeaHbl B baHk
¢ wucnonb3oBannem CucTteMbl U
Kananos nocryna;

- MOTyT  OBITh  IPEICTABICHBI B
KauecTBe JI0Ka3aTENIbCTB,
PaBHOCHIIBHBIX MMHUCHbMEHHBIM
JIOKa3aTeNbCTBAM, B TOpsIIKE,
MIPEe1yCMOTPEHHOM
3aKOHO/IaTEJILCTBOM Poccuiickoi
denepanuu.

IIpu »sTtomM  coobmieHuss  cBobomgHOTO  (hopMmara,
nepenanneie  Kinmentom mo Cucteme, B 4acTH

PaCopsAKECHUA Knuenra JACHCKHBIMHU CpE€ACTBAMH Ha
Cuete (BKJIaze), a TaKKe B YacTH PACIOPSDKCHUS 00
OTKPBITUU W 3aKpbITHH cueTa (BKiIajga) baHkoM Kk
WCTIOJIHCHUIO HE IPUHUMAOTCS.

2.3.12. CtopoHbI NPU3HAIOT, YTO IeperaHHble baHkoM
cooOrieHust cBobotHOTO (hopmara:

- PaBHO3HAYHBI, B TOM YHUCIE HMEIOT
paBHYIO IOPUANYECKYIO u
JI0Ka3aTEeIbCTBEHHYIO CHILY

AQHAJIOTMYHBIM TI0 COJCPXKAHUIO U
CMBICTYy JTOKyMEHTaM Ha OyMaXHOM

the procedure of performing transitions on the
respective Account.

2.3.10. Foreign currency transactions on the Clients’

Accounts using the System are performed

in

compliance with the foreign currency legislation of the
Russian Federation.

2.3.11. The Parties acknowledge that Electronic
Documents transferred by the Client, every time
properly passing the procedure of Authentication,

confirmed by
correspondingly:

means of a Session Key,

meet the transaction conclusion
requirements in a simple written
form and bring to legal implications,
originated by the transactions,
concluded by means of ratification
of documents in physical (mutual)
presence of individuals concluding
the transaction;

are equivalent, including having
equal legal and evidential force, to
identical documents in hard copies
in terms of content and meaning,
created in line with requirements to
such type of documents with
handwritten signature of the Client,
and are considered as foundation for
transactions conduction by the Bank
on behalf of the Client, for making
corresponding actions by the Bank;

cannot be contested or denied by the
Parties and third entities or be
acknowledged void only based on
the fact that they have been
transferred to the Bank by means of
the System and Access Channels;

can be presented as testimonies,
equal to  written  evidences,
according to the  procedure
stipulated by the legislation of the
Russian Federation.

In this case the free format messages that contain the
Client's instructions as to how to dispose of the funds
on the Account and to open/close an account (deposit)
with the Bank transferred by the Client via the System
are not accepted and given effect to.

2.3.12. The Parties hereby acknowledge that the free

format messages,

transferred by the Bank:

are equivalent, including having
equal legal and evidential force, to
identical documents in hard copies
in terms of content and meaning,
created in line with requirements to
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HOCHTEE, COCTaBJICHHBIM B
COOTBETCTBUM  C  TpeOOBaHMIMH,
NPEeabsBISIEMBIMH K  JOKYMEHTam
Takoro poja, U  NOJNUCAHHBIM
COOCTBCHHOPYYHOMH MOJIITHCHIO
YIOJTHOMOYEHHOTO MpeICTaBUTES
banka, 3aBepeHHOi1 neuatbto banka;
HE MOryT OBITh OCHOPEHBI MU
orpunarscsi CTOpOHAMH U TPETBUMHU
JUNaMd WM OBITh  TPWU3HAHBI
HEJIEUCTBUTENBHBIMH TOJIBKO Ha TOM
OCHOBAaHMH, 4YTO OHM IIE€PEAAHBI
bankom ¢ ucnonp3oBanreM CHCTEMBI
u Kananos nocryna;

- MOTyT  OBITh  MPEACTABICHBI B
Ka4yecTBe JI0Ka3aTeIbCTB,
PaBHOCHIIBHBIX MMHUCbMEHHBIM
JI0Ka3aTeNbCTBaM, B TOpSAJIKE,
MIPETyCMOTPEHHOM
3aKOHOIaTEILCTBOM Poccuiickoit
®deneparyn, MpU STOM JOITyCTUMOCTh
TaKMX JI0KQ3aTeNbCTB HE  MOXKET
OTPHUIIATHCS TOJIBKO Ha TOM

OCHOBaHHH, YTO OHM HPE/ICTABICHBI B
BU/Ie DJICKTPOHHBIX TOKYMEHTOB.

2.3.13. B COOTBETCTBUU c TpeGOBaHUSIMHU
3akoHOnarenbcTBa  Poccuiickoit  Denepaumu 00
WHGOPMHUPOBAHUN KIHMEHTa O COBEPIUCHUH KaXKIoH
olepalyy C UCIOJIb30BAaHHEM OJJIEKTPOHHOIO CPECTBA
miatexxa bank ¢ momomnrsio CHCTEMBI  yBEOMIISIET
Knmenta o cosepmeHnmn Kaxgod Omepamuu ¢
UCTIONB30BaHNEM Pa3oBoro cekpeTHoro maposs.

ITo mepe cosepmenuss Onepauuii ¢ UCHOIb30BAaHUEM

PazoBoro cekperHoro mapons, bank He mo3aHEE
crepyromero  pabodero  AgHA  (GopMHpyeT B
aBTOMAaTHYECKOM PEXHUME O>KypHAJ — omepamuid B

Cucteme, k koTopoMy y Kinenra nMeeTcs OCTOSHHBII
(e>xemHEBHBIN, KPYIIIOCYTOUHBIN) fnoctyn no Kanamam
jJocryna. B ykasaHHbIX  KypHaJax  olepaunuil
cojepkuTcss WHpoOpMaUs O JBIKCHHH JICHEKHBIX
cpenacts o Cuety u 0 coctossauu Cuera.

Taxxe bank He3aMmemmTensHO IO Mepe 00pabOTKH
Pacnopsbxenuit Kinenra dhopmupyer B
aBTOMaTHYECKOM pexuMe U 1epepaer B Cucremy
nHdopmanuio o craryce PacnopspxeHuid.

®opmupoBanue baHKOM BBIIIEYKA3aHHOTO >KypHaia
onepauuit B Cucreme, a Takxe npucBoeHue baHkom B
CucreMe COOTBETCTBYIOLIET0 craTyca PacmopsbkeHuto,
SBIISIETCSl HAaJIJISXKAITUM yBeJoMIieHueM KieHnTta, B TOM
4yucie O pe3yibTaTax MpUeMa K HMCIOJHEHHUIO, OT3bIBa,
OTKa3a B MCIIOJIHEHNU PacmopspkeHus B COOTBETCTBUH C
HOpMAaTUBHBIMH akTamMu banka Poccuum, m He TpebOyer
JIOTIOJIHUTENbHOrO  HampasieHus bankom KnmeHty
KaKHUX-JTHN00 YBETOMIICHHH.

Juem nonyuenust Knuentom ot banka yBegomieHus o
COBEPILEHHOM Onepauuu, SBJISICTCS JICHb
¢dbopmupoBanusi baHKOM BBIICYKa3aHHOTO >KypHaia
onepauuii B CucreMe - 1O Mepe COBEpPLICHUS
Omnepanuii, HO HE MO3JHEEe pabouero IHs, CICIYIONIEro
3a JTHEM COBEPIICHUS COOTBETCTRYOMIEH Onepanuy.

2.3.14. KineHT 00s13yeTCst He peske 0JJHOTO0 pa3a B 1eHb

such type of documents with
holographic  signature of the
authorized representative of the

Bank and verified by the stamp of
the Bank;

cannot be contested or denied by the
Parties and third entities or be
acknowledged void only based on
the fact that they have been
transferred by the Bank by means of
the System and Access Channels;

can be presented as testimonies,
equal to  written  evidences,
according to the procedure, foreseen
by the legislation of the Russian
Federation, thereat the admissibility
of such testimonies cannot be denied
only due to the fact that they have
been presented in the form of
Electronic documents.

2.3.13. In accordance with the legislation of the
Russian Federation on informing clients of transaction
performance with the use of electronic means of
payment, the Bank shall notify the Client of each
Transaction performance using the System confirmed
with a Session Key.

Upon conduction of Transaction by means of Session
Key, the Bank, not later than the next working day,
automatically generates transactions statement in the
System, to which the Client has permanent access
(daily, round-the-clock) via the Access Channels. The
above mentioned statements contain information on
the cash flows on the Account, as well as on the
balance of the Account.

Also, the Bank, upon processing the Orders of the
Client, automatically generates and transfers to the
System information on the status of the Orders.

The creation of the mentioned statement in the System
as well as assigning corresponding status of the Order
by the Bank is considered to be proper notification
given to the Client, including related to the results on
accepting for execution, revocation, refusal from
execution of the Order according to the regulatory acts
of the Bank of Russia, and do not require additional
submittal of any notification to the Client by the Bank.

The day of receiving notification on conducted
Transaction from the Bank by the Client is considered
to be the day of generating the above mentioned
statement in the System by the Bank - upon
conduction of Transaction, but the day succeeding the
corresponding Transaction conduction day at the
latest.

2.3.14. The Client is obliged to enter into the System
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ocymecTBisITh focTyn kK Cucreme mo Kananam mocrymna
JUIsL TIONyYeHUsT MH(OpManuu O 3aperHCTPHUPOBAHHBIX
Pacnopsokenusix, u o coctosHun Cuera B LeIX
MIPOBEpKHU NpoBeneHHbIX bankoMm Omnepauuii, a Taxke
JUI TIONyYeHMs JKypHajla ollepaluii O COBEPILIEHHBIX
Omnepanusax C HUCHOJNB30BaHHEM Pa30Boro cexpeTHoro
apoJs.

2.3.15. Henocrymuienne B Teuenune 10 (mecsTn)
KaJIEHAAPHBIX THEN c JaThI Peructpauuun
Pacnopsokenuss nucbMeHHOM mnpeteH3uu  Kinenra,

COCTaBJIICHHOH B CBOOOAHOW (hopMme, HampaBisieMod B
Bark ¢ momompio Cucremsr o Kamamam moctyma/Ha
OyMa)kHOM HOCHTeNe, O Hecornmacuu c Omeparuei,
NIPOBEJICHHOW Ha OCHOBAaHMHU JaHHOro PacnopsikeHus
I/I/I/IJ'II/I CITMCAHHBIM KOMHWCCHUOHHBIM BO3HArpaXJICHUCM,

cuuTaeTCs NpU3HAHUEM Kiuenrom TaKoro
PacnopsbxkeHuss ¥ HOATBEPKICHUEM  IPOBEACHHOM
Onepanun/CiucaHHOro KOMHCCHOHHOTO
BO3HArpaKACHHUS.

2.3.16. TIlocme momydenus bamkom ot Kimenra

MMCBMEHHOW MpeTeH3Uuu O Hecornacuu ¢ Omnepanuei,
MPOBECHHOH HAa  OCHOBAaHHUH  COOTBETCTBYIOIIETO
PacnopsixeHwst/crincaHHbIM KOMHUCCHOHHBIM
BO3HArpaXKJIeHWeM, baHK NPHOCTaHABIMBACT JeiCTBHE
Cucremsl B oTHomeHnr KineHTa M BO30OHOBISET €T0
TONbKO  mocie mepegaud  Kinmentom B baHk
COOTBETCTBYIOIIECTO 3asBJICHHUS HA OYMa)XHOM HOCHTEIIC
pu TuaHOM BusnuTe Knuenra B bank.

2.3.17. Ilpu BeisBuenun bankom  Omneparui,
COOTBETCTBYIOIIUX IMpU3HaKamM OCYHICCTBIICHUSA
MepeBoJia JIEHEXKHBIX CpelncTB 0e3 cormacus Kimenra,
baHk BpeMeHHO MpHOCTaHAaBIMBaeT jaoctyn KimeHTa K
CucreMe W HE3aME/UIUTENBHO YBEIOMIISIET 00 3TOM

Knuenrta B  mopsake, npeaycMoTpeHHoM — 1.1.7
HACTOAIIHX Y CIOBUH.

Knnent MOATBEPXKIacT/HE MOATBEPXKIAET
BO300HOBJICHHUE WCTIOJTHEHUS Pacniopsoxenns

obOpatuBuich B bank uepe3 Cuyx0y KIHMEHTCKOM
MO PIKKH.

B cayuae, ecniu Knmenr mnocne mnposeneHust bankom
mporenypsl  AyTeHTH(QHKAanMd HE  TOATBEpPKIAacT
BO30OHOBIICHHS ~ WCIOJNHEHUS  PacmopsbkeHus, TO
COOTBETCTBYIOIIIEE Pacniopspxenue CUHTAETCS
O0TO3BaHHBIM KIIMEHTOM, TNpU 3TOM BO30OHOBIECHHE
pabotel CHCTEMBI OCYIIECTBISETCS TOJBKO TOCIe
nepenaun  KiimeHtom B BaHK  COOTBETCTBYOIIETO
3asBJICHUS Ha OYMa)KHOM HOCHTENIE TIPH JINIHOM BU3UTE
Kiwuenra B bank.

B cayuae, ecniu Knmenr mnocne mnposeneHust bankom
MIPOIIETyPHI AyTeHTHQUKAIHN MOJITBEPIKIACT
B0O300HOBIICHHE WCHONHEHH PacnopspkeHus, To bank
BO300HOBIsIET paboTy CHCTEMBI M COOTBETCTBYIOILEE
Pacnopspxkenue wucnonnsercs bankoMm B crienyroniem
TIOPSIIKE:

- pH TOCTYIUICHWH B bBaHK MOXTBEpXIEHUS
WCTIOTHEHUS B TEUCHHUE OIEPAIIOHHOTO THSI, ICHE)KHBIE
cpencTBa crmchiBaloTes co Cuera B TEKyIUK pabodunit
nenb banka;

at least once a day via the Access Channels for
obtaining information on registered Orders, and on the
account balance for the purposes of checking the
Transactions conducted by the Bank, as well as
obtaining statement on Transactions by using Session
Key.

2.3.15. In case the Client does not submit a claim on
disagreement with Transactions, conducted based on
the mentioned Order and/or deducted commission fee,
formed in free format and submitted to the Bank by
means of the System via Access Channels / in hard
copy within 10 (ten) working days as of the date of
Order registration, such Order is considered
acknowledged by the Client of such Order, and such
Transaction/deducted commission fee - confirmed by
the Client.

2.3.16. After receiving by the Bank a written claim
from the Client on disagreement on the Transaction
conducted based on corresponding Order/deducted
commission fee the Bank suspends the System service
for the Client and renews it only after submittal of
corresponding written application in hard copy by the
Client upon in-person visit of the Client to the Bank.

2.3.17. Should the Bank identify any Transactions
qualifying for a case of fund transfer without the
Client’s consent, the former shall temporarily suspend
the Client's access to the System and immediately
notify the latter in the manner prescribed by para. 1.7
hereof.

The Client confirms/does not confirm that the
execution of the Order has been resumed by
contacting the Bank’s Customer Support.

If the Client, identified by the Bank through the
Autentification procedure, does not confirm that the
Order is executable again, the corresponding Order
shall be considered to have been withdrawn by the
Client, and the System’s operation shall be resumed
only after the Client files the relevant application to
the Bank in hard copy during the Client's personal
visit to the Bank.

If the Client, identified by the Bank through the
Autentification procedure, confirms that the Order is
executable again, the Bank shall resume the System’s
operation, and the respective Order shall be executed
by the Bank in the order as follows:

- if the Bank receives confirmation of execution within
the banking day, the funds shall be debited from the
Account on the current business day of the Bank;
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- TOpH  TOCTYIUICHHH  TOATBEPKACHHS  IOCIE
OIEPAIHOHHOTO JTHS, JICHE)KHBIE cpencTBa
cnucbiBaroTcss co Cuera He MO37HEE CHEYHOLIEro
pabouero nHs Banka.

BaHK caMOCTOSITENBHO OMPEACTSIET MPOAOIKUTEIHHOCTh
onepannonHoro mai. OO0 omeparmonHoM nHe Kiment
YBEIOMIISIETCSI IOCPEICTBOM HAIMpPaBICHUS] HHPOPMALHN
00 asrom mo  Cucteme  WIH  pa3MCHICHUS
COOTBETCTBYIOIICH MH(MOPMAIMU HA JTOCKE OOBSBICHUN
B OINEPALMOHHOM 3aJie OOCITYKHUBAHUS (PU3UUCCKUX JIUI]
WK Ha KoprnopaTuBHOM MHTepHeT- caiite baHka.

I[Ipu ©emonyuenuu oT KimeHTa BbIlIEyKa3aHHOTO
TIOJITBEP K ICHHSI/HE MOATBEPIKACHUS Bank
Bo3oOHOBNsieT pabory CucreMbl ¥ HCIOJHSIET
PacnopsikeHHsI IO HCTEUSHUH CPOKOB, YCTaHOBIICHHBIX
3aKoHoAaTrenscTBOM Poccuiickoit ®enepanun.

2.3.18. Bank He paccpUTaeT COOOIICHHS MOCPEICTBOM
cMC-co00IIeHniT Ha 3aperucTpUPOBAHHBIA HOMED H/WITH
HOMEp MOOHJIBHOTO TenieoHa, yka3aHHbIH B 3asiBICHUN
0 TPUCOCAUHCHUU K Y CIIOBUSIM HIIH aipec JICKTPOHHOMN
mouthl KieHra, a Takke HE MPOU3BOIUT TeJICPOHHBIC
3BOHKH C IICTIbIO TMOJIyYCHHS YKa3aHHBIMU CIIOCOOaMHU
Kakoi-muoo umHpopMmarmu o KimeHTe WiM JaHHBIX O
Cucreme.

2.4. IEPEBO/4 OEHEXXHbIX CPELACTB
BHYTPU BAHKA Cc
NCrioJib30OBAHUEM HOMEPA
MOBWUJIbHOIO TEJIE@OHA/HOMEPA
BAHKOBCKOM KAPTbI/HOMEPA
CYETA?

2.4.1. bauk B pamkax Cucremsl EuroLink, B Tom uucne
ee MOOWIBHOW BepcuH, mpenoctaBisieT KimeHty
BO3MOXKHOCTB!

- coBepuIaTh  ONEpalud IO  TEPEeBOAY
JICHeXXHBIX cpeacTB co cBoero Cuera B banke Ha Cuer
npyroro Knuenra, oTkpbiThii B baHke, ¢ yka3aHuem

Wnentuduxaropa HOTy4aTens CpeAcTB/HOMEpa
0aHKOBCKOM KapTbl/HOMEpa Cuera Knnenra—
MONy4yaTenst JCHEXHBIX CpPEACTB — MOJb30BATEIS

Cucrembl EuroLink (manee — «KiueHT-momydarennby).
ITepeBon neHexxnbix cpeacts co Cuera oguoro Kimenra
B banke Ha Cuer npyroro Kimenra, oTkpeiThiil B banke,
Jlaniee Takke UIMEHYETCsl — «BHYTPEHHHI MEPEBOIY;

- nony4dath Ha cBoi Cuer B baHke neHexHble

CpPeICTBa  BHYTPEHHUM  IEPEBOJAOM  MOCPEACTBOM
ykazanust KnmenroM-mnarensmmkoM Mnentudukaropa
MOJTy4aTenst cpeacTB/HOMEpa 0GaHKOBCKOU

kapTe/HOMepa Cuera KimenTa — momryuaress.

2.4.2. KoneHT HACTOSAIIAM J[JaeT CBOE COTJache Ha
HCIOJIb30BAHUE €r0 3aperHCTPUPOBAHHOTO HOMEpPA B
KayecTBe MacHTH(HUKATOpa MOMydYaTeNss CPEACTB IPH
BHYTPCHHEM IIEPEBOJIE B €T0 MOJIB3Y.

Knuent yBenomileH W COTJIaceH, YTO B Ciydae, ecii
3apeructpupoBannblii Homep Kiimenta coBmamaer c
3aperucTpupoBaHHbIM HOMepoM apyroro Kimenra,
BHYTPEHHUH TEpEeBOJ] C HCIOJIb30BAHUEM TaKUX

- if the Bank receives confirmation outside the
business hours, the funds shall be debited from the
Account no later than the next business day of the
Bank.

The Bank shall independently determine the length of
the banking day. The Client shall be notified of the
banking day through the System or by placing the
relevant information on the Bulletin Board in the
customer area or on the Bank’s corporate website.

No such a confirmation/non-confirmation received
from the Client, the Bank shall resume the System’s
functioning and execute the Orders upon expiry of the
terms established by the laws of the Russian
Federation.

2.3.18. The Bank shall neither send SMS to the
Registered Number and/or mobile phone number
specified in the Application for Accession to the
Terms and Conditions nor messages to the Client’s e-
mail address, and shall not make phone calls for the
purpose of obtaining any information about the Client
or the System.

TRANSFER OF FUNDS WITHIN THE
BANK USING MOBILE PHONE
NUMBER / BANK CARD NUMBER /
ACCOUNT NUMBER?

2.4.1. The Bank via EuroLink System, including its
mobile version, provides the Client with the following
opportunities:

- to conduct transfers of funds from his/her own
account with the Bank to the account of another Client
opened with the Bank, indicating Recipient Identifier/
Bank Card Number/ Account Number of the
Receiving Client — user of the EuroLink System
(hereinafter referred to as the Receiving Client).
Transfer of funds from the account of the Client with
the Bank to the account of another Client opened with
the Bank is hereinafter referred to as Internal Transfer;

- to receive funds by means of internal transfers to
his/her own account with the Bank by indicating the
Receiving Client’s Recipient Identifier / Bank Card
Number / Account Number by the Paying Client.

2.4.2. The Client hereby gives his/her consent to use
his/her Registered Number as the Recipient Identifier
for internal transfers in his/her favour.

The Client is notified and agrees that in case the
Registered Number of the Client is the same as the
Registered Number of another Client, an internal
transfer using such Registered Numbers as the
Recipient Identifier of the funds will not be

2 [Ipu Hanuuuy TeXHUYECKOi Bo3MoxkHOCTH y banka / Subject to technical capability of the Bank
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3aperucTpupoBaHHBIX HOMEpOB B Ka4ecTBe
Unentuduxaropa MOJTyYaTes CpencTB HE
OCYIIECTBIIAETCSL.

243. Tlpn yxazanun KineHTOM-IUIATEIBIIMKOM

3apeructpupoBaHHOro Homepa Kimenra-nosyuaTens B
kagecTBe MpeHTnduxaropa modydaTends — CpeACTB
JCHe)XXHBIE cpeacTBa 3auncisitorcess Ha Cuer Kimewnra,
omnpeneneHHbld BaHKOM CcaMOCTOATENBPHO M3 4HCia
CueroB  Kimmenra. Ilpm  ykasammm  Kimenrom-
IUTATENBIINKOM HOMepa OaHKOBCKOW KapTel Kimenra —
MoJTy4yaTensi, JEHEXXHBbIE CpEeICTBA 3a4MUCIIIOTCA Ha
Cuer, COOTBETCTBYIOLIMI JaHHOH OaHKOBCKOW Kaprte.
[pu ykazammm Kimenrom-mnarensomkom — Cuera
Knunenra mosryyaTesnsi, JCHEXKHBIE  CpPEICTBa
3auncisitorcss Ha Takoi Cuer Kimenrta-momydarens.
IIpu >TOM HAEHEXHBIE CPENCTBA MO COOTBETCTBYIOIIEH
oreparyi MOTYT OBITh 3a4yHCcieHbl ToJdbKo Ha CHer,
PeXHUM  KOTOPOTO IpPEAyCMAaTpUBaeT BO3MOXHOCTb
TaKOT0 3a4UCICHHUS.

24.4. Jlna cosepuieHus KiMeHTOM-IUIATEIbLIIMKOM

omepauMd 1O  BHYTpEHHeMy  mepeBoay  baHk
npegoctabisieT KiMeHTy-maaTenbmyuKy BO3MOXKHOCTB
HCTIONb30BaTh Wnentudukarop MOJTy4aTens

cpeacTB/HOMep OaHKOBCKOW KapTel/HoMep Cuera s
neneit  ¢gopmupoanuss B Cucreme  EuroLink
Pacniopsxenust. Wnentuduxarop IIOTy4aTess
cpeactB/Homep  OaHkOBcko#l  kapth/Homep  Cuera
BBOAMTCA KimeHTOM-IulatenpIiqukoM B UHTepdeiice
“TlepeBon kiuenty 6anka” Cucremsr EuroLink.

KimeHT yBeIOMJIEH M COIJIaceH, YTO B LEJIX
COBEpILICHUS OIepalyii N0 BHYTPEHHEMY MEpPEeBOIY
UCIIONB3YIOTCS CBEICHUS B 00BbEME, MPEIyCMOTPEHHOM

JIEHCTBYIOILIUM 3aKOHOIaTEILCTBOM Poccuiickoit
denepanuu.

[Tpu YKa3aHUU KiueHTOM-1I1aTEIBIIUKOM
Wnentudukaropa MOJTyJaTes CpeacTB/HOMEpa
OaHkoBckoW  kaprThl/HOMepa Cuera janst  wneneit
cocTaBlieHUs1  PacmopspkeHus — aisi  BHYTPEHHETO

IepeBO/ia HCIIONB3YIOTCS JaHHBIC, IPEIO0CTaBICHHBIC
Bankom.

Ipn yKa3aHUH KnuenroM-mnaTensmukom
Wnentndukaropa  momydarens/HomMep — OaHKOBCKOH
KapTel/HOMep Cuera CpeACTB MUl IeJel cocTaBleHUS
Pacnopsoxenust  bank  nmpepocrtaBiser  Knmenty-
IUIaTENNBIIUKY COOTBETCTBYIOLIUE yKa3aHHOMY
Wnentudukartopy MOTyYaTeNs CpeICTB/HOMEPY
O0aHKOBCKOW KapThl/HOMepy Cuera CBeACHHS IS
MpOBEpKH: (aMUINSA, WM, OTYECTBO (TIPH HATHINH)
Knuenta — nonyuatens (pamuinust mpemnocTaBiseTcs B
MacKHpOBaHHOM BuJe). KilmeHT yBenoMieH u coriaceH
Ha TMepelnady YKa3aHHBIX CBEJCHMH M TPOBEPKU

apyromy  Knmenry, — ykazaBmemy — ans menei
BHYTPEHHEI0 NepeBojia COOTBETCTBYomMH KiueHTy
Wnentunduxarop TOJTy4daTeIst CpeICcTB/HOMED
6aHKOBCKOW KapThl/HOMep Cyera.

B cnywae ycmemnoi —mpoBepku Knnentom -
IUIATETBIINKOM  IIPEAOCTABICHHBIX  CBEICHHUH, OH

MOANMUCHIBAET M Tiepepaer B bank Pacnopspkenune B
MOPSAKE, OTIPEICIIEHHOM HACTOSIINMHA Y CIOBHSMHU.

2.4.5. bamk BhnpaBe ompenensaTh Buabl CUeToB, C
KOTOpPBIX/HA  KOTOPbIE  MOXET  OCYHIECTBILSITHCS

performed.

2.4.3. If the Paying Client specifies the Registered
Number of the Receiving Client as the Recipient
Identifier, the funds shall be credited to the Client's
account determined by the Bank from the list of the
Client's accounts. If the Paying Client specifies the
Receiving Client's bank card number, the funds shall
be credited to the Account of this bank card. If the
Paying Client specifies the Receiving Client's
Account, the funds shall be credited to such Account
of the Receiving Client. In this case, the funds under
the respective transaction can be transferred only to an
Account, the mode of which provides for the
possibility of such transfer.

2.4.4. In order for the Paying Client to execute an
internal transfer, the Bank shall provide the Paying
Client with the possibility to use the Recipient
Identifier / Bank Card Number / Account Number for
the purposes of forming an Order in the EuroLink
System. The Recipient Identifier /Bank Card
Number/Account Number is entered by the Paying
Client in the interface "Transfer to Bank Client" of the
EuroLink System.

The Client is notified and agrees that for the purposes
of internal transfers the information is used to the
extent provided by the current legislation of the
Russian Federation.

The data provided by the Bank shall be used for
internal transfers for the purposes of drafting the
Order, when the Paying Client specifies the Recipient
Identifier / Bank Card Number / Account Number.

If the Paying Client specifies the Recipient Identifier /
Bank Card Number / Account Number for the
purposes of drafting an Order, the Bank shall provide
the Paying Client with the following information
corresponding to the specified Recipient Identifier /
Bank Card Number / Account Number to verify:
name, surname, patronymic (if any) of the Recipient
Client (surname provided in disguise). The Client is
notified and agrees to convey this information for
verification to another Client who specified the
respective Client's Fund Recipient Identifier / Bank
Card Number / account number for internal transfer
purposes.

In case of successful verification of the submitted
information by the Paying Client, he shall sign and
submit the Order to the Bank in the manner
determined by these Conditions.

2.4.5. The Bank is entitled to determine the types of
Accounts from which/to which an internal transfer can
be conducted in accordance with the procedure




17

BHYTPCHHUH MEPEBOJ B IOPSAKE, MPEAYCMOTPEHHOM
paszenoM 2.4 HaCTOSIIUX Y CIIOBHHA.

2.5. XPAHEHHE PACIIOPAKEHHH O
IIPOBE/IEHUH OIIEPAIIHH, 3AITHCEH
TEJIE®OHHBIX PA3rOBOPOB

2.5.1. bark 00s3aH 00ecCIeUnTh XpaHSHUE MOTYICHHBIX

oT Kine\nra Pacnopsbxenuit B TEYEHHE
NIPEAYCMOTPEHHBIX  3aKOHOJATENbCTBOM  Poccuiickoil
denepaii  CPOKOB  JUISI  XPaHEHUS aHAJIOTUYHBIX

JOKYMEHTOB, COCTaBJICHHBIX Ha OyMa)KHOM HOCHUTeEJE.
Criocod u Qopmat XpaHEHHs OmpeaeisioTcs baHkom
CaMOCTOSTEINBHO.

2.5.2. Bce omepanuu, npousBogumbie CTOpoHaAMH B
Cucteme, (GHUKCHPYIOTCA B  IPOTOKOJIAX  pPabOThI
MIPOTpaMMBbl, XpaHAmuxcsi B 0aze maHHBIX CHCTEeMBI B
banke. B cnyuyae pasHormacus Mexnay bankom u
KnneHToM B OTHOIIEHMM TNEpEaHHBIX OJIEKTPOHHBIX
nokyMeHToB ~ CTOpOHBI ~ NPH3HAIOT B KadyecTBE
JI0Ka3aTeNbCTB YKA3aHHBIC 3aIllCH, a TAaKXKE 3alliCH B
nporokose padotel Cucremsbl, Xpansinuecs B banke.

Cuctema BegeT yueT [ACHCTBHI, NPOU3BOAUMBIX
Croponamu B Heil. CdopmupoBanHeie baHkom
COOTBETCTBYIOII[ME  OTYETHl 110  IMPOU3BEACHHBIM
onepanusMm (melictBusm) B CucreMe Ha OyMakKHBIX
HocuTensx mo  ¢opme  banka, mogmmcaHHBIE
YHOJIHOMOYEHHBIM JHMIOM baHKa M CKpeIICHHBIE
[1€4aThI0 banka SIBIIIFOTCS JOCTaTOYHBIMU

JOKa3aTenbCcTBaMu  (pakToB coBeprieHus CTopoHaMu
omepanuii u gevictBuil (B ToM uymcne Cucremoi
ABTOMATHYECKH), TPEAYCMOTPEHHBIX  HACTOSIIUMHU
VYcrmoBusiMA, W MOTYT OBITh HCIIONB30BaHBI TpPHU
paspenieHny Jo0bIX CIIOPOB, a TAKKE MPEOCTABIEHBI B
Cym.

2.5.3. KiineHT yBeJIOMIIEH O TOM, 4TO BCe Tele(OHHbIE
pasroBOpHI  3aMUCHIBAIOTCS M XpaHATCS B baHke B
TEUEHUE CPOKa, YCTAHOBIEHHOT'O 3aKOHOJATEIbCTBOM
Poccuiickoit Denepanuu. 3anucu YKa3aHHBIX
Tene(OHHBIX Pa3rOBOPOB MOTYT OBITh HCHOIB30BaHBI
IpU  pa3pelmicHHH  JIOOBIX  CIIOPOB, a  TaKKke
MIPEIOCTABIICHBI B CY/.

3. KOHOUOEHLUNATIbBHOCTb

3.1. BaHk 00s13yeTCsl IPUHSTH BCE JOCTYITHBIC MEPBI JJIs
MPEJOTBPANICHAS  HECAHKIIMOHHMPOBAHHOTO  JIOCTYIIA
TpeTbUX NI K  HWHO)OPMAIMH,  COCTABJIAIONICH
6aHkoBckyto TaliHy Kimenra. JlioGas wun(popmarus
TaKOTO poJia MOXET OBITh IPEIOCTABICHA TPETHHM
JUIIaM HE WHa4Ye KaK B IOPSAIKE, YCTAaHOBJICHHOM
3akoHoAarenscTBoM Poccuiickoit @enepanuu.

3.2. Hacrosimum KitneHT mpHU3HAET, 9TO MCIOIb30BaHUE
B COOTBETCTBUU C HACTOSAIIMMH YcCiIOBUSIMH Pa3oBbIx
CEKPETHBIX napoueii, a TaKXKe MOPSAOK
Aytentudukanmuun u gocrtyna Kimmenta k Cucreme
JOCTATOYHBI U OOeCTeueHNsI 3aIlUThl IepeaaBaeMoin
110 Kanamam JIoCTyTa nHPOPMALUT oT
HECAaHKLHMOHUPOBAHHOI'O JOCTYMa K HEH TPEeTbHUX JIHIL.
IIpu strom KnuneHt moaTrBepx aaeT, 4YTo eMy U3BECTHO O
TOM, 4TO B mporecce JMCTaHIIMOHHOTO OaHKOBCKOIO

stipulated in Section 2.4 of these Conditions.

2.5. STORAGE OF ORDERS ON
TRANSACTIONS, TELEPHONE
CONVERSATION RECORDS

2.5.1. The Bank shall ensure that Orders received from
the Client are stored within the term stipulated by
legislation of the Russian Federation for storing
similar documents drawn up on paper. The method
and format of storing are determined by the Bank
independently.

2.5.2. All the operations carried out by the Parties in
the System are fixed in the protocols of the System
operations, which are kept in the database of the Bank
System. In case of disagreement between the Bank
and the Client related to the transferred Electronic
Documents, the Parties acknowledge the mentioned
notes, as well as the notes fixed in the System
operations protocol stored in the Bank, as evidences.
The System tracks the actions carried out by the
Parties therein. The corresponding reports on
conducted operations (actions) in the System,
generated by the Bank, made in hard copies according
to the Bank’s form, signed by the authorized signatory
of the Bank, and sealed by the Bank , are considered
to be sufficient evidences of facts of operations and
actions made by the Parties (including automatically
by the System), foreseen by the present Terms and
Conditions, and can be applied for settlement of and
disputes, as well as submitted to the court.

2.5.3. The Client is notified that all telephone
conversations are recorded and stored in the Bank
within the time period established by the laws of the
Russian Federation. Records of these telephone
conversations can be used when resolving any
disputes, as well as submitted to the court.

3. CONFIDENTIALITY

3.1. The Bank is obliged to take all available measures
for preventing the unauthorized access of third parties
to the information considered bank confidentiality of
the Client. Any type of such information can be
provided to the third parties only according to the
procedure stipulated by the legislation of the Russian
Federation.

3.2. Hereby the Client acknowledges that the
application of Session keys according to the present
Terms and Conditions, as well as the Authentication
procedure and the procedure regulating the Client’s
access to the System by using Identifiers are sufficient
for protection of the information transferred via the
Access Channels from unauthorized access of third
parties. Thereat, the Client confirms that he/she is
informed about the possibility of a risk of
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00CITy)KUBaHUS BO3MOKEH pHCK
HECAHKIIMOHUPOBAHHOTO JIOCTYIA TPETHUX JIAI K TaKOH
UHPOPMAIIUU U HACTOSIIUM BBIPAYKACT CBOC COTJIACHE C
TeM, 4YTo baHKk He HeceT OTBETCTBEHHOCTH 3a
pasrnamenue nadopmaru o KiimeHte B ciiydae Takoro
HECaHKIHOHUPOBAHHOTO JIOCTYTIA.

3.3. [lepenaua Knentom Jlornna, Bpemennoro napours,
ITapons, Kogosoro cnoa, Pa3oBbIx cekpeTHBIX naponeit
TPETBUM JIMLAM HE JOMYCKaeTCs, TaK KaK BIEYET PHCK
HECAHKLIIMOHMPOBAaHHOTO  JOCTYNAa TPEThUX IHI K
nepenaBaeMoii o Kamamam moctyma mHpOopmanuu. B
cayyae mnepenaun Knmentom Jloruna, BpemeHHoro
napods, Ilapons, Kogosoro cioBa, Pa3oBbIx ceKpeTHBIX
napojeil  TperbuM  JunaM — baHk  He  HeceT
OTBCTCTBCHHOCTHU 3a HecaHKHI/IOHI/IpOBaHHHﬁ J0CTYyIl K
nepenaBaeMord MHGOpMaMu M ymepO, MPUYMHEHHBIN
KJ’II/IeHTy BCJICACTBUEC TaKOT'0 HECAHKIHMOHUPOBAHHOTO
JoCTyTa.

3.4. Hacrosumm KiueHt npusHaer, 4ro B mpoliecce
nepenadyd  MHGOPMAIMU IIyTeM HAmpaBJICHHS CMC-
co00IIeHHsT Ha 3aperuCTPUPOBAHHBIA HOMEP BO3MOXKEH
PHCK HECAHKIIMOHUPOBAHHOTO JOCTYIMA TPETHUX JHIl K
Takol WHGOPMALUK U HACTOSIIUM BBIPAKAET CBOE
cornacue ¢ TeM, 4To baHK He HeceT OTBETCTBEHHOCTH 3a
pasrinamieHue uHpopmarnmu o Kimenre, Omnepanusx B
cllyyae Takoro HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA.

4. BO3HAIPAXOEHWE BAHKA

4.1. Pasmep M TNOpSNOK ynepKaHUS KOMHCCHOHHOTO
BO3HArpak/JeHMs 3a MNpejpocTaBieHne bankom ycmyr B
COOTBETCTBUM C  YCIOBHAMH  yCTaHaBJINBAIOTCS
corimacHo Tapudam banka.

4.2. Knuent HacrosmuM mpenocTasiseT banky mpaso
CIHCHIBaTh 0€3 JONOJHHUTENBHOTO  PacIOPsKEHUS
KnmeHta cymMMBI KOMHCCHOHHOTO —BO3HATpaKICHHUS
Banka 3a yciayru B cooTBeTcTBUH ¢ Tapudamu banka, a
TaKXe APYrHe pacxo/bl, TOHECEHHbIe baHKOM B CBSI3M ¢

HCIIOTHEHUEM Pacniopsxenuit W/WIm WHBIX
OIEeKTPOHHBIX JIOKyMEHTOB, B TOM qucie
KOMHCCUOHHBIE BO3HArpaKACHUs 6aHKOB-

KOHTpareHToB, ¢ oosix CueroB Kinenra B baHke, kak
OTKPBITBIX HAa MOMEHT mpucoeauHenus Kimenta k
HACTOSIIIUM YCJIOBUAM, Tak U co CYeToB, KOTOpbIE
MOryT OBbITh OTKpHITEI Kimenty bankom B Oymymiem,
COIIACHO COOTBETCTBYIOIINM JIOTOBOpaM,
3aKJTFOUYCHHBIM MeX 1y CTOpoHaMH.

Hecmotpss Ha ykaszanHble mosoxkeHus KiaueHT BrpaBe
OCYIIECTBJIATD oTIaTy KOMHCCHUOHHOTO
BO3HarpakaeHuss baHka 3a ycIyrd B COOTBETCTBUH C
Tapudamu banka, a Takke JApPYrHEe PacXoJbl,
noHeceHHole baHKOM B CBSI3U C  HCHOJHEHUEM
PacniopsoxeHuid v/Miny MHBIX DIIEKTPOHHBIX TOKYMEHTOB
Knuenra JIIOOBIMH WHBIMH crocobamu,
MIPEeNyCMOTPEHHBIMU 3aKOHOATeNbcTBOM Poccuiickoit
Ddenepanyu.

4.3. KIveHT HACTOSIIKUM JJAeT COTJIACHE HA MCIIOTHCHHE
(B ToM uucne wactuuHoe) BaHKOM, B MONHOW CcymMme,
JIOKyMEHTOB, YyCTaHOBJIeHHbIX bankom Poccum, st
OCYIICCTBJICHUSI  TpaB, IMPEAYCMOTPEHHBIX  II. 4.2
HACTOSIIIMX YCJIOBUH, B TEUEHUE CpoOKa AeHCTBUS
JoroBopa 6e3 orpaHHYeHHsI M0 KOJIHYECTBY PaCUETHBIX

unauthorized access of third parties to such
information in the process of remote banking services
and hereby agrees with the fact that the Bank does not
bear responsibility for disclosure of information on the
Client in case of such unauthorized access.

3.3. Transferring of information on the Login,
Temporary Password, Password, Memorable Word,
Session Keys by the Client to third parties is
prohibited, as it generates risk of unauthorized access
of third entities to the information transferred via the
Channel of Access. In case of transferring of
information on Login, Temporary Password,
Password, Memorable Word, Session Keys by the
Client to third parties, the bank does not bear
responsibility for unauthorized access to transferred
information and the loss caused to the Client in the
result of such unauthorized access.

3.4. The Client hereby acknowledges that when
sending information by SMS to the Registered
Number the risk of third-party unauthorized access to
such information arises and hereby agrees that the
Bank shall not be held liable for the disclosure of
information about the Client and Transactions in the
case of such unauthorized access.

4. BANK FEE

4.1. The size and procedure on collecting the fee for
the services rendered by the Bank according to the
Terms and Conditions, is identified according to the
Rates of the Bank.

4.2. The Client hereby provides the Bank with a right
to write-off without additional instructions of the
Client the sum of Bank fee for rendered services
according to the Rates of the Bank, as well as other
expenses covered by the Bank for the purposes of
execution of the Orders and/or other Electronic
Documents including the fees of banks-contractors,
from any Accounts of the Client opened in the Bank,
both opened at the moment of affiliation of the Client
to the present Terms and Conditions and from the
accounts that the Client may open in future, according
to corresponding agreements signed between the
Parties.

Notwithstanding the mentioned provisions, the Client
reserves the right to pay the Bank fee for the rendered
services according to the Rates of the Bank, as well as
other expenses covered by the Bank in relation to
execution of the Orders and/or other Electronic
Documents of the Client by any other means,
stipulated by the legislation of the Russian Federation.

4.3. The Client hereby agrees (including partially) on
implementation by the Bank, in full sum, of the
documents, established by the Bank of Russia, for
execution of rights, stipulated in point 4.2 hereof,
within the period of validity of the Remote Banking
Services Agreement without limitations in terms of the
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JOKYMEHTOB, TII0 CyMMe H  TpeOOBaHUAM
0053aTeNECTB, BEITEKAONINX U3 JloroBopa.

nu3

4.4. BaHK WMeEET MPaBO B OJHOCTOPOHHEM IOPSIKE
m3MeHATh Tapudbl banka ¢ usBemenuem Kimenra nHe
no3aHee, yeMm 3a 10 (decsTh) KaleHAApHBIX AHEH IO
BeTyieHusT TapudoB B CHIy, IyTEM OIyOJHMKOBAHHUS
UHPOPMALIUU B TOPSAIKE, MPESTYCMOTPCHHOM B ITYHKTE
1.5 macrosmmx YciIoBuid.

5. YPErY/JINMPOBAHUE
PA3HOrJIACUMA

5.1. Cnopsl, BO3HHKAIONINE B CBS3H C HCIOJIHCHUEM
HoroBopa, CTOpoHBI 00s3YIOTCS pa3pemiatb IIyTeM
MIEPErOBOPOB C YYETOM IPUHIIUIIOB JOOPOCOBECTHOCTH
W B3aWMHOTO YyBaXCHHA. B ciyuac HEBO3MOXKHOCTH
YperyIHpOBaHUS BO3HUKIIAX PAa3HOTIACHH IIyTEM
neperoBopoB, CTOPOHBI OyAyT paccMaTpUBaTh CIOPHI B
cyle B COOTBETCTBMM C  3aKOHOAATEIHECTBOM
Poccuiickoit denepanuu.

5.2. B cayuae Hecornacus KimeHnta ¢ aeficTBUAMU
banka, CcBS3aHHBIMM C  HCHOJHCHHEM  baHkoM
Pacnopsbxenuit n/vm HHBIX DJIEKTPOHHBIX
nokyMeHToB, KnmeHT HampaBiser B BaHk ¢ momomrsio
Cuctemsl o Kananam mocrtyma/Ha 6yMa)kHOM HOCHTEIE
3asBIICHHE C M3JIOKCHUEM CYTH ITPETECH3UH.

5.3. bank B Teuenue 14 (4eTsipHamaTH) paboynx IHEH
OoT  JaThl HOJTy4eHHS TIPETEH3UH Knnenra
paccMatpuBaeT 3asBieHHe KimeHra U, B 3aBUCUMOCTH
OT TPHUHATOTO pemeHHsd, JUO0  yIOBIETBOPSET
mperensuto  Kimenra, mubo mnepemaer Kimenty
3aKJIIOYEHHE O HEOOOCHOBAHHOCTH €ro MpPeTeH3HH.
3aio4yeHne O HEOOOCHOBAHHOCTH  TPETEH3HHU
Hanpasisgercs Kmmenty mo Cucreme, a TakkKe MOXKET
ObITh BBIJAHO B MHCPMEHHOM BHAE C IOJIHCHIO
YIIOJIHOMOYEHHOTO paboTHHKa banka
Kmuenrty/mpencrapurenro KireHTa npu TMIHON sIBKE B
bank.

6. OTBETCTBEHHOCTb CTOPOH

6.1. [IPABA, OBS5I3AHHOCTH mu

OTBETCTBEHHOCTb BAHKA

6.1.1. bank o0s3yeTcs mnpenocTaBiATh KimeHTy
BO3MOKHOCTb MOIYYEHHUS aKTyaJlbHOH U JIOCTOBEPHOM
nHdopmannu 0 nepeJaHHbIX Knunenrom
Pacnopsoxenusix, onepanusx no ero Cueram, COCTOSIHUU
ero CueroB W wuHyl0 wuHQOpMaUWIO B TOPSJIKE,
MIPEAYCMOTPEHHOM Y CIIOBUSIMU.

6.1.2. bank BmpaBe oTkazaTh KIIMEHTY B MCIOIHEHUH
3apeTUCTPUPOBaHHOTO  PacmopspkeHus, ecnu  1pu
MOCTENyIoNmeil TMpoBepKe OyIeT yCTAaHOBICHO, YTO
WCTIONIHEHUE  TpeaycMOoTpeHHoW  wM  Omepanun
MPOTUBOPEUHUT 3aKOHO/IATEIIbCTBY Poccuiickoi
®enepan, HOpMaTUBHBIM akTam banka Poccun,
VYenoBusam wiu 1oroBopy mexay bankom m Kimentowm,
ONpeeNsIoIEeMy MOPAIOK MPOBEACHUS ONepanui 1o

quantity of settlement documents, sum and
requirements from obligations, arisen from the
Agreement.

4.4. The Bank reserves the right to change the Rates of
the Bank unilaterally by notifying the Client on it not
later than 10 (ten) calendar days prior to entry of the
Rates into force by means of publishing the
information according to the procedure stipulated in
point 1.5 of these Terms and Conditions.

5. SETTLEMENT OF DISPUTES

5.1. The Parties are obliged to settle the disputes
arisen in relation to the implementation of the
Agreement by means of negotiations considering the
principles of fidelity and mutual respect. Provided that
it is not possible to settle the arisen disputes by
negotiations, the Parties will address the disputes in
the court according to the legislation of the Russian
Federation.

5.2. In case the Client disagrees with the actions of the
Bank with regards to the implementation of the
Orders, and/or other Electronic Documents by the
Bank, the Client transfers to the Bank an application,
mentioning the subject of complaint, by means of the
System via the Access Channel / in hard copy.

5.3. Within 14 (fourteen) working days as of the date
of receiving the claim of the Client the Bank processes
the application of the client and, depending on the
decision, either satisfies the Client’s claim, or transfers
the Client a conclusion on groundlessness of the
claim. The conclusion on groundlessness of the claim
is transferred to the Client via the System, as well as
can be issued to the Client / Representative of the
Client upon in-person visit to the bank, in written for
with the signature of an authorized employee of the
Bank.

6. LIABILITIES OF THE PARTIES

6.1. RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE BANK

6.1.1. The Bank shall provide the Client with an
opportunity to obtain relevant and reliable information
on the Orders transferred by the Client, Transactions
on their Accounts, the state of their Accounts, and
other information in accordance with the procedure set
out by the Terms and Conditions.

6.1.2. The Bank is entitled to refuse from the
execution of the registered Order of the Client in case
the subsequent checking will identify that execution of
such Transaction does not meet the requirements of
the legislation of the Russian Federation, regulatory
acts of the Bank of Russia, the present Terms and
Conditions or the Agreement between the Bank and
the Client, identifying the transactions conduction
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cooTBeTcTBYIOIEMY CHUeTy.

6.1.3. Bamk BmpaBe B 000 MOMEHT IO CBOEMY
YCMOTpPEHHIO, B TOM 4HCIIe, HO HE OTPaHUYMBAsCh, B

ciydae HapyIIeHHs Knuenrom Jorosopa
JUCTaHIIMOHHOTO 0aHKOBCKOTO o0cCITyKMBaHUs,
Kommpomeranum, BBISIBJICHUS Oneparyu,
COOTBETCTBYIOLIEH IpU3HAKaM OCYILECTBICHUS

nepeBojia JIEHE)XHBIX cpelacTB Oe3 cormacusi Kimenra,
oTrkazaTb ~ KilMeHTy B HCHONHEHMH  JI000TO
3apErUCTPUPOBAHHOTO ONeKTpPOHHOTO
JOKyMEHTa/IIPHOCTAaHOBUTD €0 HMCIOJHEHHE, TIPH 3TOM
Knuent Bnpase nepemate B baHk cOOTBETCTBYIOLIMIA
JOKyMEHT Ha OyMa)KHOM HOCHTENE, COCTaBJICHHBIN II0
dopwme, TIPEAYCMOTPEHHOM COOTBETCTBYIOIINM
JIOTOBOPOM, 3aKJIFOUEHHBIM Mexay CTOpOHaMH, W/HITH C
ydeToM TpeOOBaHMI 3aKOHOJATeNbCTBa Poccuiickoit
denepanuu.

6.1.4. bauk BmnpaBe mnorpeboBath oT KimeHnra
MPEACTaBUTh, B TOM 4YHCIE, C MOMOIIbI0 CHUCTEMBI,
MONTBEPKNAIOMINE JOKYMCHTHI, HEOOXOIWMBIC IS
ocymecTBieHUsT baHKOM (QYHKIMH areHTa BaJlOTHOTO
KOHTpPOJN, B cly4dae oOcymecTBieHus KimeHToM
BantotHoil onepanuu.

bank BmnpaBe orTkazaTh KineHTY B HCIOIHEHHH
3aperUCTpUpOBaHHOrO  PacnopsbkeHus, B Cilydae
HECOOTBETCTBUS IPOBOAMMOM BamroTHol onepanuu
JNEUCTBYIOLEMY BaJIOTHOMY 3aKOHOJIATEIbCTBY
Poccuiickoit  @eneparuu  W/HIH  HENPEICTABICHUS
KnueHToM moATBEep KIAI0MIKX TOKYMEHTOB.

6.1.5. bank BmpaBe He BO3BpallaTh KOMHCCHOHHOE
BO3HarpakieHue, nomyueHHoe oT Kimenra 3a
ucrioiHeHne PacriopspkeHus, 3aperuCTPUPOBAHHOTO B
Cucreme, ecnu nanHoe PacnopspkeHue HE MOXET OBITH
BBINTOJTHEHO 110 HE3aBHUCAIINM OT baHka nmpuuuHam.

6.1.6. bamk He HeceT OTBETCTBEHHOCTH 3a
HEHCIIOJTHEHHE Pacniopsxenust u/unu HWHOTO
DNeKTpoHHOTO JoKymeHTa KnmeHTa B ciydae oTKasza
banka or wucnonHeHus PacnopspkeHHs W/WIM WHOTO
OnexTpoHHOTO JOKyMeHTa KimeHTa, a Takke B ciydasx
HEHCTIOJTHEHHS Pacnopspxenns 137078178 HWHOTO
OnexTpoHHOTO MoKyMeHTa KimeHra, ecim HCHOTHEHUE
MpHUBeEJO OB K HAPYIICHUIO TPeOOBaHU JIEHCTBYIOIIETrO
3aKOHO/IaTeJILCTBA Poccuiickoi ®denepanuy,
HOpMaTuUBHBIX akToB banka Poccun, HacTosmux
VYcioBuid, DOroBopoB 0OaHKOBCKOTO cuera (BKIaaa), a
TaKXKe YCIIOBHI WHBIX 3aKJIIOUCHHBIX Mexay KimeHtoMm
u baHkOM cornamieHui (JOroBOPORB), B TOM YHCIIE, SCIIU
Pacniopspkenne w/uiam HHOM DIEKTPOHHBIH JOKyMEHT He
6puto moaTBepkIeHO KnmeHToM Pa3oBbIM cexpeTHBIM
maposieM, 1100 TpoBepka Pa3zoBoro cekpeTHoro mapoius
Jlajla  OTPHIATENbHBIA pe3yNbTaT, JHOO JIEHEXHBIX
cpencte Ha Cuerax KimmeHta He 1OCTaTodHO ISt
HCTIOJTHEHUS Pacniopspxenust (w/mim HWHOTO
DNEKTPOHHOTO JIOKyMEHTA) n/unu YIUTaThI
KOMHCCHOHHOTO  BO3HarpaxjacHws baHky  w/wim
BO3MEIIEHUS] MHBIX pacxonoB baHka B CB3uM cC
IIPOBEICHUEM Omnepanuuy, OCYILECTBIICHUS
COOTBETCTBYIOIIMX NEHCTBUIL, a TAKXKe B MHBIX CIydasx,
IPEJYCMOTPEHHBIX Y CIOBHSMH, COOTBETCTBYIOIIUM
JOTOBOpOM  OaHKOBCKOro  cuera  (BKJIama) U
3aKoHO/AaTeNbcTBOM Poccuiickoit denepanum.

procedure on the corresponding Account.

6.1.3. The Bank is entitled to refuse from/suspend the
execution of any registered Electronic Document of
the Client at any time, at its own discretion, including,
but not limited to, in case of violation of the Remote
Banking Services Agreement, a Compromise, a
Transaction with the signs of money transfer
performed without the Client’s consent, thereat the
Client reserves the right to submit to the bank the
corresponding document in hard copy, made in the
form of the Bank and according to the agreement
signed between the Parties and/or considering the
legal requirements of the Russian Federation.

6.1.4. The Bank is entitled to request from the Client
submittal of justifying documents, including by means
of the System, required for carrying out the function of
currency control agent by the Bank in case the Client
conducts Currency transactions.

The Bank is entitled to refuse from the execution of
the registered Order of the Client in case of the
mentioned Currency Transaction does not meet the
requirements of the effective currency legislation of
the Russian Federation and / or failure of the Client to
present confirming documents.

6.1.5. The Bank is entitled to refuse from refunding
the fee received from the Client for execution of the
Order registered in the System, if the mentioned Order
cannot be executed due to reasons beyond the Bank’s
control and competence.

6.1.6. The Bank does not bear responsibility for
execution of Orders and/or other Electronic
Documents of the Client in case of refusal of the Bank
from execution of the Order and/or other Electronic
Document of the Client, as well as in cases of not
executing the Order and/or other Electronic Document
of the Client if such execution could have brought to
violations of requirements of the effective legislation
of the Russian Federation, regulatory acts of the Bank
of Russia, present Terms and Conditions, bank
account (deposit) agreements, as well as conditions of
other agreements (contracts) signed between the Client
and the Bank, including if the Order and/or other
Electronic Document was not verified by the Client by
means of Session Key, either the Session Key
identification gave negative result, either there are not
enough funds on the Accounts of the Client for
execution of the Order (and/or other Electronic
Document) and/or payment of the bank fee and/or
compensation of other expenses of the Bank related to
the Transaction conduction, taking corresponding
measures, as well as in other cases, foreseen by the
Terms and Conditions, corresponding bank account
(deposit) agreement and legislation of the Russian
Federation.
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6.1.7. DBauk He HeceT OTBETCTBEHHOCTH  3a
HEBBIMTOTHEHHE, HECBOCBPEMEHHOE WM HETIPABIILHOE
BBITIOJTHEHHE PacniopspkeHMi W/Miii UHBIX DIICKTPOHHBIX
nokymeHtoB KimeHTa, ecmu  3T0 OBUIO  BBI3BaHO
npenocTaBicHieM KIMEHTOM HETOCTOBEPHOW W/WIIK
HETOYHOW WHGpOpPMAMKM TIPU  3aKIFOUCHUH  W/WIN
ucnonaenun Jlororopa, BBogoM KiIHMEHTOM HEBEPHBIX
JAHHBIX, a TaKXe 3a HapylieHue padotel CHUCTEMBI B
pe3ynpTate OMMOOK W HETOYHOCTEH, OIMyIIEHHBIX
Kinnentom.

6.1.8. bank He HeceT OTBETCTBEHHOCTH 3a ymiepo,

NIPUYHUHEHHBINH Kiuenty BCJIEAACTBHE
HECAaHKIIMOHUPOBAHHOTO  HCIOJIb30BAHUSI  TPETBHMHU
IUIaMH  3aperucTpHpoBaHHOrO  HoMepa, [lapos,

Kopnosoro cnoBa, a Takxe Jlornna, BpemenHoro naposst
u Pa3oBoro cexperHoro mapois, nepeaaHHsIx KineHry.
BaHk HeceT OTBETCTBEHHOCTb 3a  IOCJIEACTBHUSA
HCCAHKIIMOHUPOBAHHOTO  J0CTyNa TPETbUX JIMI[ K
CucteMe HCKIIOUMTENBHO B CIy4asX, KOTJa Takoit
HECaHKIIHOHUPOBaHHBIH JOCTYTI BEI3BaH
HecoOmofeHneM baHKOM TpeOOBaHWI  HACTOSIINX
VYcnoBui.

6.1.9. bank He HeceT OTBETCTBEHHOCTH 3a IOJIHOE WU
YaCTMYHOE  HEUCIIOJHEHHE  CBOMX  OOS3aTeNbCTB,
BBITCKAIOIIMX W3 YCJIOBHH, €CIU TaKoe HEHCIIOJIHCHUE
BBI3BAHO OOCTOSITENILCTBAMHU HEMPEOJOTMMON CHIIBI, B
TOM YHCJIE€ PEIICHUSMU OPraHoOB 3aKOHOJATEIbHOH,
CyneOHOM W/MIKM UCIOJHUTEIbHONW BiacTu Poccuiickoii
Oenepanuy, a taxke banka Poccun, KoTophle AenaroT
HEBO3MOXXHBIM 11 baHKka  BBIIOJIHEHHE  CBOHX
00s13aTeNbCTB; 3aJiep)KKaMU TUaTexked o BuHe banka
Poccuy; BOGHHBIMM JEHCTBUSAMH, CTHXUHHBIMH WA
WHBIMH OC/ICTBUSAMH, TPOHCXOAANINMH B paloHax,
opHUIUANEHO TPU3HAHHBIMH ~ HAaXOMSIIUMUCS  TI0J
BIIMSTHAEM BBIIICYKa3aHHBIX OOCTOSTEIBCTB.

6.1.10. baHk He HeCET OTBETCTBEHHOCTH 3a ITOCIEICTBHS
HapymeHust KiueHtom TpeOOBaHWI W IMMOJIOKEHHMA
HACTOSIIUX Y CJIOBHI.

6.1.11. Bank He HECET OTBETCTBEHHOCTH 3a ITOCIIEICTBUS
HapymeHus padorocriocobHocTr Kananos gocryma.

6.1.12. baHk He HeceT OTBETCTBEHHOCTH 3a HapyLIEHHUE
pabotsl CHCTEMBI, a TAKXKE CPEJICTB CBSI3H, C IOMOLIBIO
KoTopblx KimeHTy HampaBiseTcss cMc-cooOlieHHe Ha
3aperucTpupoBaHHBIH HOMEp, B pe3ynbTare JeicTBUI
TPETHUX JIMII.

baHK He HeceT OTBETCTBEHHOCTH 3a KaKne-JIH00 aBapHHy,
cbon B OOCIyXMBAaHWH, CBSI3aHHBIE C O00OPYIOBaHUEM,
CHCTEMaMH Tepeladyd 3JICKTPOSHEPTHH W/WIH JIMHHUHA
CBSI3W, CETH HWHTEPHET, KOTOpbhIe OOece4YrnBaroTCs,
MO/TAIOTCS, JKCIUTYaTHUPYIOTCS W/HIU  OOCITYKUBAIOTCS
TPETHHMH JIMIIAMH B CBsI3M C HampaBieHueM Kimenry
CcMC-co00IIeHni Ha 3aperucTpupOBaHHBIN HOMED.

6.1.13. bank He HeceT OTBETCTBEHHOCTH 3a YOBITKH
KiueHnra, BO3HMKIINME BCIEACTBHE HECBOEBPEMEHHOTO
coobmmenns banky o Komnpomeraunu.

6.1.14. bank He HeceT OTBETCTBEHHOCTH 3a YOBITKH
Kiuenra, Bo3HMKIIME B pe3ynbTare yTparsl (mopuwu,
nepenayu, yrepu, pazrinamenun) Kiumentom Jloruna,
Bpemennoro mapons, Ilapomns, KomoBoro ciosa,

6.1.7. The Bank does not bear responsibility for non-
execution, untimely or improper execution of Orders
and/or other Electronic Documents of the Client, if it
was arisen from the fact of providing inaccurate and/or
invalid information by the Client upon conclusion
and/or fulfillment of the Agreement, entering of
incorrect data by the Client, as well as for System
operations faults due to mistakes and inaccuracies
made by the Client;

6.1.8. The Bank does not bear responsibility for the
loss caused to the Client as a result of unauthorized
usage by the third parties of the Registered Number,
Password, Memorable Word, as well as Login,
Temporary Password, and Session Key transferred to
the Client. The Bank bears responsibility for the
consequences of unauthorized access of third parties
to the System, exceptionally in those cases when such
unauthorized access is obtained due to failure of the
Bank to comply with the requirements of the present
Terms and Conditions;

6.1.9. The Bank does not bear responsibility for full or
partial non-execution of its obligations, arisen from
the present Terms and Conditions, if such non-
execution is conditioned by circumstances of the acts
of God, as well as by decisions of legislative, judiciary
and/or executive authorities of the Russian Federation,
as well as the Bank of Russia, which make it
impossible for the Bank to perform those obligations;
payments delays due to the fault of the Bank of
Russia; military actions; natural disasters and other
disasters taking place in the regions, officially
announced as impacted by the above mentioned
circumstances;

6.1.10. The Bank does not bear responsibilities for the
circumstances of violation of requirements and
provisions of the present Terms and Conditions by the
Client;

6.1.11. The Bank does not bear responsibilities for the
circumstances of performance faults of the Channels
of Access;

6.1.12. The Bank does not bear responsibilities for any
disruption in the operation of the System and the
communication means employed by the Client to send
SMS to the Registered Number through the fault of
any third parties;

The Bank shall not be held liable for any accidents,
service failures related to the equipment, power
transmission systems and/or communication lines, the
Internet, which are secured, served, operated and/or
serviced by third parties in connection with sending
SMS to the Client’s Registered Number.

6.1.13. The Bank does not bear responsibilities for the
losses of the Client caused due to late notification to
the Bank on Compromise;

6.1.14. The Bank does not bear responsibilities for the
losses of the Client caused due to loss (damage,
transfer, loss, disclosure) by the Client of the Login,
Temporary Password, Password, Memorable Word,
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Pa30BOro cekpeTHOro mapoJis.

6.1.15. bauk He rapaHTHPYET COBMECTUMOCTh CHCTEMBI
C  OIEepalMOHHOH  CHCTEMOW M CTOPOHHUM
NPOTrPaMMHBIM ~ 00ECIIEYEHHEM, YCTaHOBJIECHHBIM Ha
kommbloTepe Knnenra.

6.1.16. Pemenne 00 OTMEHE HCIIOJHEHUS
Pacriopsbxennss o nposepeHnn Omnepanuu 1ubo 00
OTKJIOHEHHHM 3ampoca Ha OT3bIB  DJIEKTPOHHOTO

JOKyMeHTa baHK mnpuHHMMaeT ¢ ydeToM TpeOoBaHUS
3aKOHOIAaTEJILCTBA Poccuiickoit ®denepauun 0
0€30T3BIBHOCTH NIEPEBOJIA JCHEXKHBIX CPeACTB. B ciryuae
otMeHbl PacnopsbkeHust baHk BopaBe He BO3BpallaTh
KOMHCCHOHHOE  BO3HArpaXIeHHWe, IOJIyICHHOE OT
Knmenra, ecim otrmeHeHHoe PacnopsbkeHue ObLTO
3aperucTpupoBaso B Cucreme.

6.1.17. Bauk He HECET OTBETCTBEHHOCTH 3a ITOCIIEACTBHS
HECAHKIIMOHUPOBAHHOTO  HCIOJIb30BAaHUS ~ TPETHUMU
muriamu Konma moctyma, MCmoibp3yeMoro B MOOHIIBHOM
MPUIOKCHUHU, B TOM YHCIIC 3a MPUYUHECHHBbIC KineHTy
BCJIEICTBHE ITOTO YOBITKH.

6.1.18. bank He HeceT OTBETCTBEHHOCTH 3a
HETIOTy9ICHUE Kanenrom CMC-COOOIIEHU I Ha
3aperucTpupoBaHHbIi HOMep mo BuHe Kiumenra wuiam
MOOWIIEHOTO OIlepaTopa, a Takke 3a yOriTkm KimeHTa,
BO3HHUKIIIME BCIEACTBHE HemodydeHus: KimeHToM cMc-
cooOmiennii 1o BuHe KimeHta wiam MOOHMIBHOTO
omneparopa.

6.1.19. bBank He HecerT OTBETCTBEHHOCTH 34
HECAHKI[MOHUPOBAHHBIM JOCTYyNl K MeperaBaeMoil Ha
3aperucTpUpOBaHHbI HOMEp HH(pOpMAIKMUH U yuiepo,
MPUYHHEHHbIH Krnuenty BCIIECTBHE TaKoro
HECAHKI[MOHUPOBAHHOTO JIOCTyNa, B TOM 4YHCIE, B
ciyyae yTpaThl Knuenrom KOHTPOJIS HaJ
3aperucTpupoBaHHBIM HOMEPOM, hice] MOMEHTa
monydenus or Kimenta yBemomuieHHss 00 yrTpare
3aperucTpupoOBaHHOTO HOMEpA.

6.1.20. bank BnpaBe mnortpedoBath oT KimeHnrta
MpeACTaBUTh, B TOM YHCie, C ToMompio CHCTEMBI,
MOJITBEPKIAIONIAE JOKYMCHTBI, HEOOXOIUMBIC IS
BEIONTHEHNsT bankom  TpebGoBanuii  DemepambHOTrO
3akoHa oT 07.08.2001 Nel15-®3 «O npoTuBOAEHCTBUU
Jeranu3anud  (OTMBIBAHUIO) JTOXOJOB, ITOJTy4SHHBIX
MIPECTYITHBIM YTeM, U (PHHAHCHPOBAHUIO TEPPOPU3MAY.

bank BnpaBe otkasaTte KimeHTy B HCHOJHEHUHU
3aperucTpupoBaHHoro PacrnopspkeHust B cliydasix,
MPEyCMOTPEHHBIX JEHCTBYIOIIUM 3aKOHOJIaTEILCTBOM
Poccuiickon Deneparuun 0 MPOTUBOICUCTBUU
neranu3anyd  (OTMBIBAaHHWIO) JIOXOJOB, TOJMYyYEHHBIX
MIPECTYITHBIM ITyTeM, U GUHAHCHPOBAHHIO TEPPOPHU3MA.

6.2.[IPABA, OB5I3AHHOCTH u
OTBETCTBEHHOCTb KJ/IMEHTA

6.2.1. KnneHt o0s13yeTcst co0moaarh peKOMEeHAAIMH 110
nHopManmoHHOH Oe30macHOCTH TIpH  padoTe ¢
Cuctemoil, yka3anssle B [Ipunoxenun Ne2 x YcnoBusm,
a TaKKe IEepUOJUYECKH pacchliaeMmble baHkoMm 1o
Cucreme u  nyOiuKyeMble Ha  KOPIOPAaTHBHOM

Session Key.

6.1.15. The Bank does not guarantee compatibility of
the System with the operating system and third-party
software installed on the Client’s computer.

6.1.16. The decision to cancel a Transaction Order or
to reject a request on Electronic Document
withdrawal shall be taken by the Bank based on the
requirements of the legislation of the Russian
Federation on irrevocability of money transfers. In
case of cancellation of an Order, the Bank is entitled
to refuse from refunding the fee received from the
Client if the canceled Order was registered in the
System.

6.1.17. The Bank shall not be held liable for the
consequences of unauthorised use by third parties of
the Access Code used in the mobile application,
including losses incurred by the Client as a result
thereof.

6.1.18. The Bank shall not be liable for the Client's
failure to receive SMS sent to the Registered Number,
where such failure is due to the Client's own fault or
the fault of the mobile network provider. The Bank
shall also not be liable for any losses the Client suffers
as a result of such failure to receive SMS, where such
failure is due to the Client's own fault or the fault of
the mobile network provider.

6.1.19. Where the Client loses control over the
Registered Number, the Bank shall not be liable for
any unauthorized access to information sent or
transferred to such Registered Number and for
resulting losses the Client may suffer till the notice of
the Registered Number loss has been received from
the Client.

6.1.20. The Bank shall have the right to demand that
the Client submit the supporting documents (including
the submission of such documents via the System)
necessary for the Bank to meet the requirements of
Federal Law No. 115-FZ dated 07.08.2001 "On the
Counteraction of the Legitimization of Proceeds of
Crime and the Financing of Terrorism".

The Bank shall have the right to deny the Client the
execution of the registered Order in cases provided for
under the effective laws of the Russian Federation on
the counteraction of the legitimization of proceeds of
crime and the financing of terrorism.

6.2.RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE CLIENT

6.2.1. When working in the System the Client is
obliged to follow the information safety
recommendations mentioned in Appendix No. 2 to the
present Terms and Conditions, as well periodically
sent by the Bank via the System and published in the
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WNurepuer-caiite  banka.  Kiment
BO3MOKHBIX yOBITKOB B pe3ynbTaTe
HECAaHKIMOHUPOBAHHOTO JIOCTyNa TPETbUX JHUI[ K
Cucrteme, B TOM 4YHCI€ B pe3yjbTaTe HCIOIHEHUS
bankoM DJEKTPOHHBIX JOKYMEHTOB, IEpPEeNaHHBIX B
bank ot wmmenum Kimenra wm mommucaHueix ACII
Knuenra.

HECEeT  PHUCK

6.2.2. B cnyuae oTkaza bBaHka 0T UCHONHEHUS
3apeructpupoBaHHoro Pacnopsbxenusi, Knuent Bmpase
obparuthest B baHK 3a moirydeHHeM COOTBETCTBYIOIICH
nH(popManuy, B TOM YUCIIE O IPUINHAX HEHCIOTHEHHUS.

6.2.3. KimeHT HeceT OTBETCTBEHHOCTH 3a IIPABHILHOCTh
U aKTyalbHOCTh BCEX CBEACHHWH, COOOIIAEMBIX UM
banky, npu 3aKIIOYCHHM M HWCIIOJHEHHM HACTOSAIIErO
HoroBopa. [Ipu n3MeHeHnH yka3aHHOW B 3asBICHUHU O
NPUCOEMHEHNH K YCJlIoBUAM wuHpopManuu, Kiment
00s13aH HEMEIJIGHHO YBEIOMUTH 00 5ToM baHk B
NIUCbMEHHOM BHJIE IIpU JUYHOH sABKe B bank. B ciyuae,
ecmu  KimeHT Hapymiaer TOpPSJIOK HCHOJIb30BaHUS
Cuctembl B 9aCTH HMCIOJIHEHHS CBOEH OOS3aHHOCTH TIO
npenocTaBieHnI0 baHKy mocToBepHOil mH(pOpMannu
(oOHOBIIEHHOH MH(OPMAIK B CIy4ae €€ M3MCHEHUS),
BbaHk BpaBe IpHOCTaHOBUTH HcIONb30BaHne Kirentom
Cucrempl. Jlo MomeHTa  mnoiydyeHuss  bankom
yBenowsieHnss Kimenta 00 W3MEHEHHMM KOHTaKTHOU
nHdopmanny, baHk He HeceT OTBETCTBEHHOCTH 3a
HETONIy4YeHHEe WM  HECBOEBPEMEHHOE  IOJIy4YeHHE
HanpaBieHHoH Kimenrty koppecnonpeniuu, a Kiomenr
HECeT BCE PHUCKH BO3MOXKHBIX YOBITKOB, BBI3BaHHBIX
HETIOIy4eHHEM WM HECBOEBPEMEHHBIM IOJydeHHEM
HanpaBieHHOH KineHTy KoppecnoHACHITUH.

6.2.4. KimmeHnt o0s3yercs o00ecmeunuTh XpaHEHUE
nHdopmannu 0 MOJTY4YEeHHOM Bpemennom
napojie/n3meneHHoM Ilapomne crocobom, aenarommm
Bpemennsiii  mapons/[lapons HEZOCTYNHBIM TpETbUM
JuIaM, B TOM 4YHCIe, HE coo0marh BpemeHHBIN
napoib/Ilapons  pabotHukam  banka, a  Taxke
He3aMeIIUTENIFHO yBeAoMILITh bank o Kommpomeraunu
Bpemennoro mapodsi/ITaposst.

6.2.5. Kmuenr o0s3yercs He mnpoBoauth 1o Cyeram

orieparuy, CBSI3aHHBIC c OCYIIECTBICHHEM
MIPEANIPUHIMATEIbCKON AeSTETHHOCTH.
6.26. B  cmywae  yrparel  KOHTpPOJNS  Haj

3aperucTpupoBaHHBIM HOMepoM KimmeHT 00s3yercs
He3aMeIUTENILHO cOOOmHNTh 00 3ToM B baHk.

6.2.7. KimueHnt o0si3yeTcs o0ecneduTh MOJIepiKaHue
nmprueMa CMc-COOOIIeHnl Ha 3aperucTpUpPOBaHHOM

HOMeEpe.

6.2.8. Kimentr o00s3yercs mpedoCTaBUTh baHKy B

Ka4ecTBe 3aperucTpupOBaHHOTO HOMepa
JCUCTBUTENBHBIH HOMEp MOOMIbHOTO TenedoHa U
o0ecrieuynTh  MOCTOSIHHYIO — JIOCTYIIHOCTb ~ HOMeEpa

MOOWJIBHOTO TeleoHa Uil TpUeMa COOOICHUHA B
¢dopmare SMS-coobmicHHI.

6.2.9. Knuent HeceT OTBETCTBEHHOCTh 3a
JIOCTOBEPHOCTh HOMEpa MOOMIBHOTO Tele(oHa, 00s3aH
HE JONyCKaTh CO3JaHWe AyONHMKaTtoB (KJIOHOB) Sim-

corporate web-site of the Bank. The Client bears the
risk of possible losses in the result of unauthorized
access of third parties to the System, including in the
result of execution of Electronic Documents by the
Bank transferred to the Bank on behalf of the Client
and signed with the EHS of the Client.

6.2.2. In case of refusal of the Bank from execution of
a registered Order the Client may apply to the Bank
for respective information, including that of the
reasons for such execution failure.

6.2.3. The Client bears responsibility for the accuracy
and relevance of all data transferred to the Bank upon
conclusion and implementation of the present
Agreement. In case of changes related to the
information mentioned in the Application on
affiliation to the Terms and Conditions, the Client is
obliged to notify the bank on those changes
immediately in a written form and in-person visit to
the Bank. Provided that the Client violates the
procedure on using the System related to
implementation of own obligations with regards to
providing the Bank with accurate information
(updated information in case of its change), the Bank
reserves the right to suspend the use of System by the
Client. Till the moment of receiving by the Bank a
notification from the Client on changing contact
information, the Bank does not bear responsibility for
non-receipt or delayed receipt of correspondence
directed to the address of the Client, and the Client
bears all the risks of possible losses, related to non-
receipt or delayed receipt of correspondence directed
to the address of the Client.

6.2.4. The Client shall store the information about the
received Temporary Password / changed Password in
a way that makes the Temporary Password / Password
inaccessible to any third party, including not provide
the Temporary Password / Password to the Bank
employees, as well as immediately notify the Bank if
the Temporary Password / Password is compromised.

6.2.5. The Client shall not carry out any transactions
on the Accounts related to entrepreneurial activities.

6.2.6. In case the Client lost control over the
Registered Number, the Client must immediately
notify the Bank thereof.

6.2.7. The Client will secure continuous and
uninterrupted receiving of SMS at the Registered
Number.

6.2.8. The Client undertakes to provide the Bank with
a valid mobile phone number as a Registered Number
and to ensure that the mobile phone number is always
available for receiving SMS.

6.2.9 The Client shall be held liable for the accuracy
of the mobile phone number and shall prevent the
creation of duplicates (clones) of the sim card, as well




24

KapTbl, a TaKKe He JOIYCKaThb  IOJIy4YeHHe,
WCTIONB30BaHUE ¥ 3aMEHY SiM-KapThl W/WIH HOMepa
MOOHIIBHOTO Tenedona, Kogmosoro cioBa
HEYIHOJIHOMOYECHHBIMH JIUIIAMHU.

6.2.10. Kiwment o0s3yercss o0ecneyuTh XpaHEHHUE
uapopmanuu o KogoBoMm cioBe crnocoOoM, AenaronuM
KonoBoe cl10BO HEOCTYIHBIM TPETHUM JIHLIAM

7. U3MEHEHUE YCII0BUUA

7.1. YcaoBus MOTYT OBITh U3MEHEHBI 10 WHUIIMATHBE
BaHka myTeM BHECCHUS M3MCHCHUH W/WIM JOMOJHCHUN
B YCIOBUS, B TOM YHUCJIE IIyTEM YTBEP>KIEHUS HOBOIL
penakuuy  YCIOBUH, B IOpPSJAKE, YCTaHOBICHHOM
HACTOSALIMM pa3ziejioM Y CIIOBUM.

7.2. U3MeHeHus W/WiIXM [ONOJHEHHA B Y CIOBHA,
BHeceHHBIe baHKOM, BCTymaroT B cHuty o ucredenuu 10
(mecsaTH) KaNeHAAPHBIX THEH C NATHl OIMyOJIMKOBAHUS
Bankom wHpOpMamuu 00 JTHX W3MEHCHHAX W/WIN
JIOIIOJIHEHUSIX JMOO0 C [aThl BCTYIUICHHS W3MEHEHUH
W/WIM ONOJIHEHUH B CHITY, €CJIM TaKas JlaTa yKa3aHa B
OmyOJMKOBaHHOW wuHGpOpManuu, HO He panee 10
(mecaTn) KaJeHIApHBIX JHEH C JaThl OMyOJWKOBaHUS
nHpopmanum.

B cnyyae n3menenus 3akoHopaarenbcTBa Poccuiickoit
Oenepanyn, YCIOBHUS, 10 MOMEHTa WX H3MCHEHUS
BaHKOM TPUMEHSIOTCS B YacTH, HE MPOTHBOpEYAIIeH
TpeOOBaHUAM 3aKOHOIaTEILCTBA Poccuiickoit
®denepanuu.

7.3. KimmeHt 00s13aH He peke ogHOTro pasza B 10 (mecsTh)
KaJCHOapHBIX JHEH 3HAKOMHUTHCS C HH(pOpMaImen,
myOnukyemoit baHKOM B COOTBETCTBUM C myHkmom 1.5
VYcnosuid.

7.4. B ciyuae Hecormacusi KimeHTa ¢ M3MEHEHUSIMHU
W/WIM JTOTIOJHEHHUSIMH, BHECEHHBIMH B YCIIOBHSA, WU
YCIOBUSIMU HOBOM penakuuu Ycnosuii, KinueHt Bnpase
pacToprayTs J[oroBop B TMOpSJIKE, YCTAaHOBICHHOM B
Ppaszoene 8 Y CIOBHIA

75. B cnywae, ecnm J0 BCTYIUICHHUS B CHIY
ONyOIMKOBaHHBIX bankom HU3MEHEHU! n/unm
JTIOTIOJIHEHUH, BHECEHHBIX B Y cCllOoBUs, baHK He moTydu
yBenomiuieHus: Kimenta o pactopkenun JloroBopa,
CTOpOHBI NMPU3HAIOT, YTO YKa3aHHBIC M3MEHEHUS W/WIIH
JonosiHeHust B Y ciioBus NpuHATH KitmeHntoMm.

7.6. bBamk He HeceT OTBETCTBEHHOCTH, €CIHU
uHpopManus 00 W3MCHCHUH W/WIH JOIOJHCHUU
VYcioBwuii, onmyONMKOBaHHAS B TOPSAKE U B CPOKH,
YCTAaHOBJICHHBIC Y CJIIOBUSIMHM, HE ObLIA MOJMYYCHA W/WIN
M3y4YcHA W/WIH MPABUIBHO UCTONKOBaHAa KitneHTOM.

as the receipt, use, and replacement of the sim card
and/or mobile phone number, Memorable Word by
unauthorized persons.

6.2.10. The Client undertakes to ensure the storage of
information about the Memorable Word in a way that
makes the Memorable Word inaccessible to any third
parties.

7. CHANGE IN THE TERMS AND
CONDITIONS

7.1. The present Terms and Conditions may be
changed by the initiative of the Bank via making
adjustments and/or amendments in the Terms and
Conditions, including via verification of the new
edition of the Terms and Conditions, according to the
procedure stipulated by the present section of the
Terms and Conditions.

7.2. Adjustments and/or amendments in the present
Terms and Conditions, made by the Bank, enter into
force after 10 (ten) calendar days as of the date of
publication of information by the Bank on such
adjustments and/or amendments, either as of the date
of entering into force of adjustments and/or
amendments, if such date is mentioned in the
published information, but not earlier than 10 (ten)
calendar days as of the day of publication of
information.

In case of changes in the legislation of the Russian
Federation, the Terms and Conditions, till the moment
of their adjustment by the Bank, are applied insofar as
they do not conflict with the requirements of the
legislation of the Russian Federation.

7.3. The Client is obliged to get familiarized with the
information, published by the Bank according to point
1.5 of the present Terms and Conditions at least once
in 10 (ten) calendar days.

7.4. Provided that the Client disagrees with the
adjustments and/or amendments, made in the Terms
and Conditions or with the conditions of the new
edition of the Terms and Conditions the Client
reserves the right to cancel the Agreement according
to the procedure mentioned in Section 8 of the present
Terms and Conditions.

7.5. In case the Bank receives no notification from the
Client on cancellation of the Agreement prior to
entering into force of the adjustments and/or
amendments of the Terms and Conditions published
by the Bank, the Parties acknowledge that the
mentioned adjustments and/or amendments of the
Terms and Conditions are accepted by the Client.

7.6. The Bank bears no responsibility if the
information on adjustments and/or amendments of the
Terms and Conditions published according to the
procedure and within the deadlines, established by the
present Terms and Conditions, was not received
and/or studied and/or properly interpreted by the
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7.7. JIroOble U3BMEHEHUS W/UIIH JOIOJIHEHNS B Y CIIOBHS C
MOMEHTa  HUX BCTYILJICHUS B CHWIly  pPaBHO
PACTIPOCTPAHSIOTCS HA BCEX JIMI, IPUCOCAMHUBIINXCS K
VYcinoBusiM, B TOM YHCIE MPUCOCIMHUBIIMXCI K
VYcioBusiM paHee JaThl BCTYIUICHHS W3MCHCHHMU W/WIN
JIOTIOJTHCHUH B CHITY.

8. CPOK JEACTBMS U MOPSIQOK
PACTOP)EHWSI JOrOBOPA

8.1. loroBop BCTymaeT B CHIIy ¢ MOMEHTA IOIYy4EHUSI
Knuenrom 3asBiIeHUs O IPUCOSAUHEHUU K Y CIOBUSM C
oTMeTKOoU baHka.

8.2. JloroBop neicTBYeT OO MOMEHTa MpPEKpalleHHs
BCEX JIOTOBOPOB OaHKOBCKOTO cyeTa (HEe Kacaroluxcs
CYETOB JUISl PAacuyeTOB C MCIOJIb30BaHUEM OaHKOBCKHX
KapT) U JIOTOBOPOB CYeTa BKJA/A «I0 BOCTPEOOBAHUSY,
3aknoueHHbIX Knuentom ¢ bankom.

8.3. loroBop MOXeT OBITH PacTOPTHYT IO TPeOOBaHUIO
oxHOit n3 CTOPOH B CIEYIOIIEM MOPSIIIKE:

8.3.1. B cimygae pactopxkenus JloroBopa 1o HHUIIHATHBE
Bbanka, bank yBenomisier 06 stom Kinuenra He nosnhee,
yeM 3a 14 (ueThlpHaaaTh) KaJeHAapHBIX JHEH 70 JaThl
pactopxenusi JloroBopa MNOCPEACTBOM HaNpaBlICHHS
coobmeHnss 1o mouyToBoMy  azapecy — Kimenra,
COOOIIIEHHOMY WM TIpH 3akitoueHuu JloroBopa, aubo ¢
nmoMonipto  CucTembl, MO0  HMHBIM  CIIOCOOOM,
ycTaHOBJICHHBIM Y cioBusiMu. Obs3atenscTBa banka o
IIpUeMy W HCIIOJHEHWIO PacropspkeHMH W/WMIM MHBIX
ONEKTPOHHBIX  JIOKYMEHTOB  C  HCIOJb30BaHUEM
CucteMpl CUMTAIOTCST TPEKPAIICHHBIMH C JaThl |
BPEMEHH, YKa3aHHBIX B YBEIOMJICHUH.

8.3.2. B ciyae pactopxkenus JloroBopa 1o HHUIIHATHBE
Knuenrta, Knuent yBemomnser o0 stom bank myrem
HalpaBJIeHUs] YBEOMIIEHHs O pactopxkeHuu JloroBopa
mo Cucreme mmbOO myTeM TMpeiacTaBieHHs B baHK
MUCbMEHHOTO YBEJIOMIJIEHHSI O pacTtopkeHunu JloroBopa
mpu nuaHO siBke Knmenra (mpeacrasutens Kimmenra) B
bank. JloroBop cumMTaeTrcsi pPacTOPrHYTHIM C JaTbl
perucrpanun baHKOM yKa3aHHOTO YBEIOMJICHHUS, IpH
yciaoBuM OTcyTcTBUs y Kimenra o00s3aTenbcTB 10
NoraiieHuio  rnepex  baHKOM — 3aJ0JDKEHHOCTH 110
Horosopy. [Ipn Hannunm yka3aHHBIX 0053aTENbCTB I10
MOTAlIEHNI0 3aJ0JDKeHHOCTH miepen bankom Jlorosop
CYMTAETCS PACTOPTHYTHIM C MOMEHTa HCIIOJHEHUS
00513aHHOCTH 10 OIUIaTe YKAa3aHHOW 3310JDKEHHOCTH.

Bce PacropsokeHust Wuiam  WHBIE  DJIEKTPOHHBIE
nokymeHThl Knuenra, 3apeructpupoBannbie bankom 10
MOMEHTa T[ONydeHHWs yBenomieHus KimeHta o
pactopxenuu  JloroBopa, MoOIeXaT HCHOJHEHUIO
BaHKOM B COOTBETCTBUU C Y CIIOBUSAMU.

C MomenTa nonyuenus bankom yBenomuenus: Kiuenra
o pactopxkenuu JloroBopa baHk mpekpaimiaer npuem u
3aBeplIaeT HCITOJTHEHNE paHee MIPUHATBIX
Pacnopspxenuit Kiuenra, WHBIX DNEeKTPOHHBIX
JIOKyMEHTOB.

Client.

7.7. Any adjustments and/or amendments in the Terms
and Conditions, as of the day of entering into force,
equally refer to all parties affiliated to the Terms and
Conditions, including parties affiliated to the Terms
and Conditions earlier dates of entering into force of
adjustments and/or amendments.

8. PERIODS OF VALIDITY AND
PROCEDURE ON AGREEMENT
CANCELLATION

8.1. The Agreement enters into force as soon as the
Client receives the Application on affiliation to the
Terms and Conditions with the Bank’s mark.

8.2. The Agreement is effective till the moment of
cancellation of all agreements on bank accounts (that
have no attitude to the accounts for settlements by
using bank cards) and "on-demand" deposit
agreements signed between the Client and the Bank.
8.3. The Agreement can be canceled upon request of
one of the Parties according to the procedure as
follows:

8.3.1. In case of Agreement cancellation by the
initiative of the Bank, the Bank notifies the Client on
it not later than 14 (fourteen) calendar days prior to the
date of Agreement cancellation by means of sending a
message to the post address of the Client, mentioned
by the latter upon conclusion of the Agreement either
by means of the System, or by any other means
established by the Terms and Conditions. The
obligations of the Bank on acceptance and execution
of Orders and/or free format messages by using the
System are considered terminated as of the date and
time, mentioned in the notification.

8.3.2. In case of Agreement cancellation by the
initiative of the Client, the Client notifies the Bank on
it via transferring a notification on Agreement
cancellation by means of the System either by
submitting a written notification on Agreement
cancellation to the Bank for which purpose the Client
(the Client's representative) shall visit the Bank
personally. The Agreement is considered canceled as
of the date of registration of the mentioned notification
by the Bank provided that the Client has no debt
service obligations to the Bank under the Agreement.
In case of presence of such debt service obligations to
the Bank, the Agreement is considered canceled as of
the moment of performance of obligations on payment
of the mentioned debt.

All Orders and/or other Electronic Documents of the
Client, registered in the Bank till the moment of
receiving the notification of the Client on Agreement
cancellation are subject to execution by the Bank
according to the mentioned Terms and Conditions.

As of the moment of receiving the notification of the
Client by the Bank on Agreement Cancellation, the
Bank stops accepting and finalizes the execution of
early Orders and other Electronic Documents of the
Client.
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B cunywae mnonyuenuss bankoMm yBegomuileHHS O
pactopkenun JloroBopa, otkmtoueHue Kimenra ot
CucTeMsl OCyIIECTBIIAETCS:

- TEKyOIUM pabO4YMM JHEM - €CIU 3asBICHHE OT
Kiuenra nosxydeno mo 17.30 mo MOCKOBCKOMY BpEeMEHU
(B maTHUy — 10 16.15, B npeAnpa3AHUYHbIC THU — HE
MeHee ueM 3a | (omuH) yac 10 OKOHYaHWs padouero
IHS,  YCTAHOBIIEHHOTO  MpUKa3oM 1o  baHky,
OMyOJMKOBAaHHOM B  TOPS/AKE, MPEAYyCMOTPEHHOM
myHKTOM 1.5 YcnoBuit) Tekymiero pabodero THs;

- cleAylomuM pabodMM JHEM - €CIIU 3asBIICHHE OT
Knuenra nonydeno mnocie 17.30 mo MOCKOBCKOMY
BpeMeHH (B TITHHOY - ¢ 1ociae 16.15, B
IIpeanpa3fHUYHbIe THU — MeHee 4eM 3a 1 (oauH) yac 1o
OKOHYaHMsI pabodvero MAHs, YCTaHOBJIEHHOI'O MPHKa30M
o banky, 01y OJINKOBaHHOM B TOPSIIKE,
MIPEeIyCMOTPEHHOM IyHKTOM 1.5 VYcnoBmii) Tekyiero
paboyero qHS MM B JII00O€ BpeMs BBIXOJHOTO WU
MIPa3HHUYHOTO JHS.

8.4. Ilpekpamenne ob6s3atenpcTB 1o JloroBopy He
BICYET MPEKPalICHUs  OO0S3aTeNbCTB IO  HWHBIM
JOrOBOpaM  (COTJIAIICHUSM), 3aKJIIOYEHHBIM MEXKAY
Knuenrom u bankom.

In case the Bank receives notification on Agreement
cancellation, the Client is removed from the System as
follows:

- on the current working day - if the Application from
the Client is received before 5:30 p.m. Moscow Time
(on Friday — till 4.15 p.m., on days before holidays -
1 (one) hour before the end of the working day,
stipulated by the order for the Bank, published
according to the procedure, stipulated by point 1.5 of
the present Terms and Conditions) of the current
working day;

- on the next working day - if the Application from
the Client was received after 5:30 p.m. Moscow
Time (on Friday — after 4.15 p.m., on days before
holidays - less than 1 (one) hour before the end of the
working day, stipulated by the order of the Bank,
published according to the procedure, stipulated by the
point 1.5 of the present Terms and Conditions) of the
current working day or at any time on weekends
and holidays.

8.4. Cancellation of obligations under the Agreement
does not bring to cancellation of obligation under
other agreements (contracts) signed between the Client
and the Bank.
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MHPUJIOKEHHUE Nel
3ASIBJIEHUE O IPUCOEJUHEHUU K YCJIOBUSM

[/ APPENDIX NO. 1. APPLICATION ON AFFILIATION TO THE TERMS AND
CONDITIONS

3ASIBJIEHUE
O ITIPUCOEJUHEHHWU K YCJIIOBUSM JJUCTAHIHUOHHOI'O BAHKOBCKOI'O
OBCJIYXUBAHUA ®U3NYECKUX JIUL ITIOCPEACTBOM CUCTEMbI EUROLINK B AO AKB
«EBPO®UHAHC MOCHAPBAHK»
APPLICATION
on affiliation to the Terms and Conditions on remote banking services rendered to physical entities via
EuroLink system in Evrofinance Mosnarbank

damuius Umsa Oruectso / Full name

Hara poxnenus / Date of birth

I'paxxnancto / Citizenship

JIOKyMEHT, yIOCTOBEpPSAIOIIUN JIMYHOCTD

(HaMMeHOBaHMe, cepHsi, HOMEp, Korua M
keM BblmaH) / Personal identification
document (name, series, number, date of
issue, issued by)

Anpec peructpanuu /
Address of registration

Anpec haKTHUECKOTO MPOKUBAHUSA /
Residential address

Jomanrauii TenedoH /
Home telephone number

MoOGubHbIi TenedoH /
mobile telephone number

Komosoe cioBo: / Code word:

HaCTOS[H_II/IM 3a4BJISIIO O NPUCOCAUHCHUU K I[eﬁCTBy}OH_Ieﬁ peaakuu YcnoBuii JUCTAHIIMOHHOT'O 0aHKOBCKOIO
obciryxuBanus pusmdeckux nui mocpeacrsoM Cucremsl EuroLink B AO AKB «kEBPOOUHAHC MOCHAPBAHKY (nanee —
VYcnoBusi) B MopsAKe, MpexycMOTpeHHOM cratbedt 428 ['paxkmanckoro koxaekca Poccuiickoit Dexepamnu. Bee momoxeHus
VYcnoBuii pa3bsACHEHBI MHE B ITOJHOM OOBEMe, BKIIOYAs OTBETCTBEHHOCTh CTOpoH, Tapupsl AO AKB «EBPOOUHAHC
MOCHAPBAHK», cnydan u TOpSIOK YBEOOMIICHHH OO0 OIepanusX, COBEPIIAEMBIX IO MOHMM OaHKOBCKHM CYETaM C
MCITIOJIb30BaHUEM DJIEKTPOHHOTO CPEICTBA IUIATEKA U MOPSIOK BHECEHUs B Y CIIOBUS M3MEHEHHI U mornoyiHenuii. / Hereby |
apply for affiliation to the effective edition to the Terms and Conditions of the Remote Banking Services rendered to physical
entities by means of Euro Link System in Evrofinance Mosnarbank (hereinafter referred to as Terms and Conditions)
according to the procedure stipulated by Article 428 of the Civil Code of the Russian Federation. All provisions of the Terms
and Conditions are explained to me in full, including the responsibility of parties, rates of Evrofinance Mosnarbank, cases and
the procedure for the notification of transactions on my bank accounts using electronic means of payment and the procedure of
changing and amendment of the Terms and Conditions.

Ha ocHoBanuu Hacrosiiiero 3asinenust npoury: / Therefore, please:

No

1 | npenocraBute MHe noctyn k CucTeMe IMCTaHIMOHHOTO OaHKOBCKOro obOciyxkuBanus EuroLink u oGecneuntsb
BO3MOJKHOCTh €€ HUCIIOJIBb30BaHUA IJI1 JUCTAHIIMOHHOT'O 0aHKOBCKOTO 06CJIy)KI/IBaHI/ISI B COOTBETCTBUU C Y CJIOBHUSIMH U
Tapudamu / provide me with access to the Euro Link Remote Banking System of Evrofinance Mosnarbank and ensure
possibility of its use for remote banking services according to the Terms and Conditions and the Rates.

2 | mpenmoctaBniaTh BpemeHHbIH maponb noctyna Kk CucTeMe AMCTaHIMOHHOTO OaHKOBCKOro obciyxkuBanus EuroLink,
Pa3oBble cekpeTHbIC Mapoid, a TakkKe JOMOJHUTENBHO (MOMHUMO yBenomieHus mo Cucreme) HHGOPMUPOBATH MEHS C
MIOMOIIBIO CPE/ICTB MOOMIIBHOI CBSI3M O COBEPIICHUH KaX/0i OMepaIyu o MoeMy cueTy (cuetam), OTKPHITOMY(-bIM) B
AO AKB «kEBPOOMTHAHC MOCHAPBAHKY, a Take 06 onepaiusx, COOTBETCTBYIOIIMX MPU3HAKAM OCYLICCTBICHHS
HepeBoia JACHEKHBIX CPEACTB 0e3 MOero coriacus, o (akTe BXOIa/MOMBITKA BXOJIa B CucrteMy ¢ HCIOJIb30BaHUEM
AIIEKTPOHHOTO CPENCTBA IUIaTeXa 1Mo CleayiomeMy Homepy Tenedona: / provide me with a Temporary Password to
access the Euro Link System of remotebanking services, Session Keys, and inform me additionally (besides the
notification in the System) via mobile communications of each transaction performed on my account (accounts) with
Evrofinance Mosnarbank, of Transactions with the signs of money transfer performed without my consent, and of any
System sign-in or attempted sign-in using electronic means of payment to the following telephone number:

51 BbIpakal0 KOHKpETHOE, MH(OPMHPOBAaHHOE H I hereby give my express and informed consent to
cosnatenbHoe corimacue AO  AKB «EBPO®UHAHC | Evrofinance Mosnarbank (address: 29 Novy Arbat Street,
MOCHAPBAHK» (mecto Haxoxmenus: r1.121099, r. | Moscow, 121099, OGRN (Primary State Registration
Mocksa, yia. Hoseiit Ap6ar, a. 29, OTPH 1027700565970, | Number) 1027700565970, general license for banking
reHepalibHasi JIMICH3Ms Ha ocyliecTBieHueM OaHkoBckux | operations No. 2402, dated 07.23.2015) (hereinafter referred
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omepanmii Ne2402 ot 23.07.2015) (manee — bank) Ha
00paboTKy  (BKIIOYash  IONydeHHE OT  MEHsA) ¢
UCIIONB30BAaHUEM  CPEACTB  aBTOMATH3allMM WM 0e3
TaKOBBIX, BCEX MOUX NEPCOHAJBHBIX JAHHBIX, YKA3aHHBIX B
HacTosIeM 3asBICHUM U OKYMEHTaX, HpPEeIOoCTaBIEHHBIX
MHOU B baHK, U moaTBepkaato, 4To, JaBas TaKOE COTJacue,
JIEHCTBYIO CBOOOIHO, CBOCH BOJIEH U B CBOUX MHTEpEcax.
Cornacue maeTcst MHOH B IIEIAX OCYIIECTBICHHUS
Bankom  QyHKOWHA, BO3JMIOXKEHHBIX HAa  KpEIUTHEIC
OpraHM3aluy 3aKoHoAaTeNbcTBOM Poccuiickoit denepanum,
a TaKKe U1 meneil mpuHATHS baHkoM pemeHus o
BO3MOXXHOCTH OTKPBITHSI OaHKOBCKOTO cdeTa, cdera IO
BKJIay (OETO3UTY), B TOM YHCJIE MPOBEPKU JOCTOBEPHOCTH
CBEJICHHMH, YKa3aHHbIX MHOH Ipu oOpamieHnd B baHk u B
MPEIOCTAaBIEHHBIX ~ JOKYMEHTAX, 3aKIOYEHUs JIIOOBIX
CZIETIOK, CBA3AHHBIX C OTKPHITHEM OaHKOBCKOI'O CUETa, CUeTa
o BKJIaAy (AEMO3UTy), U UX JaJbHEWUIIero UCIOJIHEHUS, B
TOM 4YHCIIE, PACIOPSDKCHUsS ICHEKHBIMH CPEICTBAMHU I10
YKa3aHHBIM cyYeTaM Kak Ha OyMa)KHBIX HOCHTEISX, TaK H C
MOMOIIBIO  JJIEKTPOHHOW  CHCTEeMBI  JAWCTAaHIMOHHOTO
0aHKOBCKOTO obcIiTyKUBaHUS, COBEpPILICHUS HHBIX
0aHKOBCKHX OIEpalid, B LEIAX NPUHATUS PELICHUH HIIH
COBEpLICHHUS HHBIX JIeNCTBUH, TIOPOXKIAIOLTUX
IOPUIMYECKHE TIOCIEACTBHS B OTHOIICHWH MEHS W/WIH
OpYIMX JIML, B LeJIIX peanu3aiuy  (UCIIOJIHCHUS)
NpPEeTyCMOTPEHHBIX ~ 3aKOHOAATENbCTBOM  Poccuiickoit
Oenepanuu npaB  (o0s3aHHOCTEH) baHka Tpu BeneHHH
0aHKOBCKMX CYETOB, CYETOB II0 BKJIany (IEmo3uTy),
OCYIIECTBICHUS] XPAaHCHHUS, B TOM YHCIE B 3JIEKTPOHHOM
BHIE, B IeIIx obecmedyeHus OesomacHocTdH KimeHtra u
Banka, mepeBO3KM W 3amIUTHI TEPCOHATBHBIX JAHHBIX,

MOTyIEeHHBIX B BBIIIEYKAa3aHHBIX eNsX, "
pacmpocTpaHseTcs Ha MOM IIepCOHalbHbIE JaHHbIE,
yKa3aHHble MHOH B  AHKeTe (u3MUecKoro Jmna,

nojay4aeMoil bBaHkoM B COOTBETCTBUM € 3aKOHOAATEIbCTBOM
0 NPOTHBOJCHCTBUY Jeranu3anuy (OTMBIBAHHIO) JOXOOB,
MONYyYEeHHBIX NPECTYNHBIM MyTeM, W (PUHAHCHPOBAHHIO
TeppopH3Ma, a TakKe yKa3aHHBIX (COACPIKAIIUXCS) B HHBIX
JOKyMEHTaX, IIPEeJJOCTaBIIsIeMBbIX MHOH B BbaHK, a Takke Bcex
MOMX  TIEPCOHANBHBIX  JAaHHBIX,  HAXOMINIUXCI B
paclopsKeHHH TPEThUX JIML, KOTOpbIe COCTOST ¢ baHkoM B
JIOTOBOPHBIX OTHOIICHHUSX.

Bank nMmeer mpaBO OCYIIECTBIATH CIELYyOLIME
nedctBus  (Omepanuu) WIM  COBOKYNHOCTb  JICUCTBUI
(onepanuii) B OTHOLUIEHMH MOWX IEPCOHAJBHBIX JaHHBIX,
KOTOpBIE HEOOXOAMMBI WM JKETaeMbl IS JOCTHKEHHS
BBIICYKA3aHHBIX IeNed, ¢ coOmoneHneM TpeboBaHMI
0aHKOBCKOIl TalHHBI: cOOp, 3amuch, CHCTEMaTH3aLHIo,
HaKoOIUIEHWe,  XpaHeHHe, yToyHeHHe  (oOHOBIeHHE,
U3MEHEHMs), U3BJIEUEHHE, HCIOJb30BaHUE, Iepeaavy
(mpenocraBneHue, 10CTym) JULy (-am), ¢ KOTOpbIM (1) bank
COCTOUT B JOTOBOPHBIX OTHOLUCHUAX, 0663J'IPI'-IHBaHl/Ie,
OnokupOBaHME, ynaaleHwe, yHH4YTOxkeHHe. (OOpaboTka
MNEepPCOHANBHBIX ~ JAHHBIX ~ OCYyIIecTBIsieTcss baHkoM ¢
NpUMEHEHHEM CIEIYIONIUX OCHOBHBIX CHOCOOOB (HO, He
OTPaHMYUBASCH WMH): XpaHEHHE, 3aMHCh Ha OyMakHBIE U
SNIEKTPOHHBIE HOCHUTENIM W WX XpaHEHHE, COCTABJICHHE
nepeyHel, MapKUpPOBKa.

Hacrosuee cornacue NEHCTBUTENbHO B TEUEHHUE
10 (mecatu) user. Ilo wucTedyeHMM yKa3aHHOTO CpoOKa
JIeicTBHE COrJlacusi CUYMTAeTCs MNPOJJICHHBIM Ha KaXKable
ClleAyloIUe IMATh JET NPHU OTCYICTBHUM CBEICHUIl O €ro
OT3bIBE.

51 yBemomieH (a) O CBOeM IIpaBe OTO3BAaTh
corjacHe IyTeM Io/iady B BaHk MMCEMEHHOTO 3asiBIICHUSL.

51 yBemomieH (a), 4TO MNPENOCTAaBIEHHE MHOIO
HETOYHOW ¥ HEJOCTOBEPHOH HHGPOpPMAnMu U OT3BIB
HACTOSIILIETO COTJIACHs MOTYT IIOBJI€Yh HEBO3MOXKHOCTH
okazaHus yciyr bankowm.

Vka3piBass B JIOOBIX MPENOCTAaBIsIEMBIX baHKy
JOKyMEHTaX CBEACHMS O TPETHHX JIMIAX, 51 mopydaro banky
OCYIIIECTBISITh B COOTBETCTBHU C BBIIICYKa3aHHBIMH LEISIMU

to as the Bank) for the processing (including receipt from me),
with or without automation means, of all my personal data
contained in this Application and the documents submitted by
me to the Bank and confirm that by giving such consent, | act
freely, on my own accord, and in my own interests.

| hereby give my consent for the purpose of the
Bank performing the functions assigned to credit institutions
by the laws of the Russian Federation, and also for the purpose
of decision-making by the Bank on the possibility of opening
a bank account, a deposit account, including verification of the
reliability of information specified by me when contacting the
Bank and in the documents provided, the conclusion of any
transactions related to the opening of a bank account, a deposit
account, and their further performance, including the disposal
of funds on the above accounts, both on paper and via the
electronic remote banking system, the performance of other
banking operations, for the purpose of decision-making or
committing other actions generating legal consequences for
me and/or others, for implementing (exercising) the Bank’s
rights (obligations) provided for by the laws of the Russian
Federation in the framework of keeping bank accounts,
deposit accounts, safekeeping, including in electronic form,
for the purpose of ensuring the security of the Client and the
Bank, transportation and protection of personal data received
for the above purposes, and my consent shall apply to my
personal data specified by me in the Individual’s
Questionnaire received by the Bank in accordance with the
laws on countering the legalization (laundering) of criminal
proceeds and terrorism funding, as well as those specified
(contained) in other documents provided by me to the Bank,
as well as all my personal data held by third parties that are in
the contractual relationship with the Bank.

The Bank may perform the following actions
(operations) or set of actions (operations) with respect to my
personal data as necessary or desired to achieve the above
objectives subject to the compliance with the banking secrecy
requirements: collection, recording, systematization,
accumulation, safekeeping, clarification (updating, changing),
extraction, use, transfer (provision, access) to person(s) the
Bank has contracts with,, , depersonalization, blocking,
deletion and destruction. The Bank shall process personal data
using the following main methods (but not limited to): storage,
recording in soft and hard versions, and their safekeeping,
listing and marking.

This consent shall be valid for ten (10) years. After
the expiry of this period, the consent shall be deemed
extended for every five years thereafter in the absence of
information on its revocation.

I am notified of my right to revoke my consent by
submitting a written application to the Bank.

I am notified that inaccurate or unreliable
information provided by me and the revocation of this consent
may result in the impossibility of service rendering by the
Bank.

By providing information about third parties in any
documents submitted to the Bank, | instruct the Bank to
process (the list of actions (operations) and the description of
methods are specified above) the personal data of such parties

in accordance with the above-mentioned purposes.




00paboTKy (mepeveHb NeCTBUIA (Omepannii) U ONMcaHHe
Croco0OB  yKa3aHO  BBINIE) IEPCOHANBHBIX  JJAHHBIX I received the personal data of third parties provided
YKa3aHHBIX JIAIL. by me to the Bank in accordance with the requirements and
Ipenocrasnennble MHOM banky mepconanbHbie | the procedure established by the personal data laws of the
JAaHHBIC TPETHHX JIMII MOJYYeHbl MHO# B cooTBercTBHH ¢ | Russian Federation. There are no restrictions on such personal
TpeboBaHMSAMH W B  TOpsAKe, ycraHoBieHHbIMH | data processing set out by the subject thereof. The third parties
3aKOHOIATEIbCTBOM Poccuiickoit denepaun o | are notified of their personal data processing that is performed
NEePCOHANBHBIX ~ JaHHBIX, OpH  3ToM  Kakux-mbo | by the Bank in compliance with the requirements for the
orpaHHYCHHUI Ha UX 00paboOTKy cyObekToM mepcoHanbHbIX | personal data confidentiality and safety of personal data in the
JAaHHBIX HE YCTAHOBJICHO, YKa3aHHble Tperhbu Jiuma | course of their processing, and agree therewith.
YBEIOMJICHBI 00 00pa0OTKe WX TEPCOHAIBHBIX JaHHBIX
BaHkoM, KOTOpast OCYIIECTBIsACTCSI BaHKOM ¢ COOMI0IeHHEM
KOHOHICHIMANBHOCTH  I[EePCOHAIBHBIX  JAHHBIX U
obecreueHns 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX MIPH UX
00paboTKe ¥ C Hell COTIacHBL. I am hereby informed that the requirements for the
Hacrosum st yBemomuien (a) o Tom, uro | protection of personal data being processed, the legal,
TpeGoBaHMs K 3ammTe 0OpabaThiBacMbIX I€pCOHAJBHBIX | Organizational and technical measures required to protect
JaHHBIX HeOOXOAMMBIE MpaBOBBIE, opraHmsanuoHHbie u | personal data from unauthorized or accidental access,
TEXHUYECKHE MEPHI 10 3alluTe MepcoHaIbHbIX naHHbix or | destruction, modification, blocking, copying, provision, and
HENpaBOMEPHOTO WM ciydaiiHoro jocryma k HuM, | other unlawful actions in relation to personal data shall be
YHUYTOXEHHUSI, M3MEHEHHs, OJOKMpoBaHuWs, komuposanusi, | determined by the Bank based on the requirements of Federal
MPEAOCTaBICHN W WHBIX HempaBoMepHbIX paedictBuii B | Law No. 152-FZ,; dated 07.27.2006 “On Personal Data” and
OTHOLICHUH MEPCOHANBHBIX JAHHBIX onpexaeistoress bankom | other regulations of the Russian Federation.
¢ yueroM TpeboBanuii denepansHoro 3akona ot 27.07.2006
Nel52-®3 «O mnepcoHalpHBIX  JAaHHBIX» M MHBIX
HOPMaTHBHO-TIPABOBHIX akTOB Poccuiickoii deneparmu. By signing this Application, I certify that | have read
IMoamucas Hacrosimiee 3asBienue, noarsepxkaaro, | the Recommendations for information security prior to
yro 1o  3akimrodeHds  JloroBopa  o3HakomuieH ¢ | entering into the Agreement.
PexoMeHIausIMu 10 HHHOPMAIMOHHON 6E30MaCHOCTH. In accordance with the requirements of Article 9 of
CornmacHo  tpeGoBanmsiv  ¢1.9  ®enmepanbHoro | Federal Law No. 161-FZ, dated 06.27.2011, On the national
3akona ot 27.06.2011 r. Ne 161-®3 «O HammonanbHO# | payment system, | am informed that the Bank shall inform the
miaté&xHoil cucteme» s yBegomsieH o ToM, uro bamk | Client of performing each transaction with the EuroLink
uapopmupyer Kitienra o coBepuieHnu kaxaoi onepanuu ¢ | System of remote banking services by generating and
ucnosb3oBanreM CHCTEMbI IMCTaHIMOHHOTO GaHkKoBCckoro | submitting to the System of a transactions statement on the
obenyxuBanus  EuroLink myrem  ¢opmuposanus u | Client’s account.
Hanpasienuss B CHCTeMy >KypHala OIepaindii 1mo cyeTy
Knuenra. Hereby I confirm the phone number provided in this
HacTosmuM TOATBEepaalo, 4To ykasaHHbli B | application supports incoming SMS?.
JaHHOM 3asIBIICHHH HOMep TeneOHa MOIIepKUBACT TTPHEM

CMC-COOBIme i 1. I accept all the risks resulting from failure to receive

SMS due to my own fault or the fault of the mobile network
Bcee PUCKH, CBA3aHHBIC C HEMNOJYYCHUEM CMC- .
. . provider.
COO6I.[I€HI/II/I 0 MOEH BUHE WIM BHHE MOOMILHOTO
orepaTopa, NpuHUMalO Ha ceOs.
Toonucys / Signature @amunua M.0. | Surname and Initials

Sanosansercs bankom / To be filled in by the Bank

[lpu perucrpamuun B CrcTeMe IUCTAaHIIMOHHOTO OaHKOBCKOTo oOcmyxwuBanus EuroLink
kiuenty npucoeH Jlorun/The following Login was assigned to the Client upon registration in
the EuroLink Remote Banking System:

Pa6orauk banka: / « » 20
Employee of the Bank: -
noonuce / signature Damunusn U.0. | Surname and
Initials
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!B ciyuae HemomyueHms cMc-coobmennit HeobxommMo oGpaTuThes B Bank, a Takike k cBoeMy MoGubHOMY onepatopy. / If you do not receive
SMS, you need to contact the Bank, as well as your mobile operator
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INPUJIOKEHHUE Ne2
PEKOMEHJALINH 1O
UH®OPMAIIMOHHOM BE3OIIACHOCTH,
B TOM 4YHUCJIE, IO CHHUXEHHIO
PUCKOB IHOBTOPHOTI'O
OCYWECTBJIEHHUA IHEPEBOJA
JAEHEKHBIX CPEJACTB BE3 COI'JIACHUSA
K/IMEHTA

B cBa3u ¢ y4yacTUBHIMMUCS CiIydasiMH HpPOBEIEHUS
MOIICHHUYECKHUX OMNepanyil Mo HepeBoy IEHEKHBIX
CPEICTB C MCIOJB30BAHUEM CHCTEM AMCTaHIIMOHHOTO
0aHKOBCKOT0 00CITy>KUBaHUs 4epe3 ceTh MIHTepHeT u B
HeNsX  NPEeNOTBpAIlCHHS  HECaHKIHOHHPOBAHHOTO
goctyma kK Cueram  Kmmenta co  cTOpOHBI
3JI0yMBIIIJICHHUKOB BaHK HACTOATENBHO PEKOMEHIyeT
(usHyecKUM  JTHIAM nonp3oBarensaM  Cuctemsl

coOmoaTh  CleAyolMe Mepbl HH()OpMALMOHHOM
0€30IaCHOCTH:
e Hcnonp3oBaTh Ha  IIOCTOSHHOM  OCHOBE

AHTHUBUPYCHOE MPOrpaMMHOE OOecIeYeHHe ¢
MOCJIe/IHEH aKTyaJbHOW Bepcueil 06a3 (Ha Bcex
YCTpOHICTBAaX, C KOTOPBIX OCYILECTBIIIECTCA
poctyn B CHcTeMy W/WIM Ha KOTOPBIC
npuxoaut Sms/push yBenomierue).

Pery/isipHo  BBINOJNHSTH  AHTHBHUPYCHYIO
HPOBEPKY ISl CBOCBPEMEHHOT0 0GHAPYKCHHS
BPEIOHOCHBIX IpoOrpamMm (na BCEX
YCTPOWCTBAX, € KOTOPBIX OCYIIECTBISCTCS
gocryn B Cucremy Wwnium Ha KOTOpBIE
npuxoaut Sms/push yBegomienue).

e Perymapuo yCTaHaBIIMBAThH OOHOBJICHHS
ONEpallMOHHOM  cucTeMbl M Opaysepa
WuTepuer (mocpexncTBoM KOTOpOro

ocymecTBisieTcs noctyn k Cucreme) (Ha Beex
YCTpOMCTBAaX, C KOTOPBIX OCYILIECTBIIIETCA
goctyn B CucreMy W/WIM Ha KOTOpBIC
npuxoaut SMs/push yBenomienue).

e biokupoBaTh  IOCTYI K  YCTPOHCTBaM,
MOCPENICTBOM  KOTOPBIX  OCYILIECTBIISACTCS
noctyn kK  Cucreme. He OCTaBJISATh
pa30I0KUPOBaHHBIE yCTpOHCTBA 6e3
MPUCMOTpA.

OcymiectBisTh BX0J B CrcTeMy HOCPEICTBOM
npsimoro Habopa cceutku https://dbo.efbank.ru
B CcTpoke Opay3epa WIM II0 CChUIKE Ha
koprnoparusHoM MHTepHer-caiire banka. Ilpu
3TOM BcerJa MpOBEpsTh, 4YTO COEIUHEHHE
OCYIIECTBIISIETCS. TI0 0E30MaCHOMY IIPOTOKOIY
https wa agpec *.efbank.ru (mampumep,
dbo.efbank.ru). B agpecHo#l cTpoke HOIDKEH
MOSIBUTHCS 3HAYOK 3aKPBITOTO 3aMKa.

He monb3oBatbecs CuCTEMOH C  TOCTEBBIX
pabounx MecT (MHTEpHET-Kade u 1p.).

He ycranaBimuBaTh OOHOBJICHHS CHUCTEMHOTO
MPOrpaMMHOTO o0ecTieueHust win Opaysepa
Hutepuer, nonydennsie oT uMeHu baHka 1o
3JIEKTPOHHON IOYTE WM JAPYTHM CIIOCOO0M,
HE OTKPBIBATh CCBUIKM B TaKHX ITIOYTOBBIX
coobmenusx. IlomydumB Takoe cooOIieHue,
He3aMeUITMTENbHO coo0muTh 00 3TOM banky.
Hcnonp30BaTh MPUIOKEHUS Ha CMapTHOHAX
TOJIBKO M3 O(HIMATBHBIX HCTOYHUKOB (Apple

APPENDIX NO. 2
RECOMMENDATIONS ON INFORMATION
SECURITY, IN PARTICULAR, ON
REDUCING THE RISKS OF RE-TRANSFER
OF FUNDS WITHOUT THE CLIENT'S
CONSENT

With a view to the increasing number of fraud
transactions of funds by means of remote banking
systems via Internet and for the purposes of prevention
of unauthorized access of hackers to the Accounts of
the Clients, the Bank strongly recommends to physical
entities - System users to meet the following measures
of information security:

To use on permanent basis anti-virus software
with the last updated version of databases (on
all devices used to access the System and/or
that receive SMS/push notifications).

To perform anti-virus screening on regular
basis for timely disclosure of hazardous
programs (on all devices used to access the
System and/or that receive SMS/push
notifications).

To install regularly the updates of the
operational system and the Internet Browser
(which is used for accessing the System) (on
all devices used to access the System and/or
that receive SMS/push notifications).

To block access to the devices used to access
the System. Not to leave unlocked devices
unattended.

It is recommended to access the System via
direct link https://dbo.efbank.ru or the link on
the corporate web-site of the Bank. One
should always make sure that connection with
* efbank.ru (e.g., dbo.efbank.ru) is established
via the secure protocol (https). A closed lock
icon will appear in the address bar.

Do not access the System using the guest
workplaces (cyber cafe, etc.).

Do not install updates of system software or
Internet browser received from the Bank via
electronic mail or otherwise, do not open links
in such mail messages. Inform the Bank on the
above mentioned upon receiving such
messages.

Use only those smartphone apps that are
downloaded from trusted official sources



https://dbo.efbank.ru/
https://dbo.efbank.ru/
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Store, Google Play/ Play Market).

Perymsapao, He pexe OIHOTO pa3a B [ICHb
MoJIy4yaThb nHdopmanuro 0
3apEerHCTPUPOBAHHBIX PacropspkeHHsAX H O
cocrostHuu CUeToB.

bank pexomenngyer KimeHTy y4uTHIBaTH
pucku npu pabore ¢ Cucremoii uepes3 cets MHTEpHET U
MOHMMAaTh, YTO HCIIOJIb30BaHHE TOJIBKO aHTUBHPYCHOTO
nporpamMMmHoro obecrieuernst He maet 100% rapantun

3aMTBl  OT  MPOBEICHHSA  3JOYMBINIJICHHUKOM
MOIIEHHNYeCKUX onepanuii B Cucreme.
Cnenyer YUUTBIBAT caMble

pacnpocTpaHEHHbIE Ha CETONHAIIHUHA J€Hb CXEMBbI
MOIIEHHNYeCTBa B ceTn MHTEpHeT:

o  «CounanpHbIN WH)XKUHUPUHD -
3JIOYMBINUICHHUKH pacchlIaroT
coob1eHus MIOCPEICTBOM
SMS/3neKTpOHHOW ~ TOYTHI WA

3BOHAT OT WMMEHM baHka u moj
Pa3THYHBIME TPEAJIOTAMH TBITAIOTCS
nonyuuts oOT Kuwmenra Jlorussl,
[Mapomu, ®.M.0, HOMepa CHYETOB,
KapT, THH-KOJIOB H T.1I.

«DumuHr» — KireHTy mpuchLiaeTcs
[0 II0YTE€ WIH HHBIM CII0OCOOOM

CChUIKA Ha  MOANENBHBIM  callT,
KOTOPBI MOXET BHU3yaJlbHO HeE
OTIMYaThCsl  OT  IOJUIMHHOIO, C

mpocsboif Beectu Jlorun, Ilapons Ha
noctyn k Cucteme U qpyrue JaHHbIE
MOJT JIIOOBIM TPEIOTOM (UCTEK CPOK

JNEWCTBUS TApoyisd, HEO0OXOAHMOCThH
poiTH JIOTIOJTHUTEIHHYIO
ABTOPH3ALIHIO, pa30JIOKIPOBKA

3a0JIOKUPOBAHHOTO JJOCTYIIA U T.II.).
3apakeHHEe BPEIOHOCHBIM KOJOM -
MIPOUCXOTUT Yepe3 pacipoCTpaHEHHE
BPEIOHOCHBIX  IIpOrpaMM  4epe3
WHTepHeT-pecypcesl, HaInpuMmep,
CaliThl  COLMAJbHBIX CETeH  WiIH
MIOCPEJICTBOM CIIaM-PAacChUIKU 4epes
3JIEKTPOHHYIO MOYTY. Tlocne
3apaKeHUsI CucreMbl Kiuenra
BHPYCOM W «TPOSTHOM»
3JIOYMBIIIJIEHHUK TI0Jy4aeT MOJIHbIN
KOHTpOJb HaJl CUCTEMOH.

[pu wucnomp3zoBannn CHCTEMBI HEOOXOAUMO
MIOMHHUTb, YTO:

B cayuae BoisiBiieHust KilueHTOM Mo103pUTEIbHBIX
onepauuii B Cucreme He00X0AMMO
He3aMeIUTeJbHO cB3aThes co Ciy:xooii
KJIMEeHTCcKoil moaaepxxku Banka no Homepy
TeaedoHa, ONyOJHMKOBAHHOMY Ha KOPIOPATHBHOM
HnTepHer-caiite banka.

(Apple Store, Google Play/ Play Market).
Receive information about the registered
Orders and the status of the Accounts at least
once a day.

The Bank recommends the Client to consider
the risks upon working in the System via Internet and
understand that only use of anti-virus software provides
with 100% protection guarantee from fraud transactions
by hackers in the System of the Client.

It is necessary to consider the most widely

spread schemes of fraudulent activities in the Internet
for today:
“Social engineering” — hackers send
SMS /email or call you on behalf of
the Bank and under various pretexts
try to get the Client’s Login,
Password, Print Name, numbers of
accounts, cards, pin codes, etc.

“Fishing” — The Client receives by
mail or otherwise a link to fake web-
site, which can be visually identical
to the official one, with a request to
enter the Login and Password for any
reasons (Password is out-of-date,
additional authorization is required,
unlocking of the blocked access, etc.).

Infection by a malicious code — by
means of spreading malicious
programs via Internet resources, for
example, social networks web-sites,
or by spamming via electronic mail.
After infecting the Client’s System
with a virus or a “Troyan” program
the hacker gets full control over the
System.

When using the System it is required to
remember that:

In case the Client discloses suspicious transactions
in the System, it is required to refer to the Bank’s
Customer Support immediately via telephone
number published on the corporate website of the
Bank.




