. Customer support: .
B AR Sank 5495967817

REMOTE BANKING SERVICE SYSTEM FOR LEGAL ENTITIES
"Internet client-bank CORREQTS"

Instructions for generating keys at the first
login of a new client
to the Client-Bank system CORREQTS



To start working in the system Client-Bank CORREQTS (hereinafter - System) you need:
- login, which you indicated in «Information about owner of certificate of ES verification key»;
- password to access System, which you obtained in the Bank or by email from the Bank;

- USB-stick (flash-driver). You need get a new flash-driver or to format the old one. Use it only
for storing keys of ES and don't use for current work! Don't use for storing keys of ES other
drives(rutoken, etoken, u.t.11.).

1. The first log in and installation of the crypto plugin.

Install the flash-driver and define the letter under which flash-driver is indicated in the computer.
For work in System you should use only browsers Chrome, Firefox, Sunexc.bpaysep.

In the address bar of your browser type https://corp.efbank.ru/. To log in enter username and
password, which you received from the Bank, and click the button "Log In":
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If it is the first login, after entering your username and password, confirm the automatic
installation of cryptoplagin (required to work in System with your set of ES keys).


https://corp.efbank.ru/

Confirmation

Cannot find plug in for digital signatures application.

-~

0 ] Download it?
. Press "Yes' to download it and 'No' after plug in launch

%s/\already installed but not launched.
S Yes No Cancel

=] BssPluginSetup (3).zip v Moxasats sce

Download cryptoplagin, then click on the link with the file in the lower left corner of the
screen.

Click twice on the executed file BssPluginsSetup.exe to start the installation of plugin and
click "Accept™:
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® Setup "BSS Multiplatform Plugin” v3.20.2.2570 (== |[=]

Setup "BSS Multiplatform Plugin®

Programn will install "BSS Multiplatform Plugin®, To
continue press button "Mext",

Kpuntonnarux

< Back Mext » ] ’ Cancel
“ Setup "BSS Multiplatform Plugin” v3.20.2.2570 o] @ |[=E3)
T
Installing S —

Please wait while Setup installs BSS Multiplatforrn Plugin on your computer.

Installing
Plugin registration

Finish the installation and restart the browser. After the installation of the plugin and
restarting of browser log in again.



2. Generating a new certificate.

When you first log in, «Master for creating a request for a new certificate» starts to generate
a Working key on the Client's flash drive. Click the button «Furthery:

Home Accounts Paymentdocuments Currency fransactions Letters Products and services 1003117_PONCHOT >
New certificate request wizard x
Settlement Dep In order to continue operation in RBS system, you need to obtain s
certificate of digital signature key registered in Bank
No. of account Currency Type ttrans. Statement
03117190 RUR i To do this, two steps must be performed 11
usD plc STEP1 1.12.2021
Generate new certificate request
EUR 1.12.2021
All Accounts STEP2
E—— Send request to bank for further processing
>
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Incoming

System forms a request for the certificate, its fields are already filled with necessary values.
Click the button «Form a request»:

3anpoc Ha HOBbIW cepTuduKkar x

LA 1
CcpopmupyiiTe 3anpoc Ha HOBEIR cepTudwkaT. [nA 3T0ro 2ancnHWTe NepeyeHs Nonel Ha dopMe Hinke
W HAEHMUTE KHONKY «CohOpMUPOEATE 33MPOCs B HUMHENR YACTH hopMEl.
YNONHOMOUYEHHOE N0 KNHEHTA
SERVICEFAM SERWVICENAME

Cpeacteo nognucu
nerez2 (SERVICES LIMITED), RSA

MonHoe wma (CN) m

SERVICEFAM SERVICENAME CpeacTeo noanucn
Damunua (SN) Wma OTuecTeo (G)
SERVICEFAM SERVICENAME
HonwHocTs (TITLE)

Eyxrantep

Anpec anexTpoHHOR NouTel (E)
dbo@efbank.ru

lopoga (L) HanmeHoeanue cybverTa (ST) Crpana (C)
XEPTOOPOLLWP UKST GB

Agpec (Street)
CT OJIBAHC POV, a. 24

Opranuzauma (O)
SERVICES LIMITED

VHH (INN) CHWNC (SNILS) OrPH (OGRN) OrPHVM (QGRNIP)
9909068612

Monpaznenexue (QU)
Opranunzama b/\

‘ OTmeHa V{Irbopmu pOBaTEL 3anpoc

If unimportant warnings about blank form fields appear, ignore them and save the request.



Check results

4 OGRN is missing
& SNILS is missing

Save Close

Move the vertical slider and select your USB flash drive to record the Working Key:
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fillan Saavedra - 0222

Name, patronymic (G)

o i
£"% Processing... g

BribepuTe nanky AnA xpaHeHHA CEKPETHBIX KNHIYER @
5 Plase select folder
Subject's name (ST)
Ven
1% Komnbrotep -

~/\ & &L, SYSTEM (C1)
> =5 WORK (D)

LT 4 - Transcend (E:)

Leave the password fields blank. Press the button «OK»:

Password

Key PIN code: 3agaiiTe napons Ans HoBLIX Kniouelt Leonardo Jose Millan
Saavedra - 0222 (DCTEBETE MYCTHIM, BCAW NEPOMb HE HYHEH)

E:W\
|

|[abe | Numbers | Symbels

Backspace
—
Use of the system k&hoard is possible bu\ unsafe.

w Cancel

Request is formed. Press the button «Send a request to the Bank»:



MacTep co3gaHua 3anpoca Ha HoBbIW cepTudukar

LUAT 2
OTnpaesTe zanpoc 4ANR gansHedwed obpaboTkn & BaHk, ONA 3TOM HAXMUTE

kHonky «OTNpaenTe 3anpoc & Bauks MW HakmuTe kHonky «OTMeHas W oTnpaBksTe
sanpoc nozgHee. m

B _
OmMeHa |2 OTnpaBwTe 3anpoc B DaHk

Next, a message appears, that the certificate for your request has not been issued by the Bank
yet, just click «OK».

NHdbopmMauns

e Certificate for signature facility SerFam SerName
'-\l) (SERVICES LIMITED), RSA has not been issued yet.
Please st#ervicing branch

To complete the key generation process You need to print «Key Recognition Acty, after
pressing this button the PDF document forms in Downloads of your browser.

Information

Ceptudpurat anA cpeactea nognuck SerFam SerMName (SERVICES LIMITED), RSA
ele He BeinyweH. OBpatuTeck B obcnyxMealwee nogpasaeneHue BaHka.

F'a-C.I'IEHaTaTbAKTJﬂ“pHEHaHHH KMoqa ‘ ‘ OK ‘
W/

~

(Lg;/ report - 2.. ~

3. Execution of Act of recognition of open key (certificate) .

To complete the process of generating a of Working key You need to open and print the
document received in the previous step of the instructions: «Act of recognition of the open key

(certificate) for messaging » in 2 copies (hereandafter — Act);



Act should be executed as follows (see the picture on the next page):

1) fill in the information about the Authorized representative of the Client, in whose name the
key of ES key was issued;

2) put the signature of the Authorized representative of the Client;

3) put the signature of the head and the seal (if any).

Submit to the Bank a completed certificate in 2 copies, after that, the Bank registers the Act
within two working days and activates the certificate.

AKT

NPHIHAHAA 0TKPLITOT0 K1oua (cepradHKaTa)
Ans obmena coobojenmaME

ACTA

de reconocimiento de una clave abierta (certificado) para el intercambio de mensajes

@ » 20 r.
Hacroaumm AKTOM OPHIHAETCA KM0Y NPOBEPEH JEKTPOHHOH NOJMHCH H OTEPLITRI KMH0Y IHOPOBAHKA, TPHHATERKAIHI
VIIOMHOMOYEHHOMY NpeqcTaEuTemo Knnenta/

Esta Acta reconoce la clave de verificacion de la firma electrdnica y la clave abeirta de encriptacion perteneciente al representante
autorizado del Cliente:
SERVICES LIMITED, SERVICEFAM SERVICENAME

Informacién sobre el Cliente:

1. Haumenosanme: SERVICES LIMITED
Nombre
» M COE[IMHEHHOE KOPOJIEBCTBO BETMKOEPMTAHUH M CEBEPHOI MPITAHIIHHA,
. MecT

288, CT OJIEAHC POY, YOTDOPH, XEPTOOPAIIHP, WD24 6PE

4. Gaxc/Fax

¥ gocrosepenne mHuy Qo MAacnopT: CEpHA MNa
Cédula de identidad/pasaporte: serie
BEIAH « » r.
otorgado
3. MecTo u gata posjeHHs:
Lugar y fecha de nacimiento
4. Appec MECTa HHTENLCTBA (PErHCTPaLE):
Domicilio
5. T'pampgancTeo: / /\

Nacionalidad
HHH (npw ero HanMumuy, NpH 0o OTCYTY

NIF (si hay, si no - indicar «no hays)

JMuunan nognuce YnoaHoMoueHHOTO npegerasuTens Kmenra
Firma personal del Representante autorizado del Cliente
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Hma BrafensLa KTHba;

Nombre del poseedor de la clave SERVICES LIMITED, SERVICEFAM SERVICENAME
Kog cTpasn

Codigo del pais GB

CrpaHa:

Pais Coegunennoe Koponeecteo Benukobpuranun 1 Cepeprot Hpnanguu
Topoa:

Cuidad XEPTGOPOLIHP

HaumeHOBaHHE KIHEHTA:

Nombre del Cliente SERVICES LIMITED

HaesThiKkaTop KIHeHTA B

cucTeme: dbo@efbank.ru

Indificador del Client en el Sistema

danneie 06 wzgarens: EVROFINANCE MOSNARBANK DBO CA, RU, MOSCOW

Informacian sobre el editor

Kniou 3aperacTPHPOBAH H MOMKET HCMOIb30BATLCA [nA ofMena coobmennamn/
La clave esta registrada y se puede/ilsg para el intercambio de mensajes.

Pyrkoeogurens KJIMEHTA/
Virector del CLIENTE

AJMHHHCTPATOR/ 3AMECTHTE L
aamunncTpatopa CK3IM BAHKA /
Administrador/ Asistente Admirds

del software de proteccion criptoghiRg

del BANCO
ML.IL M.IL
Sello Sello

You will be able to make payments only after activating the certificate in the Bank!

If your organization operates using two signatures, perform the section «Generating of working
keys» again, for a user with the right to a second signature.

After finishing of the generation of working keys we recommend you to necessarily record a
backup copy of the USB-drive with the keys to another drive and put it into vault! In case of failure
of the USB-drive, work in System will be impossible. To resume work, you will need to re-go
through the procedure of primary key generation and obtaining a certificate.

Requests to technical support of the Bank

In case of difficulties when working with System, please contact the
technical support by email: dbo@efbank.ru.

To speed up the processing of your request specify the name of your
organization in the subject of the letter and the username of the user under which
there is an error. In the message, specify the essence of the problem, the date and
time of its reproduction, and also, if possible, attach a screenshot with the error.




